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Preface

These are the proceedings of the fifth international conference, Formal Methods
in Computer-Aided Design (FMCAD), held 15–17 November 2004 in Austin,
Texas, USA. The conference provides a forum for presenting state-of-the-art
tools, methods, algorithms, and theory for the application of formalized rea-
soning to all aspects of computer-aided system design, including specification,
verification, synthesis, and testing.

FMCAD’s heritage dates back 20 years to some of the earliest conferences on
the subject of formal reasoning and computer-aided design. Since 1996, FMCAD
has assumed its present form, held biennially in North America, alternating with
its sister conference CHARME in Europe. We are delighted to report that our
research community continues to flourish: we received 69 paper submissions, with
many more high-quality papers than we had room to accept. After a rigorous
review process, in which each paper received at least three, and typically four
or more, independent reviews, we accepted 29 papers for the conference and
inclusion in this volume. The conference also included invited talks from Greg
Spirakis of Intel Corporation and Wayne Wolf of Princeton University.

A conference of this size requires the contributions of numerous people. On
the technical side, we are grateful to the program committee and the additional
reviewers for their countless hours reviewing submissions and ensuring the intel-
lectual quality of the conference. We would also like to thank the steering com-
mittee for their wisdom and guidance. On the logistical side, we thank Christa
Mace for designing our website and attending to countless organizational tasks.
And we thank our corporate sponsors – AMD, IBM, Intel, and Synopsys – for
financial support that helped make this conference possible.

September 2004 Alan J. Hu
Vancouver, British Columbia

Andrew K. Martin
Austin, Texas
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Challenges in System-Level Design

Wayne Wolf

Dept. of Electrical Engineering, Princeton University
wolf@princeton.edu

http://www.princeton.edu/~wolf

Abstract. This paper summarizes some of the challenges presented by very
large integrated circuits. Today’s embedded applications require not just com-
plex algorithms but multi-tasking systems that perform several different types
of operations on the data. Those applications are run on systems-on-chips that
embody complex, heterogeneous architectures. Furthermore, systems-on-chips
are connected into even larger systems. The large amounts of state in systems-
on-chips, along with the interactions between traditional functionality and per-
formance, mean that we must expand the scope of system design and verifica-
tion activities. We still need to solve all the traditional design problems, but we
must also develop new methodologies that allow us to design and verify the
long-term behavior of the system.

1 Introduction

Modern integrated circuits can embody hugely complex systems. Successfully design-
ing these systems-on-chips (SoCs) requires mastering not only all the traditional
hardware design problems, but new types of hardware and software design problems
as well. This paper surveys the nature of systems-on-chips and identifies some impor-
tant new problems that SoC designers face.

2 Characteristics of Applications

Systems-on-chips enable new applications for integrated circuits. However, applica-
tions have a life of their own. Systems-on-chips must be designed to satisfy the re-
quirements of applications as they evolve. As a result, it is useful to consider the sorts
of applications that are destined to be implemented on systems-on-chips.

SoC applications are becoming more and more complex in at least two ways. First,
modern applications are composed of many algorithms. Early systems for multimedia,
communications, etc. tended to use one or a few basic building blocks. As our knowl-
edge of these applications grows, experts tend to add new functions to the block dia-
gram to improve the quality of the system. Both the size of the block diagram and its
interconnectivity tend to grow over time. One of the implications of this trend is that
applications tend to include more types of algorithms over time. For example, modern
video compression algorithms generally use three very different types of algorithms:
motion estimation, which is very memory intensive; discrete cosine transform (DCT),
which is numerically complex; and Huffman coding, which is bit-intensive.

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 1–5, 2004.
© Springer-Verlag Berlin Heidelberg 2004



2 Wayne Wolf

Second, the blocks in the block diagram tend to become more complex as well.
Consider motion estimation in video compression. Early systems used full search
which tested a large number of locations in a fixed order. Modern video compression
systems use motion estimation algorithms that use frequent tests to reduce the number
of points searched. Using more control-intensive algorithms reduces the number of
data values that must be fetched from memory but makes the memory access patterns
much harder to predict. This data dependent behavior makes the underlying machines
harder to specify, design, and verify.

Audio encoding is another domain in which algorithms have become more com-
plex, making system design and verification more complex. Modern audio encoders,
such as Ogg Vorbis [Vor04], set the size of the window for frequency transformations
on-the-fly, based upon audio characteristics. Large windows offer better fidelity but
require considerably more computation; smaller windows can be used without much
audible effect in some cases. The coders monitor the audio statistics and select the
appropriate window size for the current segment of audio. Although reducing the
number of multiplications required, this approach makes the software considerably
more complex. We no longer know at design time how many iterations that will be
performed in the transform loop (though we do know at run time before we start to
execute the loop). Dynamic loop bounds cause difficulties for verification and run-
time analysis. At the microarchitecture level, they also change the branch prediction
statistics and, more important, change the program’s cache behavior.

Algorithms will continue to become more complex. Hardware and software de-
signers will have to develop more powerful methods that can handle the dynamic
behavior of modern algorithms for signal processing, communication, networking,
and other important applications.

3 Multiprocessor Systems-on-Chips

Multiprocessor systems-on-chips (MPSoCs) [Wol04,Jer04] are increasingly popular
as platforms for advanced applications. MPSoCs are custom, heterogeneous multi-
processors designed for specific applications. Unlike chip multiprocessors, which are
components of larger systems, MPSoCs are designed to be complete systems. The
complexity of MPSoCs makes them significant design challenges.

All the traditional digital design problems still manifest themselves in MPSoC de-
sign. But the greater complexity of these chips brings new problems to the fore. Some
of these problems are due to the large amounts of memory in MPSoCs. The large state
space in MPSoCs makes behavior much more difficult to describe and verify.

The complexity enabled by memory is embodied in both code and data. For exam-
ple, the reference implementation for the H.264 codec, a relatively new video com-
pression standard, is about 100,000 lines of C code. Complex applications often re-
quire large buffers and intermediate storage. The behavior of these systems cannot be
fully described as the sum of small transactions; these systems must be modeled in
ways that describe their large-scale, long-term behavior.

Figure 1 shows the results of some network-on-chip experiments performed at
Princeton University and NEC. [Xu04]. This plot shows the network traffic over time
for a multiprocessor designed to support real-time, high-speed gesture analysis
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Fig. 1. Traffic within a network-on-chip (Xu et al. [Xu04] © 2004 IEEE).

[Wol02]. Video computing is often characterized as “streaming” – performing a pre-
dictable set of operations on periodic data. This application performs real-time video,
but the simulation shows that the system behavior does not fit the stereotype of
streaming. This application includes several types of algorithms, ranging from color
classification through floating-point hidden Markov model analysis. Several of the
phases use control-intensive applications. As a result, the amount of data per frame
varies and the times at which the data are produced varies.

The characteristics of modern applications make for several challenges in MPSoC
design. First, buffer sizes are harder to predict. Checking for buffer overflow is very
important, but the task becomes harder when the amount of data varies considerably
during the course of execution. Second, computational loads become harder to pre-
dict. This may in some cases lead us to dynamically allocating tasks to processing
elements in the MPSoC.

One of the implications of the complex nature of applications is that we have to
look at behavior over longer intervals. The large amounts of memory in an MPSoC
hold a huge number of states. Transaction-level modeling, while important for verify-
ing elements of system behavior, doesn’t really capture all the behavior of a complex
system. Applications perform sequences of transactions and the MPSoC hardware and
software design must ultimately be verified on that application-level behavior. Some
of the verification can be performed on an abstract model of the system, but to the
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extent that the system behavior depends upon timing, the hardware and software may
need to be modeled together to determine both functionality and performance.

Traditionally, hardware and software design have been considered separate. With
multiprocessor systems-on-chips, we must learn to design hardware and software
together. The chances of designing hardware that doesn’t provide the proper features
for application software are greater in a multiprocessor than for a traditional embed-
ded processor or DSP. We need to develop design methodologies that let us work
from abstract, platform-independent software development environments down to the
detailed timing and power consumption of traditional hardware design.

4 Networks of Systems-on-Chips

Systems-on-chips are themselves complex, but we are increasingly connecting to-
gether systems-on-chips to create even larger, more complex systems. These networks
of systems-on-chips pose design problems for SoC designers because the chip must
be verified to work as part of this larger system.

Chips have been used as components of systems since the invention of integrated
circuits. But systems-on-chips are increasingly used in ad hoc networks, presenting
very different design and verification problems. A fixed system configuration can be
designed to meet certain criteria and then verified that it meets those criteria. How-
ever, ad hoc systems present much more variety. SoCs may be connected together in
large numbers such that it is difficult or impossible to enumerate all the configura-
tions. The SoCs in the network may also receive new software during the operation of
the network. The cell phone network is a prime example of this phenomenon: huge
numbers of nodes connected in a constantly changing pattern and subject to software
changes in the field.

Sensor networks are an emerging example of networks of systems-on-chips. The
networking sections of today’s sensor networks are complex, offering ad-hoc connec-
tivity, but they often provide only low data rates with simple processing within the
sensor network nodes. We should expect to see more sensor networks that perform
more processing on higher-rate data, since it is often more power efficient to process
data in the field than to transmit it to a central server. As the computations on the
nodes become more complex, some of the problems we encounter in MPSoCs – for
example, dynamic task allocation becomes even more important.

We need better methods for dealing with networks of SoCs. We need to be able to
specify the networks, including what configurations are valid. We must be able to
verify the properties of our specifications. And we must be able to verify that our
implementations continue to satisfy those properties.
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Generating Fast Multipliers
Using Clever Circuits

Mary Sheeran

Chalmers University of Technology
ms@cs.chalmers.se

Abstract. New insights into the general structure of partial product
reduction trees are combined with the notion of clever circuits to give
a novel method of writing simple but flexible and highly parameterised
data-path generators.

1 Introduction

In this work, our original intention was to describe and analyse a number of
different multipliers, and to account for the effects of choices about layout and
wire length. We concentrated on the central component of most multipliers, the
reduction array that converts the partial products into a pair of binary numbers
to be added by a final fast adder. To our surprise, we found a very general way to
describe a large class of reduction arrays. They all have the form of the triangular
array of cells shown in Fig. 3, and varying just two small wiring patterns inside
the cells allows us to cover a range of slow and fast multipliers. This insight
into the structure of reduction trees in general led us to the idea of building an
adaptive reduction array, in which those two small wiring cells are (repeatedly)
instantiated to appropriate wiring patterns during circuit generation, based on
information about delay on the inputs gained by the use of models of the half and
full adder cells and of the wires connecting them. This is a neat application of
the idea of clever circuits [12]. The resulting reduction tree seems to have rather
good performance, at least according to our abstract analyses. Much work will
need to be done to confirm that the adaptive array is indeed superior to standard
arrays. We will need to experiment with different approaches to the layout of
the array. Further, we were able to use clever wiring cells also to take account
of restrictions in the availability of tracks for cross-cell wiring.

We became increasingly interested in methods of writing simple but powerful
circuit generators that look exactly like structured circuit descriptions but that
produce circuits that are adapted to a given context and so are not as regular as
might first appear. We believe that the move to deep sub-micron necessitates new
design methods in which lower level details are exposed early in the design, while,
at the same time, there is a move to design at higher levels of abstraction and
with a greater degree of reuse. Thus, methods of getting low level information up
through levels of abstraction will become increasingly important. The method
of writing generators for adaptive circuits presented here is an approach to this

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 6–20, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Fig. 1. The structure of a multiplier, as defined in multBin

problem. It is presented via a running example, including the actual code of the
generators. Readers who are not familiar with Haskell or Lava are referred to
the Lava tutorial [4].

2 A General Multiplier

A binary multiplier consists of a partial product generator, a reduction array
that reduces the partial products to two bits for each bit-weight, and a final
adder that produces the binary result (see Fig. 1). Thus, transcribing from the
picture, the top level of a Lava description of a multiplier is

Binary numbers are represented by lists, least significant bit first. (In Haskell,
[] is the empty list, [a,b,c] is a list of length 3, and (a:as) is a list whose
first element is a and the remainder of which is the list as.) The three equations
correspond to the three components of the multiplier, and indicate what their
inputs and outputs are. For example, the partial product generator has as inputs
the two binary numbers to be multiplied, least significant bit first, and produces
a list of lists of bits. The first of these is of weight one and is the singleton
list [p1]. The second is of weight two and contains two bits: [p2,p3]. The
remainder, ps, is a list of lists of increasing weight, and is input to the reduction
tree. This description works only for 3 by 3 bit multiplication and above. The
comps parameter to both the multiplier contains a tuple of the building blocks,
such as full- and half-adders, used to construct the multiplier. We postpone the
decision as to what exactly it should contain.
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Fig. 2. (a) A specific fcell (b) A general fcell showing building blocks (c) hcell

In this paper, we concentrate entirely on the design of the reduction array. It
is implemented as a linear array (a row) of compress cells, each of which reduces
the partial products at its bit-weight to two.

Carries flow from left to right through the array, with an empty list of carries
entering on the left and exiting on the right. Here, again, the comps parameter
will later contain a tuple of building blocks. That we use a linear array means
that we are considering the so-called column-compression multipliers. However,
as we shall see, this class of multipliers is large, encompassing a great variety of
well-known structures.

It remains to design the compress cell. It takes a pair of inputs, consisting
of a list of carries on the left, and a list of partial products at the top. It should
produce two bits at the bottom, and on the right a list of carries to be passed to
the next column, which has weight one higher. All of the input bits to compress
have the same weight. It must produce two bits of the same weight, and any
necessary carries.

If we had a building block that reduced the number of product bits by one,
with a carry-in and a carry-out, we would be well on the way. An example of
such a fcell (in this case with six inputs at the top and five outputs at the
bottom) is shown in Fig. 2(a). It is a kind of generalised full-adder, made from a
full-adder and some wiring. Fig. 2(a) shows a specific instance, but we can make
a general fcell by parameterising the component not only on the full adder but
also on the wiring, as shown in Fig. 2(b).

The wiring component iC, for insert Carry, determines how the carry input,
which comes from the left, is placed among the outputs of the iC block.
If it is placed in the leftmost position, then that part of the cell looks like the
particular cell shown in Figure 2(a). But there are many other choices, as we shall
see later. Similarly, there are many choices for how the insert Sum component,
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Fig. 3. The reduction array for 6 by 6 bit multiplication

iS, can look. In experimenting with wire-aware design, we have found that it
makes sense to include all of the wiring as explicit components. One should think
of tiling the plane, not only when building regular arrays of cells, but even inside
the cells. So, we add two further components. s3  divides wires into 3 that
are passed to the full-adder and that cross it. cc  is the wiring by means of which
those values cross the cell. fcell is defined using layout-oriented combinators,
following the pattern shown in Figure 2(b).

A column of fcells is exactly what we want for compress in the special
case where the number of carries is exactly two less than the number of partial
product bits. Then, the fcells, reduce the partial products to two, one bit at
a time. If this difference in length is greater than 2, we can rescue the situation
by topping a recursive call of compress with a generalised half-adder cell that
does not have a carry-in, using the combinator The half-adder cell is called
hcell, and is illustrated in Fig. 2(c). The hcell reduces the length difference
by one, and can be thought of as handing the remaining problem to the smaller
recursive call below it (see also the columns on the left in Fig. 3). It uses the
same iS, iC and cc cells as the full-adder, and needs an s2 cell that passes two
of its inputs to the half-adder. (For a more precise analysis, it would be better
to have different building blocks for the half- and full-adder, but we choose to
reuse building blocks for simplicity.)

On the other hand, if the length difference is less than two, removing the
topmost carry input and placing it among the partial products, using the insert
Carry wiring that we have already seen adds two to the length difference. The
wcell selects this piece of wiring from the tuple of building blocks. The recursive
call that is placed below wcell again takes care of solving the remaining problem.
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Fig. 3 shows a row of compress components, applied to partial products of the
shape produced by the partial product generator. The instances of compress on
the left have a length difference of three (between the number of partial product
inputs and the number of carry inputs), and so consist of a column of fcells
below a hcell. (Unmarked cells in the diagram are fcells; those marked h are
hcells, and those marked w are wcells.) Then, there is one instance where the
difference is one, so it is wcell above a recursive call in which the difference
is 3, that is is a column of fcells topped by hcell. Finally, there are several
instances of compress where the difference is zero, and these are columns of
fcell topped by wcell. This triangular shape contains the minimum hardware
(in terms of half- and full-adder cells) needed to perform the reduction of partial
products. To multiply two binary numbers, one needs half-
or full-adder cells in the reduction array, of them half-adders.

A row of compress cells can adapt itself to the shape of its inputs, as the
definition of compress causes the right number of full or half-adders to be placed
in each column. So such a row can function as a multi-operand adder, or function
correctly with different encodings of the inputs. For the particular case of the
reduction tree for a standard multiplier, there is no need to define a special
triangular connection pattern to achieve the desired triangular shape. Such a
specialised connection pattern would have lacked the flexibility of this approach.

A reduction array defined by the function redArray is also very general in
another sense. By varying iS and iC wiring cells in the tuple of building blocks
called comps, a great variety of different multipliers can be constructed, ranging
from simple slow arrays to fast logarithmic Dadda-like trees. This surprisingly
simple but general description of reduction arrays is, as far as we know, new.
We had not expected to find such regularity even among the so-called irregular
multipliers.

3 Making Specific Reduction Arrays

A reduction array built using the function redArray is characterised by the tuple
of building blocks: (hAdd,fAdd,iS,iC,cc,s2,s3) that is the comps parameter
(see Figs. 2 and 3). For now, we fix cc to be the identity function, and s2 and
s3 to be the functions sep2 = splitAt 2 and sep3 = splitAt 3 that split the
list without performing any permutation. What we will vary between multipliers
are the iS and iC wiring cells. Their role is to insert a single bit into a list of
bits, to give a new list whose length is one longer than that of the original input
list. The full-adder or half-adder that consumes some of the resulting list always
works from the beginning, that is from the left in Fig. 2. So by choosing where
to place the single bit, we also choose where in the array it will be processed.
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3.1 A Simple Reduction Array

If we place the single bit at the beginning of the list for both the sum and
the carry case, the choice shown in Fig. 2(a), we make a reduction array that
consumes carries and sums as soon as possible. A carry-out is consumed by the
next rightmost cell, and a sum output is consumed by the next cell down in the
column. This is the reduction array that forms the basis of the standard linear
array multiplier. It has only nearest neighbour connections between the full and
half adder cells [6].

3.2 The Regular Reduction Tree Multiplier

Postponing sums, by choosing iS to be toEnd, the function that places a value at
the end of a list, but consuming carries immediately as before gives the Regular
Reduction Tree multiplier proposed by Eriksson et al. [7].

3.3 A Dadda Multiplier

A better choice, though, is to postpone both sums and carries, using the toEnd
wiring function for both iS and iC. This gives a Dadda-like multiplier with
both good performance and pleasing regularity. It is very similar to the modified
Dadda multiplier proposed by Eriksson [6], but adds a simple strategy for layout.

3.4 A Variety of Arrays

If carries are consumed not in the current cell but in the cell below, and if sums
are consumed as soon as possible, we get a variant on the carry-save array, called
CCSA [6]. Similarly, other choices of the wiring cells give different arrays. We
could easily describe yet more reduction arrays if we divided the triangular shape
into two, roughly down the middle, and used different versions of the wiring cells
in each half. Instead, we turn our attention to the problem of estimating gate
and wire delays in data-paths like the reduction arrays.

4 Calculating Gate Delays

The description of the array is parameterised on the tuple of building blocks.
This allows us to calculate gate delays simply by simulating a circuit made from
versions of those cells that, instead of operating on bits, operate on integers
representing delays. The non-standard cells model the delay behaviour of the
real cells. For example, the delay-model of the half-adder is

It has four parameters representing the delay between each input and the sum
and each input and the carry. The delay version of the full-adder is similar. Here,
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max and + are overloaded functions that work on both Haskell integers and the
integers that flow in circuits; as a result, halfAddI is also overloaded.

A standard approach to the analysis of partial product reduction trees is to
count delays in terms of xor gate delay equivalents [11]. For the half-adder, this
would give cross-cell delays of (1,1,0.5,0.5), for instance. Since we will simulate
circuits carrying delay values, we are restricted to integer delays, and so must
multiply all of these numbers by 10. Thus, we define half- and full-adder delay
estimation circuits as

hI and fI are again overloaded to work both at the Haskell level and the circuit
level. This overloading will prove useful later, when these delay-modelling cells
will be used first at the circuit level, that is during simulation, and then at the
Haskell level, that is during generation. This is a standard and simple delay
model, giving worst-case delays without taking account of false paths. For the
moment, it is sufficient for our purposes, though in future work we will want to
look at more complex delay estimation.

To make a delay estimation version of a reduction array, we simply replace
the half- and full-adder in its component tuple byhI and fI. We leave the wiring
cells alone; they are polymorphic and so can operate on either bits or integers
as required. To find the gate delay leading to each output, we feed zeros into
the resulting circuit, and simulate. The function ppzs n produces a list of lists
of zeros of the shape expected by the array.

The Dadda array has a maximum delay of 9 xor-gate delays at size 16 by 16. By
comparison, the linear array (from section 3.1) of the same size has a maximum
delay of 41 xor-gate delays. The next step is to take account of wire delays.

5 Taking Account of Wire Delays

The wires whose delays are of interest to us are those that cross the cells, that
is they correspond to the cc parameter in the tuple of functional and wiring
components (see Fig. 2). So, in our delay calculation, we can just replace this
parameter, which was the identity function before, with a function that adds
a fixed value d to the incoming delay. The gate delay models are hI and fI,
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as before. However, this is not quite right. When we check the various delay
profiles using this approach, we find that all of the array topologies incur long
wire delays. Why is this? It is because our triangular shaped array takes all of
the input partial products at the top, and allows them to flow down to the cell
that processes them. So, for example, in the linear array, there is a long wire
carrying a partial product bit right from the top of the array to the bottom. But
the delay on these partial product carrying wires is not of interest to us in the
current analysis (though we would want to count these delays if we implemented
the array in exactly this form). The standard approach to comparing reduction
arrays in the literature is to ignore the problem of getting each partial product
bit to the cell that processes it. In real arrays, the partial product production
is typically mixed with the reduction array, and the problem of distributing the
multiplier inputs to the right positions is handled separately. We would like, at
a later date, to tackle the analysis of such a mixed partial product production
and reduction array, including all wire delays. Here, though, we will analyse just
the reduction array, and will count delays only in the inter-cell wires, that is the
sum and carry wires that run across cells from top to bottom.

To achieve this, we tag each wire that might contribute delays in the simu-
lation with a Boolean, indicating whether it is a partial product or is an output
from a full- or half-adder. The partial product inputs are tagged with True.
Those wires do not contribute to the delay, while wires tagged with False do.

So now, in the tuple used in delay simulation, we can replace the cc wiring cell by
cross d. As a result, the half- and full-adder cells must also change, to be able to
accommodate the new Boolean tags. For instance, to make the hybrid full-adder
circuit, fIB, we combine fI with an abstract half-adder, fB, that takes Booleans
as input and outputs [False, False], indicating that the corresponding wires
do not carry partial product bits. The two full-adder variants operate completely
independently, one working on delay values, and the other on Boolean tags.

The hybrid half-adder, hIB, is constructed similarly. The sep2 and sep3 wiring
cells are polymorphic, and so do not need to change, even though the types
of values that flow along their wires are now different. To study the gate and
wire delay behaviour of a particular array, we construct a component tuple with
hIB in the half-adder position, fIB in the full-adder position, and cross d as
the cross-cell wiring. The necessary Boolean tags are inserted and removed by
the functions markTrue and unmark, while getmax returns the largest delay. For
larger sizes, the effects of wire delay become significant. For 53 bit multiplication,
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the maximum delays for the Dadda reduction array range from 15 xor-gates for
zero cross-cell wire delay to 32 for a wire delay of 4.

It would be interesting to develop further analyses to help in understand-
ing the different delay behaviours of the multipliers, as well as to repeat these
calculations with different settings of the cell and wire delays, for various sizes,
and perhaps in a more symbolic way. Here, we continue our series of multi-
plier descriptions by considering a multiplier in which the wiring depends, in a
systematic way, on the estimated delay in the cells and the wires.

6 A Cleverer Multiplier

In simpler circuit descriptions, it is usual to use a Haskell integer variable to
control the size of the generated circuit. Clever circuits is a more sophisticated
programming idiom in which Haskell values that are more closely tied to the
circuit structure are used to guide circuit generation [12]. In the previous section,
we used this idea to build a circuit to perform delay calculations. The Boolean
tags were what we call shadow values – Haskell-level values that were used to
guide the generation of the delay-estimation circuit. The shadow values could
be seen as controlling the production of a net-list containing wire-modelling
components that add d to their inputs as well as fI and hI components. This
ensured that only certain wires of the original circuit contributed to the delay
estimation.

Here, we apply the same idea one step earlier, during the initial circuit gen-
eration. In this case, though, we use clever circuits to control the generation of
wiring rather than of components. We have shown how multipliers can be pa-
rameterised on the iS and iC cells, and we made various decisions about their
design, always choosing a fixed piece of wiring for each of these cells, for each
array. But why not make these cells react to the delays on their inputs during
circuit generation, and configure themselves accordingly, resulting in possibly
different choices throughout the multiplier? This appealing idea is similar to
that used in the TDM multiplier, and in related work [11,13,1]. Here, we show
how well it fits into our general reduction array description, giving an adaptive
array that can depend not only on gate delays (as in the TDM), but also on
delays in the wires crossing cells.

The first step is to make a cell that becomes either the identity on two bits,
or a crossing (or swap), depending on the values on its shadow inputs. If the
predicate p holds of x and y, the swap is performed; otherwise the output is the
same as the input.
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Now, during circuit generation, if cswap receives, on its shadow inputs, two
values for which p holds, then it becomes a crossing, otherwise it is the identity.
And once the circuit has been generated, all record of the shadow values that
influenced its shape have disappeared.

The clever wiring cells should (like iC and iS) have a pair of inputs, consisting
of a single value and a list. We assume that the list of inputs is in increasing
order of delay. Then, we want to insert the single value into the correct position
in the list, so that the resulting list is also in increasing order of delay, and so
presents the wires with the least delay for use by the next half- or full-adder. We
do this using a row of cswap components, and then sticking the second output
of the row onto the end of the first, using append right (apr):

This is similar to the row of comparators that is the insertion component of
insertion sort. The predicate p compares the integer delay values. Depending on
the delays of the input wires, various wirings can be formed, ranging from the
simplest apl, in which no swaps are made, to toEnd, in which all the possible
swaps are made, placing the single input at the end of the list. The important
point is that the wiring adapts to its position in the array, based on the delay
information that it receives during circuit generation. We replace iS and iC by
cInsert.

What remains to be done is to make shadow versions of all of the other com-
ponents, and to combine them with their concrete counterparts. These shadow
versions must work on Haskell-level (integer, Boolean) pairs. We have, however,
already constructed hIB and fIB cells that work on such pairs; we simply reuse
them here (exploiting the fact that hI can also work on Haskell integers).

adapt defines the adaptive reduction array. It is just a call of the redArray
function with a suitable tuple of building blocks. The mmark pds function sets
up the shadow values correctly, based on the input delay profile pds, and unmark
removes the shadow values on the outputs. Thus, adapt is parameterised not only
on the half-adder, full-adder and the cross-cell wiring, but also on the delay d
in that wiring and on the delay profile of the incoming partial products, pds.
The latter two parameters influence the formation of the circuit, that is they
control exactly what wiring pattern each instance of cInsert becomes in the
final circuit. Each sublist of pds is assumed to be in delay sorted order (and this
could, if necessary, be achieved by further use of clever wiring).

If, during generation, we choose the cross-cell wire delay to be zero, and the
input delay profile to be all zeros, we get a basic TDM-style multiplier [11].
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Measuring both gate and wire delays, with a cross-cell delay of 2, for 16 by 16
bit multiplication, the TDM array has a maximum delay of 116 units (where 10
units is one xor-gate delay). If the same wire delay is used during the generation
of the array, the maximum delay reduces to 100. We call the resulting array wire-
adaptive. For comparison, the modified Dadda array has a maximum gate and
wire delay of 122 units for this size. For 64 bit multiplication, the delays for the
wire-adaptive, TDM and Dadda arrays are 234, 258 and 266 respectively, while
the corresponding figures for 80 bits are 270, 300 and 302. So it makes sense
to take account of wire delay while generating reduction arrays. Making use of
the input delay profile during circuit generation further improves the resulting
array.

7 Taking Account of Constraints on Available Tracks

In real circuits, there are typically constraints on the number of tracks available
for cross-cell wiring. Here, again, we are concerned only with the sum and carry
wires, and we do not consider the problem of routing the partial product wires
to the correct positions. The circuits that we have seen so far took no account of
constraints on wiring tracks. Here, we demonstrate the versatility of our approach
to writing array generators by incorporating such a constraint.

In each cell, we would like to limit the number of sum and carry wires that
can cross the cell to be a maximum of tr, the number of available tracks. This
can be done by using clever wiring in new versions of the s2 and s3 wiring cells
(see Fig. 2). Let us consider the case of s3. When the number of sum or carry
wires crossing the cell below it is in danger of becoming too large, fcon tr moves
one or two such wires leftwards, as necessary, so that they are consumed by the
cell, instead of crossing it. The function move (m,n) p ensures that there are at
least n elements satisfying p in the first output list, which should be of length m.
The new version of s2 is hcon tr, which is similar to fcon tr.

adaptC is the same as adapt, apart from the addition of the tr parameter and the
replacement of sep2 and sep3 by the two adaptive wiring cells, hcon tr and
fcon tr, in the tuple of building blocks. The result is a remarkably powerful
reduction array generator. Varying the available number of tracks gives us even
more variety in the arrays produced, and allows us to trade off delay against
wiring resources. The function mAdCon takes as parameters the number of cross-
cell tracks, the wire delay to use during generation and simulation, and the size
of the two numbers being multiplied; it returns the maximum delay on an output
in the reduction tree, for zero input delay. For 18 bits, and ignoring wire delays,
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having zero tracks gives a linear array with 42 xor-gate delays, and the delay
decreases as more tracks are made available, reaching the minimum 9 gate delays
for 7 or more tracks.

Finer delay modelling, for example the use of calls to external analysis tools,
would give better multiplier performance. Here, we assumed that delay increases
linearly with wire length. We will investigate a model in which delay is propor-
tional to the square of the length. This would be easy to incorporate. We will
also consider the automatic generation of buffers on long wires.

8 Related Work

The most widely used partial product reduction tree is the Wallace tree [15].
It can be thought of as being made from horizontal blocks that are carry-save
adders, rather than from vertical compress blocks as here. However, the Dadda
tree [5], particularly in the modified form shown here, gives comparable perfor-
mance in both delay and power [6].

Luk and Vuillemin presented, analysed and implemented a family of fast
recursively-defined multiplication algorithms [8]. One of these is a linear array
of bit-convolver circuits, where the bit-convolver has the same function as our
compress cells. The bit-convolvers were recursively defined as binary trees, and
laid out with the root in the middle and the two smaller trees above and below
it (as is standard in adder trees). This corresponds, also, to implementing the
entire multiplier as a rectangular array with two half-sized recursive calls sand-
wiching the final adder. The corresponding implementation compared well with
Wallace trees for smaller sizes. The emphasis in the work of Luk and Vuillemin is
also on the generation of multipliers from readable descriptions containing some
geometric information. The importance of parameterised generators is stressed,
and formal verification (of fixed size circuits) is also considered. This work is an
important inspiration for ours. An adaptive tree should be faster than a static
binary one, but it may be that we need to lay out the tree with the root in the
middle. This needs to be investigated in future work.

The original TDM multiplier generation method considers gate delay in
choosing how to wire up a partial product reduction array to minimise max-
imum gate delay [11]. When our adaptive array works with the standard gate
delay model and zero input and wire delay, it is mimicking exactly the original
TDM method, and achieves identical gate delays. The original TDM uses what
the authors call a 3-greedy algorithm; the three fastest wires are chosen for con-
nection to the next full-adder. Like our adaptive array, the basic TDM method
can be adapted to take account of the input delay profile. Later work showed
that the 3-greedy method produces near-optimal results for maximum delay,
but that a more sophisticated 2-greedy method produces better delay profiles
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because it allows a more global optimisation [13]. The analysis and the new gen-
eration algorithms are elegant, but the resulting method uses expensive search,
which neither the basic TDM nor our approach requires. We are interested in
seeing how far we can get with symbolic evaluation, which requires no search
and so scales up well.

The TDM method and its more sophisticated successors do not currently
take account of wire delay and the authors mention that this is a natural next
step. The methods do not either take account of constraints on tracks. They
could, presumably, be adapted to do so. Al-Twaijry et al present a partial prod-
uct reduction tree generator that aims to take account of both wire delay and
constraints on available tracks [1]. This work seems close to ours. The big differ-
ence is in the method of writing the generators. Ours are short, and retain the
structure of the array, with parameterisation coming from local changes inside
the cells, whereas the standard approach is to write C code that generates the
required net-list. We are hopeful that our generators will be more amenable to
formal verification.

Our approach can be seen as deciding on the placement of the hcells, fcells
and wcells in advance, and then making a multiplier with the required properties
by forming the wiring inside those cells during generation, making use of context
information such as input delay and constraints on tracks. Thus, it is important
to keep that placement when producing the final circuit. Some approaches aim,
instead, to produce unplaced net-lists that will give short wires when given to
a synthesis tool that does the placement [14]. Both our approach and the TDM
methods use half- and full-adders as the building blocks. The work of Um and
Kim uses entire carry-save adders as building blocks, arguing that this gives
more regular interconnections. A final adjustment phase aims to get some of the
advantages of using a finer granularity. Our approach is very different because
we aim to give the writer of the generator control over placement, and thus over
degree of regularity. We are not restricted to the triangular placement described
here, and intend to experiment with other layouts.

To our knowledge, the best approach to the design of reduction trees under
constraints on tracks is based on the over-turned stairs (OS) trees [10]. The
OS trees are a sequence of increasingly sophisticated recursive constructions of
delay-efficient trees of carry-save adders that are designed to minimise cross-cell
tracks. Although the method of counting cross-cell tracks is not identical to ours
(since we consider a carry-in that is not used by the current cell to cross the
cell), we believe that our simple constrained reduction trees have longer delay
than the reported results (which give only gate delays) for higher order OS trees
for larger sizes. We will consider ways to improve our algorithm, and will do a
more detailed comparison.

9 Discussion

We have given a short parameterised structural description of a partial product
reduction tree made from hcells, fcells and wcells (see Figs. 2 and 3). We
then showed how a great variety of multipliers can be obtained by varying the
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building blocks (iS, iC etc.) of those cells, while retaining the same overall
structure. First, we made standard arrays, including a modified version of the
Dadda tree. Because of the surprising regularity of the Dadda array, a colleague,
Henrik Eriksson, was able to lay it out with ease in a manual design flow. The
measured results for delay and power consumption are promising and a paper is
in preparation. It is usual to dismiss both Dadda and Wallace trees as difficult
to lay out. We have shown that a Dadda tree can be made regular. In Lava, we
performed a simple delay estimation on the various arrays by using non-standard
interpretation. We replaced circuit components, including wires, by non-standard
versions that estimated their delay, and then performed simulation.

The next step was to use the same kind of delay modelling during circuit
generation. The idea of clever circuits, that is circuits that can adapt to context
information, was combined with the delay modelling to control the production
of wiring cells. This allowed us to produce fast arrays that can adapt to gate and
wire delay, and to the delay profile of their inputs. Next, we showed that further
use of clever wiring allowed the generator to adapt to constraints on wiring re-
sources. A very high degree of parameterisation is achieved by local changes in
the cells. This was made possible by the initial insights into the general structure
of reduction arrays. The result is a powerful circuit generator that looks exactly
like a structural description of a simple multiplier, and so is very small. We
consider this to be a very promising approach to the writing of data-path gener-
ators. The combination of clever circuits with the connection pattern approach
that we have long used in Lava seems to give a sudden increase in expressive
power. Here, we used clever wiring to get parameterisation, but in other appli-
cations, we will need to control the choice of components, or even of recursive
decompositions. The latter arises, for example, in the generation of parallel pre-
fix circuits, where different recursive decompositions give different area, delay
and fanout tradeoffs. We are currently investigating ways to choose recursion
patterns dynamically during circuit generation, partly because we plan to use
these methods to make the fast adder that is needed to complete a multiplier
design. Such an adder must adapt to the delay profile of the reduction tree that
feeds it.

We would like to verify the generators once and for all, for all sizes and
parameters. Our hope is to be able to verify a generator as though it were a
circuit description, exploiting the fact that the generator is structured as a circuit
(and is short and simple). To do this, we expect to build on the seminal work
by Hunt and his co-workers on the use and verification of circuit generators [3]
and on recent work on the verification of parameterised circuits [2]. We will
probably have to develop verification techniques that are specialised to our style
of writing circuit generators. We are interested in investigating the use of a
first order theorem prover to automatically prove the base case and step of the
necessary inductive proofs.

The ideas presented here could be used to implement module generators that
provide designers with access to a library of highly flexible adaptive data-paths,
without demanding that the designer construct the modules himself. This would
allow the incorporation of these ideas into more standard design flows. This



20 Mary Sheeran

vision is compatible with the timing-driven module-based design flow that was
outlined recently by Mo and Brayton [9].

Our next step will be to implement and analyse a fast adaptive multiplier in
our Wired system, in which geometry is considered, and the exact placement of
each wire is accounted for.
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Abstract. In this paper we demonstrate a potential extension of formal
verification methodology in order to deal with time-domain properties of
analog and mixed-signal circuits whose dynamic behavior is described by
differential algebraic equations. To model and analyze such circuits under
all possible input signals and all values of parameters, we build upon
two techniques developed in the context of hybrid (discrete-continuous)
control systems. First, we extend our algorithm for approximating sets of
reachable sets for dense-time continuous systems to deal with differential
algebraic equations (DAEs) and apply it to a biquad low-pass filter. To
analyze more complex circuits, we resort to bounded horizon verification.
We use optimal control techniques to check whether a modulator,
modeled as a discrete-time hybrid automaton, admits an input sequence
of bounded length that drives it to saturation.

1 Introduction

Formal verification has become part of the development cycle of digital circuits.
Its advantage relative to more traditional simulation methods lies in its exhaus-
tiveness: It can guarantee that a system behaves correctly in the presence of
all its possible inputs, whose number can be infinite or too large to be cov-
ered by individual simulations. Of course, this advantage does not come for free
and verification algorithms are more complex and costly than simple simulation.
The extension of verification methodology to deal with analog and mixed-signal
circuits is far from being straightforward due to the following reason. Digital
circuits are modeled as discrete event dynamical systems (automata, transition
systems) where the inputs are sequences of binary values, and the behaviors of
the circuit induced by these inputs are binary sequences corresponding to paths
in the transition graph. Hence digital verification can be realized using graph
search algorithms. In contrast, the mathematical model of an analog circuit is
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that of a continuous dynamical system defined typically by differential algebraic
equations where inputs are real-valued signals defined over the real time axis,
and the behaviors they induce are trajectories in the continuous state space of
the system.

A typical verification task is to prove that a circuit behaves correctly for
all possible input signals and that none of them drives the system into a bad
state, for example a state where one of the components reaches saturation. Even
if we are satisfied with checking the circuit against a finite number of typical
input signals, something that can be done using numerical simulation, we still
have a problem because of the possible variations in system parameters which
are determined only after low-level synthesis is complete. To account for such
variations during high-level design, symbolic analysis methods that compute
symbolic expressions characterizing the behavior of a circuit have been developed
and successfully applied to linear or linearized circuits [14]. Extensions of these
methods to non-linear circuits are mainly based on simplification and reduction
to linear or weakly non-linear systems, which are often limited by accuracy
trade-offs (see, for example, [32, 31]). Consequently, numerical simulation with
a finite number of input signals is the commonly used validation tool, albeit its
inadequacy for systems with under-specified parameters.

In this paper we focus on verifying time-domain properties1 of analog and
mixed-signal circuits with dynamics described by a system of differential al-
gebraic equations with parameters. To analyze such a circuit under all possible
input signals and parameter values, we use techniques developed in the context of
hybrid (discrete-continuous) control systems (see the conference proceedings [17,
25, 2] for a sample of recent hybrid systems research). In particular we extend the
forward reachability analysis technique that we have developed for linear [5] and
non-linear [4] ordinary differential equations to deal with differential algebraic
equations. The case of mixed-signal circuits is investigated through the model-
ing and analysis of a modulator, a widely used circuit, for which stability
analysis remains a challenging problem [29, 20, 12]. We tackle this problem using
the approach advocated in [8] for the verification discrete-time hybrid systems.
The idea is to formulate bounded horizon reachability as a hybrid constrained
optimization problem that can be solved by techniques such as mixed-integer lin-
ear programming (MILP), in the same sense that bounded verification of digital
systems can be reduced to solving a Boolean satisfiability (SAT) problem.

There have been several previous works on formal verification of analog cir-
cuits (see [22, 15, 19, 27] and references there in). The work closest to this paper
is [22, 19], in which an analog system is approximated by a discrete system in
which classical model-checking algorithms can be applied. The discrete system
is obtained by partitioning the state space into boxes (each of which corresponds
to a state of the discrete model). In [19] the transition relation is determined
by reachability relation between the boxes which is approximated by simulating
trajectories from some test points in each box.

Frequency-domain properties which are often used in analog design are outside the
scope of this paper. Properties used in digital verification, such as those specified in
temporal logic are, using this terminology, time-domain properties.

1
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The rest of the paper is organized as follows. In Section 2 we present our
approach to the verification of non-linear analog circuits using reachability com-
putation for differential algebraic equations. The approach is then illustrated
with a low-pass filter circuit. In Section 3 we formulate the bounded horizon
verification problem for a mixed-signal modulator and solve it using an
MILP solver. Some discussions and future research directions close the paper.

2 Verification of Non-linear Analog Circuits

2.1 Approach

Mathematically, the behavior of a non-linear analog circuit can be described by
a set of differential algebraic equations (DAE):

where denotes the state variables (internal voltages, currents, and out-
puts), denotes their time derivatives, is the parameter vector, and

is the input signal. We assume a set of admissible input signals
consisting of piecewise-continuous functions taking values in a bounded and con-
vex set In this model the input is uncertain, which allows one to model
external disturbance and noise. A parameter can be a resistor value, a transistor
saturation current, etc. The equations (1) result from applying Kirchhoff laws to
the whole circuit and the characteristics equations to the basic elements. Such
circuit equations can be automatically generated by techniques such as Modified
Nodal Analysis (MNA) [13].

To verify time-domain properties of the circuit, such as those related to the
transient behavior, one needs to characterize the set of solutions of (1) under
all possible inputs and all parameter values For reachability properties
(the circuit never reaches a bad state), it suffices to compute the set of states
reachable by all possible trajectories of the system that we define formally below.

We denote by the value at time of the solution of (1) with
the initial condition under the input signal and a parameter

Given a set of initial conditions and T > 0, the reachable set from
during the time interval [0, T] is defined as:

Note that, unlike simulation, reachability computations can also handle uncer-
tainty in initial conditions. The extension of reachability techniques for ordinary
differential equations (ODEs) to handle DAEs is not straightforward since these
classes of equations differ in both theoretical and numerical properties, and this
is captured by the index concept (for an introduction see [9]). The differential
index of (1) is the minimal number of differentiations required to solve for the
derivatives In general the problem of numerically solving DAEs with index
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2 or higher is ill-posed [7]. DAEs that model practical electronic circuits are
typically of index 1 or 2 and in this work we focus on the former. In particular,
we will study the equivalent semi-explicit form of (1):

Note that the implicit DAE system (1) can be trivially transformed into the
above form as follows: By letting and substituting in
(1) we obtain Thus the resulting system in the above semi-
explicit form is: and

Coupling the ODE (2) with the non-linear equation (3) means that the solu-
tion of (2) has to lie on the manifold defined by (3). If the Jacobian

is invertible in a neighborhood of the solution, then by differentiating the
algebraic equation we obtain

and in this case, the DAE system is of index 1. In a simpler case, where
in (1) is regular, the algebraic equation (3) disappears, and (1) is a DAE of index
0, i.e. an ODE [9].

A trivial way to compute reachable sets for index 1 DAEs is to transform it
into an ODE composed of (2) and (4) using the above-described differentiation
and then apply the existing techniques for ODEs. However, the drawback of this
approach is that the solution may drift away from the algebraic constraint. We
will retain the algebraic constraint (3) and interpret the original DAE as the
ODE, composed of (2) and (4), on the manifold defined by (3). We will combine
the commonly-used technique of geometric integration using projection [11], with
our reachability algorithm, to compute the reachable set.

2.2 Computing Reachable Sets of ODEs on Manifolds

We summarize below the approach we have developed over the years for reach-
ability computation of ODEs and hybrid automata. We start with an algorithm
for linear ODEs of the form first presented in [5] and implemented
in the tool d/dt [6]. Many other techniques for computing reachable sets can be
found in the hybrid systems literature. In particular, those developed indepen-
dently by Chutinan and Krogh and implemented in the tool CheckMate [10] are
very similar to ours. We use for the solution and for the states
of the solutions at any starting from any Basically we compute
a polyhedral over-approximation of the reachable states on a step-by-step basis
as in numerical integration, that is, we compute a sequence of polyhedra that
over-approximates the sequence

Given a convex polyhedron R, the set of states reachable from R at time
can be computed as the convex hull of the points reachable at time from the
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vertices of R. Then, the set of states reachable during the whole time interval
is approximated by the convex hull which is enlarged by an

appropriate amount to ensure conservative approximation2.
This basic algorithm is then extended in various directions. When the system

admits an input and is of the form the computation can
still be done by applying optimization techniques to find “extremal” values for
that push the set “outwards” [30]. Another important extension handles systems
that admit mode switching and are modeled by hybrid automata [1], automata
that have a distinct differential equation in each state, depending on the values
of the continuous state variables. As long as the automaton remains in the same
discrete state, the reachability computation proceeds as for simple ODEs but
when the reachable polyhedron intersects the switching surface, it needs to be
split and parts of it undergo reachability computation under the new dynamics.
We will come back to this in the next section and the reader is referred to [5,6]
for more details.

The analysis of hybrid automata with under-specified inputs is part of the
more recent methodology [4] for analyzing non-linear systems of the form

using a piecewise-affine approximation. This method is based on
partitioning the state space into simplices and assigning a distinct discrete state
to each of them. The dynamics at each state is specified by an affine function
obtained by interpolation on the values of on the vertices the corresponding
simplex. This approximation is conservative since the interpolation error is in-
cluded in the model as an input. In addition, if the derivative is a function,
the reachable set approximation error is quadratic in the size of the underlying
simplicial partition.

Before proceeding let us remark that the potential contribution of ideas com-
ing from hybrid systems to the design of analog circuits is not restricted to verifi-
cation. In particular, the modeling of non-linear systems by piecewise-linear ones,
called hybridization in [4, 3], offers an alternative modeling style that was often
avoided because it does not fit into the analytical and numerical framework of
continuous systems. On the contrary, many discontinuous phenomena that could
have been modeled naturally as discrete transitions, are often “smoothened” to
avoid numerical instability. Hybrid modeling and analysis can treat such phe-
nomena directly.

We can now return to ODEs on a manifolds and combine reachability with
projection. For the sake of clarity we omit and and work with

The following algorithmic scheme, illustrated in Figure 1, computes an approx-
imation of the reachable states where is the reachability operator and
denotes projection onto the manifold defined by (6).

Note that this part of the algorithm is not needed for discrete-time systems.2
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The projection of a point onto the manifold is computed as

where is the Euclidean norm. In the special case where is linear, this
optimization problem can be easily solved using linear algebra. The projection
of a convex polyhedron is approximated as the convex hull
of the projected vertices, Although R does not always lie
entirely on its distance to can be made as small as desired. Indeed, we
can prove that the convergence order of this approximate reachability method
for DAEs is that of the reachability method for ODEs used to compute which
is quadratic [6, 4]. To see this consider a point and its successor

computed by The distance between and is bounded by the
local error of the method for computing Hence, the distance between
and the exact successor of is of the same order.

Fig. 1. Combining projection and reachability computations for ODEs.

2.3 Example: A Biquad Low-Pass Filter

We now illustrate the approach with a second order biquad low-pass filter circuit,
shown in Figure 2. This example is taken from [19]. The circuit equations are as
follows:
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Fig. 2. A low-pass filter.

The state variables are the voltages across the capacitors and
(the reference directions of which are indicated by the + and – signs in

Figure 2). The algebraic constraints (9-12) come from the characteristics of the
operational amplifier where is the output voltage and corresponds to
the output voltage decrease caused by the output current In this circuit,

(input voltage), (maximal source voltage), and
are parameters. Denoting and the circuit equations
can be put in the semi-explicit form (2-3). Assuming that the Jacobian
has bounded inverse in a neighborhood of the solution (which can indeed be
verified for a concrete circuit), by differentiating (9) the circuit equations can be
transformed into a non-linear ODE on a manifold as in (5-6) with state variables

As mentioned earlier, to reduce the complexity of reachability computation,
we will use the hybridization idea. First, the non-linear characteristics

in equation (11) can be approximated by a piecewise-affine function of the
form:

Therefore, the original system is approximated by a hybrid automaton with
3 discrete states (modes). The conditions for staying in a mode and for switching
between modes are determined by the value interval of For example, in order
to stay in the mode corresponding to the first equation of (13) the state vari-
ables should satisfy Using (10) this condition becomes:

which together with (8) gives

Note that the hyperbolic tangent function in (9) is retained because it can
be observed from simulation results that this non-linearity is important for the
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accuracy of the model. In general, the designer’s knowledge of the the circuit
can help to choose appropriate simplifications and approximations. As a result,
the continuous dynamics of each mode is defined by a DAE which remains non-
linear and is transformed automatically to a piecewise-affine dynamics using the
hybridization technique of [4].

The property to verify is the absence of overshoots. For the highly damped
case (where and Figure 3 shows
the projection of the reachable set on and The initial set is defined by
a box: and From the figure,
one can see that indeed remains in the range [–2, 2].This computation took
d/dt 3 minutes until termination. We are currently working on making this
process more systematic and efficient. In particular we investigate the automatic
transformation of circuit equations into ODEs on a manifold.

Fig. 3. The reachable set for the filter projected on variables and

3 Verification of Mixed-Signal Circuits

3.1 Optimal Control Based Verification Approach

Mixed-signal circuits that exhibit both logical and continuous behaviors can be
naturally modeled as hybrid automata and verified using the reachability tech-
niques described in the previous section. However, as it also happens in digital
verification, reachability algorithms may explode in time and space before ter-
mination and less exhaustive methods should sometimes be used. One popular
approach is to restrict the verification to behaviors of bounded length and ask
whether the set of such behaviors contains one that violates the property in
question. A positive answer demonstrates a “bug” in the system while a nega-
tive one is generally not a proof of correctness unless the length bound is very
large. Bounded horizon reachability for digital systems is typically formulated
as Boolean satisfiability. For dynamical systems over a continuous state space,
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bounded horizon problems were used in the context of optimal control, where
one looks for a finite input signal that induces a behavior which is optimal ac-
cording to some performance criterion. In discrete-time, this problem reduces to
a finite-dimensional optimization of a continuous function subject to continuous
constraints (see a unified treatment of the discrete and continuous case in [23]).
The application of these ideas to the verification of hybrid systems has been
advocated by Bemporad and Morari [8]. In verification the input is interpreted
as a disturbance and the search for a bad behavior becomes a search for the
worst input sequence with respect to the property in question (see also [30] for
the applicability of optimal control to reachability-based verification). The dis-
crete part of the system makes the optimization problem hybrid, and one of the
popular methods for solving it is mixed integer-linear programming (MILP).

In this section we focus on circuits that can be modeled by a discrete-time
hybrid system of the form:

where is a binary vector of dimension describing the logical part
of the dynamics. For convenience, we will use notation similar to the continuous-
time case. We use to denote the state at time of the
solution of (14) with initial state and input which is a
sequence ranging over a closed bounded set (i.e.,

To prove safety over a finite horizon we compute a set of worst
trajectories whose safety implies the safety of all the other trajectories. The
formulation of verification as an optimal control problem is done via an objective
function J such that is positive iff is outside the safe set. Then for each

we maximize J for the trajectory with by solving the
following constrained optimization problem:

We then check whether the worst trajectories obtained satisfy for
all meaning that the property is true over horizon N. We illustrate this
approach through the stability analysis of a modulator.

3.2 The Modulation: Principles and Hybrid Modeling

We describe briefly the principles of modulation, a very popular technique
for analog to digital conversion. Basically, a modulator processes an analog
input through four steps [29]: (1) Anti-aliasing in order to be sure that the signal
bandwidth lies within a given range (2) Oversampling or sampling at
a frequency greater than the Nyquist rate (3) Noise shaping so that the
quantization error is “pushed” toward high frequencies outside the bandwidth
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of interest; (4) Quantization, typically on few bits. In the following examples
quantization is done on one bit. We use an input-output plot of a simple model,
shown in Figure 4, to explain intuitively how modulation works. When
the input sinusoid is positive and its value is less than 1, the output takes the
+1 value more often and the quantization error which is the difference between
the input and the output of the quantizer is fed back with negative gain and
“accumulated” in the integrator Then, when the accumulated error reaches
a certain threshold, the quantizer switches the value of the output to –1 for some
time, which reduces the mean of the quantization error. This model is called a
first order modulator since it uses a first order filter to process noise.

Fig. 4. A first order modulator and an example of an input-output plot.

We now describe a hybrid model of a third-order modulator (shown in
Figure 5), generated using the standard MATLAB delsig toolbox [28] which pro-
vides practical models used by designers. Higher order modulators achieve
better performance but induce stability problems [12]. A modulator is said to
be stable if its integrators values remain bounded under a bounded input. This
property is of a great importance since integrator saturation can deteriorate cir-
cuit performance. Stability analysis for such circuits is still a challenging research
problem [12] due to the presence of two sources of non-linearities: saturation and
quantization.

The circuit is modeled as a discrete-time hybrid automaton. When none of
the integrators saturates, the dynamics of the system can be represented in the
following state-space form:
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Fig. 5. A model of a third-order modulator with integrators that may saturate.

where matrix A, vectors and are constants depending on the various gains
of the model, represents the integrator states, is the in-
put and is the input to the quantizer. The output of the quantizer

is the only discrete state variable and as long as it remains
constant, the dynamics is continuous and affine. Figure 6 gives the usual graph
representation of the corresponding hybrid automaton. Note that the discrete
state variable can be made Boolean by letting which trans-
forms (19-20) to the general form of (14).

Fig. 6. A hybrid automaton model of the modulator.

3.3 Stability Analysis: Formulation and Results

The stability property of the modulator is stated as follows: For a given bounded
set of initial states and a range of input values the
system is stable if and only if for any and any sequence the
sequence is bounded, that is, there exists a bounded set such
that
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In the following, we apply the method described in Section 3.1 to check this prop-
erty over a horizon N where the safe set is the rectangular set

the set of states where no integrator saturates. Since
we want to remain inside we define the objective function J as:

Solving this optimization problem means finding an input sequence that drives
the integrators as close as possible to their saturation limits. By symmetry it can
be easily shown that if is a sequence obtained from with input

then we have for all Thus, if and
U are symmetric sets with respect to the origin, maximizing is the same as
maximizing hence, we can define J as:

We transform this problem into 3 MILP problems (one for each by rewriting
the function F, given by (19-20), as a set of linear constraints over real and binary
variables. To get rid of the sign function, we use the standard “big-M” trick.
Given bounds and M > 0 on we introduce two new constraints for
all

Thus, it holds that and we can replace in (19)
by With the above definitions and constraints, the problem (15-18) is
put in MILP form.

We used the efficient solver MOSEK [26] to solve the resulting MILP problem
for various bounds on initial states and input signals over a finite horizon
N ranging from 1 to 30. The results are shown in Figure 7, where the curves
depict the maximal obtained value of as a function of N (note that for each
N the maximum might be obtained by another input sequence). The qualitative
behavior exhibited by and is similar. From these plots one can see, for
example, that for and any constant sequence

for all N the maximal value of never leaves the safe set
and, moreover, it converges quite fast towards a constant value, which shows
that the modulator is stable up to N = 30 and most likely forever after.
This also holds for and any but not for

Note furthermore that the bad input signals the we found
are generally non-trivial, and could not have been found easily by simulation
with initial states and input values that are simply on the boundaries of their
domains.

3.4 Reachability Versus Optimal Control

Safety verification of piecewise affine hybrid systems can also be achieved by
computing a so-called robustly positively invariant set (RPI), which has already
been used in the context of modulators [21,16]. An RPI set is such that
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Fig. 7. The curves show sup as a function of the horizon N for various bounds
on initial states and input signals

if then regardless of Indeed, if such a bounded
set containing is found, the boundedness of is guaranteed. It is easy
to see that the reachable set is an RPI set and therefore, we can prove the
stability of the circuit by computing (or over-approximating) the reachable
set using a discrete-time version of the algorithm of Section 2. Nevertheless, two
characteristics of the modulator render the reachability computation very
expensive:

Switching between modes is very frequent, which makes the reachable set
highly non convex admitting an exponentially growing number of polyhedra.
The fundamental instability introduced by the integrators makes the sys-
tem particularly sensitive. Hence, while the use of over-approximations of
the reachable set (such as using convex hull) can reduce the computational
complexity, the results are often too coarse to prove the property.

One can observe similar phenomena in a recent application of reachability tech-
niques to the same circuit (but under more restricted input signals) reported in
[18]. The optimization procedure just described is not immune to these problems
although it can reach larger horizons (the computation for horizon 30 took more
than two hours on a 2.4GHz machine). On the other hand, efficient algorithms
for computing RPI sets, such as those described in [21], require the affine modes
to be stable and thus cannot be used for this example. Indeed, the instability of
the integrators (the A matrix) implies the instability of each mode of the affine
system and the stability of the modulator relies only on switches between the
modes.

4 Conclusion and Future Work

We have presented a framework for modeling and verification of analog and
mixed-signal circuits using hybrid system techniques. These results are much
more modest, both in terms of rigor (approximate computation, non guaranteed



34 Thao Dang, Alexandre Donzé, and Oded Maler

termination) and of size (systems with few state variables) than the state-of-the-
art in digital hardware verification, but this is not surprising given the inherent
complexity of the problems and the current practices in the domain. Fortunately,
the accumulated experience in hybrid systems will be useful in accelerating the
progress in analog verification, especially by avoiding dead ends that have already
been explored.

Some innovative ideas are needed in order to extend the scope of our tech-
niques to larger systems. As in discrete verification, abstraction and model re-
duction techniques are necessary in order to facilitate compositional reasoning.
Although the circuit structure may give hints for useful decompositions, the na-
ture of interaction between analog devices will probably not make this task easy.
Another research direction would be to develop reachability techniques that take
into account some more refined constraints on the input signals such as bounds
on their frequency or on their average value. Current reachability algorithm for
systems with input are essentially “breadth-first” and are not adapted for ex-
cluding individual input signals that violate such constraints. Additional work
that will be needed in order to integrate formal methods in the design pro-
cess includes the automatic translation from circuit descriptions (such as those
expressed in VHDL-AMS) to hybrid automata, as well as the definition of an
expressive formalism for specifying properties of analog signals. First steps in
this direction are reported in [24].
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Abstract. This paper addresses the formal specification and verifica-
tion of fast Fourier transform (FFT) algorithms at different abstraction
levels based on the HOL theorem prover. We make use of existing theo-
ries in HOL on real and complex numbers, IEEE standard floating-point,
and fixed-point arithmetics to model the FFT algorithms. Then, we de-
rive, by proving theorems in HOL, expressions for the accumulation of
roundoff error in floating- and fixed-point FFT designs with respect to
the corresponding ideal real and complex numbers specification. The
HOL formalization and proofs are found to be in good agreement with
the theoretical paper-and-pencil counterparts. Finally, we use a classical
hierarchical proof approach in HOL to prove that the FFT implementa-
tions at the register transfer level (RTL) implies the corresponding high
level fixed-point algorithmic specification.

1 Introduction

The fast Fourier transform (FFT) [6,9] is a highly efficient method for com-
puting the discrete Fourier transform (DFT) coefficients of a finite sequence of
complex data. Because of the substantial time saving over conventional methods,
the fast Fourier transform has found important applications in a number of di-
verse fields such as spectrum analysis, speech and optical signal processing, and
digital filter design. FFT algorithms are based on the fundamental principle of
decomposing the computation of the discrete Fourier transform of a finite-length
sequence of length N into successively smaller discrete Fourier transforms. The
manner in which this principle is implemented leads to a variety of different
algorithms, all with comparable improvements in computational speed. There
are two basic classes of FFT algorithms for which the number of arithmetic
multiplications and additions as a measure of computational complexity is pro-
portional to N log N rather than as in the conventional methods. The first
proposed by Cooley and Tukey [10], called decimation-in-time (DIT), derives its
name from the fact that in the process of arranging the computation into smaller
transformations, the input sequence (generally thought of as a time sequence) is
decomposed into successively smaller subsequences. In the second general class
of algorithms proposed by Gentleman and Sande [13], the sequence of discrete
Fourier transform coefficients is decomposed into smaller subsequences, hence its
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© Springer-Verlag Berlin Heidelberg 2004
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name, decimation-in-frequency (DIF). In a theoretical analysis of the fast Fourier
transform, we generally assume that signal values and system coefficients are rep-
resented with real numbers expressed to infinite precision. When implemented
as a special-purpose digital hardware or as a computer algorithm, we must rep-
resent signals and coefficients in some digital number system that must always
be of finite precision. There is an inherent accuracy problem in calculating the
Fourier coefficients, since the signals are represented by a finite number of bits
and the arithmetic operations must be carried out with an accuracy limited by
this finite word length. Among the most common types of arithmetic used in the
implementation of FFT systems are floating- and fixed-point. Here, all operands
are represented by a special format or assigned a fixed word length and a fixed
exponent, while the control structure and the operations of the ideal program
remain unchanged. The transformation from real to floating- and fixed-point
is quite tedious and error-prone. On the implementation side, the fixed-point
model of the algorithm has to be transformed into the best suited target de-
scription, either using a hardware description or a programming language. This
design process can be aided by a number of specialized CAD tools such as SPW
(Cadence) [27], CoCentric (Synopsys) [8], Matlab-Simulink (Mathworks) [22],
and FRIDGE (Aachen UT) [20].

Fig. 1. FFT specification and verification methodology

In this paper, we describe a methodology for the formal specification and
verification of FFT algorithms based on shallow embedding technique [5] using
the HOL theorem proving environment [14]. The overall methodology is depicted
in the commutating diagram shown in Figure 1. We first focus on the transition
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from real to floating- and fixed-point levels. Here, we model the ideal real spec-
ification of the FFT algorithms and the corresponding floating- and fixed-point
implementations as predicates in higher-order logic. For this, we make use of ex-
isting theories in HOL on the construction of real [15] and complex [18] numbers,
the formalization of IEEE-754 standard based floating-point arithmetic [16,17],
and the formalization of fixed-point arithmetic [1, 2]. We use valuation functions
to find the real values of the floating- and fixed-point FFT outputs and define
the error as the difference between these values and the corresponding output of
the ideal real specification. Then we establish fundamental lemmas on the error
analysis of floating- and fixed-point roundings and arithmetic operations against
their abstract mathematical counterparts. Finally, based on these lemmas, we
derive, for each of the two canonical forms of realization, expressions for the ac-
cumulation of roundoff error in floating- and fixed-point FFT algorithms using
recursive definitions and initial conditions. While theoretical work on computing
the errors due to finite precision effects in the realization of FFT algorithms with
floating- and fixed-point arithmetics has been extensively studied since the late
sixties [19], this paper contains the first formalization and proof of this analysis
using a mechanical theorem prover, here HOL. The formal results are found to
be in good agreement with the theoretical ones.

After handling the transition from real to floating- and fixed-point levels, we
turn to the HDL representation. At this point, we use well known techniques to
model the FFT design at the RTL level within the HOL environment. The last
step is to verify this level using a classical hierarchical proof approach in HOL
[23]. In this way, we hierarchically prove that the FFT RTL implementation im-
plies the high level fixed-point algorithmic specification, which has already been
related to the floating-point description and the ideal real specification through
the error analysis. The verification can be extended, following similar manner,
down to gate level netlist either in HOL or using other commercial verification
tools as depicted in Figure 1, which is not covered in this paper.

The rest of this paper is organized as follows: Section 2 reviews some related
work. Section 3 describes the details of the error analysis in HOL of the FFT
algorithms at the real, floating-, and fixed-point levels. Section 4 describes the
verification of the FFT algorithms in the transition from fixed-point to register
transfer levels. Finally, Section 5 concludes the paper.

2 Related Work

Analysis of errors in FFT realizations due to finite precision effects has tradi-
tionally relied on paper-and-pencil proofs and simulation techniques. The round-
off error in using the FFT algorithms depends on the algorithm, the type of
arithmetic, the word length, and the radix. For FFT algorithms realized with
fixed-point arithmetic, the error problems have been studied extensively. For in-
stance, Welch [30] presented an analysis of the fixed-point accuracy of the radix-2
decimation-in-time FFT algorithm. Tran-Thong and Liu [28] presented a general
approach to the error analysis of the various versions of the FFT algorithm when
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fixed-point arithmetic is used. While the roundoff noise for fixed-point arithmetic
enters into the system additively, it is a multiplicative component in the case of
floating-point arithmetic. This problem is analyzed first by Gentleman and Sande
[13], who presented an upper bound on the mean-squared error for floating-point
decimation-in-frequency FFT algorithm. Weinstein [29] presented a statistical
model for roundoff errors of the floating-point FFT. Kaneko and Liu [19] pre-
sented a detailed analysis of roundoff error in the FFT decimation-in-frequency
algorithm using floating-point arithmetic. This analysis is later extended by the
same authors to the FFT decimation-in-time algorithm [21]. Oppenheim and
Weinstein [26] discussed in some detail the effects of finite register length on
implementations of digital filters, and FFT algorithms.

In order to validate the error analysis, most of the above work compare the
theoretical results with experimental simulation. In this paper, we show how
the above error analyses for the FFT algorithms can be mechanically performed
using the HOL theorem prover, providing a superior approach to validation by
simulation. Our focus will be on the process of translating the hand proofs into
equivalent proofs in HOL. The analysis we develop is mainly inspired by the work
done by Kaneko and Liu [19], who proposed a general approach to the error anal-
ysis problem of the decimation-in-frequency FFT algorithm using floating-point
arithmetic. Following a similar idea, we have extended this theoretical analysis
for the decimation-in-time and fixed-point FFT algorithms. In all cases, good
agreements between formal and theoretical results were obtained.

Prior work on error analysis and theorem proving was done by Harrison [17],
who verified floating-point algorithms against their abstract mathematical coun-
terparts using the HOL Light theorem prover. His error analysis is very similar
to the type of analysis performed for DSP algorithms. The major difference,
however, is the use of statistical methods and mean square error analysis for
DSP algorithms which is not covered in the error analysis of the mathematical
functions used by Harrison. To perform such an analysis in HOL, we need to
develop a mechanized theory on the properties of random processes. This type
of analysis is not addressed in this paper and is a part of our work in progress.

Related work on the formalization and mechanical verification of the FFT
algorithm was done by Gamboa [12] using the ACL2 theorem prover. The author
formalized the FFT as a recursive data-parallel algorithm, using the powerlist
data structure. He also presented an ACL2 proof of the correctness of the FFT
algorithm, by translating the hand proof taken from Misra’s seminal paper on
powerlists [24] into a mechanical proof in ACL2. In the same line, Capretta [7]
presented the formalization of the FFT using the type theory proof tool Coq.
To facilitate the definition of the transform by structural recursion, Capretta
used the structure of polynomial trees which is similar to the data structure of
powerlists introduced by Misra. Finally, he proved its correctness and the cor-
rectness of the inverse Fourier transform (IFT).

Bjesse [4] described the verification of FFT hardware at the netlist level with
an automatic combination of symbolic simulation and theorem proving using the
Lava hardware development platform. He proved that the sequential pipelined
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implementation of the radix-4 decimation-in-time FFT is equivalent to the corre-
sponding combinational circuit. He also proved that the abstract implementation
of the radix-2 and the radix-4 FFT are equivalent for sizes that are an exponent
of four. While [12] and [7] prove the correctness of the high level FFT algo-
rithm against the DFT, the verification of [4] is performed at the netlist level.
In contrast, our work tries to close this gap by formally specifying and verifying
the FFT algorithm realizations at different levels of abstraction based on differ-
ent data types. Besides, the definition used for the FFT in [12,7] is based on
the radix-2 decimation-in-time algorithm. We cover both decimation-in-time and
decimation-in-frequency algorithms, and radices other than 2. The methodology
we propose in this paper is, to the best of our knowledge, the first project of its
kind that covers the formal specification and verification of integrated FFT algo-
rithms at different abstraction levels starting from real specification to floating-
and fixed-point algorithmic descriptions, down to RT and netlist gate levels.

3 Error Analysis of FFT Algorithms in HOL

In this section, the principal results for roundoff accumulation in FFT algorithms
using HOL theorem proving are derived and summarized. For the most part, the
following discussion is phrased in terms of the decimation-in-frequency form of
radix-2 algorithm. The results, however, are applicable with only minor modifi-
cation to the decimation-in-time form. Furthermore, most of the ideas employed
in the error analysis of the radix-2 algorithms can be utilized in the analysis
of other algorithms. In the following, we will first describe in detail the theory
behind the analysis and then explain how this analysis is performed in HOL.

The discrete Fourier transform of a sequence is defined as [25]

where and The multiplicative factors are
called twiddle factors. For simplicity, our discussion is restricted to the radix-2
FFT algorithm, in which the number of points N to be Fourier transformed
satisfy the relationship where is an integer value. The results
can be extended to radices other than 2. By using the FFT method, the Fourier
coefficients can be calculated in iterative steps. At each
step, an array of N complex numbers is generated by using only the numbers
in the previous array. To explain the FFT algorithm, let each integer

be expanded into a binary form as

and let denote the number corresponding to the reverse bit sequences of
i.e.,
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Let denote the N complex numbers calculated at the kth step.
The decimation-in-frequency FFT algorithm can then be expressed as [19]

where is a power of given by where

Equation (4) is carried out for with It
can be shown [13] that at the last step are the discrete Fourier
coefficients in rearranged order. Specifically, with and ex-
panded and defined as in equations (2) and (3), respectively.

There are three common sources of errors associated with the FFT algo-
rithms, namely [19]:

1.

2.

3.

input quantization: caused by the quantization of the input signal
into a set of discrete levels.
coefficient accuracy: caused by the representation of the coefficients

by a finite word length.
round-off accumulation: caused by the accumulation of roundoff errors
at arithmetic operations.

Therefore, the actual array computed by using equation (4) is in general
different from We denote the actual floating- and fixed-point com-
puted arrays by and respectively. Then, we define the
corresponding errors of the pth element at step as

where and are defined as the error between the actual floating- and
fixed-point implementations and the ideal real specification, respectively.
is the error in transition from floating- to fixed-point levels.

In analyzing the effect of floating-point roundoff, the effect of rounding will be
represented multiplicatively. Letting denote any of the arithmetic operations
+, -, × , /, it is known [11, 31] that, if represents the precision of the floating-
point format, then

The notation fl (.) is used to denote that the operation is performed us-
ing floating-point arithmetic. The theorem relates the floating-point arithmetic
operations such as addition, subtraction, multiplication, and division to their
abstract mathematical counterparts according to the corresponding errors.
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While the rounding error for floating-point arithmetic enters into the system
multiplicatively, it is an additive component for fixed-point arithmetic. In this
case the fundamental error analysis theorem for fixed-point arithmetic opera-
tions against their abstract mathematical counterparts can be stated as

and fracbits is the number of bits that are to the right of the binary point in
the given fixed-point format X. The notation fxp (.) is used to denote that the
operation is performed using fixed-point arithmetic. We have proved equations
(9) and (10) as theorems in higher-order logic within HOL. The theorems are
proved under the assumption that there is no overflow or underflow in the oper-
ation result. This means that the input values are scaled so that the real value of
the result is located in the ranges defined by the maximum and minimum repre-
sentable values of the given floating-point and fixed-point formats. The details
can be found in [3].

In equation (4) the are complex numbers, so their real and imaginary
parts are calculated separately. Let

where the notations Re [.] and Im [.] denote, respectively, the real and imaginary
parts of the quantity inside the bracket [.]. Equation (4) can be rewritten as

where and Similarly, we can express the real
and imaginary parts of and and
and using the floating- and fixed-point operations, respectively. The
corresponding error flowgraph showing the effect of roundoff error using the
fundamental floating- and fixed-point error analysis theorems according to the
equations (9) and (10), respectively, is given in Figure 2, which also indicates
the order of the calculation.

Formally, a flowgraph consists of nodes and directed branches. Each branch
has an input signal and an output signal with a direction indicated by an ar-
rowhead on it. Each node represents a variable which is the weighted sum of
the variables at the originating nodes of the branches that terminate on that
node. The weights, if other than unity, are shown for each branch. Source nodes
have no entering branches. They are used to represent the injection of the ex-
ternal inputs or signal sources into the flowgraph. Sink nodes have only entering
branches. They are used to extract the outputs from the flowgraph [25, 3].

The quantities and
in Figure 2 are errors caused by floating-point roundoff at each arithmetic
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step. The corresponding error quantities for fixed-point roundoff are
and Thereafter, the actual

real and imaginary parts of the floating- and fixed-point outputs and
respectively are seen to be given explicitly by

Fig. 2. Error flowgraph for decimation-in-frequency FFT

and

The errors and defined in equations (6), (7), and (8) are
complex and can be rewritten as
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with

From equations (12), (13), (14), (15), (16), and (17), we derive the following
error analysis cases:

1. FFT Real to Floating-Point:

where is given by

2. FFT Real to Fixed-Point:

where is given by

3. FFT Floating- to Fixed-Point:

where and are given by equations (20) and (22).

The accumulation of roundoff error is determined by the recursive equations
(19), (20), (21), (22), and (23), with initial conditions given by equation (18). In
HOL, we first constructed complex numbers on reals similar to [18]. We defined
in HOL a new type for complex numbers, to be in bijection with The
bijections are written in HOL as complex : and coords :
We used convenient abbreviations for the real (Re) and imaginary (Im) parts
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of a complex number, and also defined arithmetic operations such as addition,
subtraction, and multiplication on complex numbers. We overloaded the usual
symbols (+,–, ×) for and Similarly, we constructed complex numbers on
floating- and fixed-point numbers. Then we defined the principal N-roots on
unity and its powers (OMEGA)
as a complex number using the sine and cosine functions available in the tran-
scendental theory of the HOL reals library [15]. We specified expressions in HOL
for expansion of a natural number into a binary form in normal and rearranged
order according to the equations (2) and (3). The above enables us to specify the
FFT algorithms in real (REAL_FFT), floating- (FLOAT_FFT), and fixed-point
(FXP_FFT) abstraction levels using recursive definitions in HOL as described
in equation (4). Then we defined the real and imaginary parts of the FFT algo-
rithm (FFT_REAL, FFT_IMAGE) and powers of the principal N-roots on unity
(OMEGA_REAL,OMEGA_IMAGE) according to the equation (11). Later, we
proved in separate lemmas that the real and imaginary parts of the FFT algo-
rithm in real, floating-, and fixed-point levels can be expanded as in equation
(12). Then we proved lemmas to introduce an error in each of the arithmetic
steps in real and imaginary parts of the floating- and fixed-point FFT algorithms
according to the equations (13), and (14). We proved these lemmas using the
fundamental error analysis lemmas for basic arithmetic operations [3] accord-
ing to the equations (9) and (10). Then we defined in HOL the error of the
pth element of the floating- (REAL_TO_FLOAT_FFT_ERROR) and fixed-point
(REAL_TO_FXP_FFT_ERROR) FFT algorithms at step and the correspond-
ing error in transition from floating- to fixed-point (FLOAT_TO_FXP_FFT_ERR
OR), according to the equations (6), (7), and (8). Thereafter, we proved lemmas
to rewrite the errors as complex numbers using the real and imaginary parts
according to the equations (15), (16), and (17). Finally, we proved lemmas to
determine the accumulation of roundoff error in floating- and fixed-point FFT al-
gorithms by recursive equations and initial conditions according to the equations
(18), (19), (20), (21), (22), and (23).

4 FFT Design Implementation Verification

In this section, we describe the verification of the transition from fixed-point
specification to RTL implementation for FFT algorithms. We have chosen the
case study of a radix-4 pipelined 16-point complex FFT core available as a VHDL
RTL model in the Xilinx Coregen library [32]. Figure 3 shows the overall block
diagram of the design. The basic elements are memories, delays, multiplexers,
and dragonflies. In general, the 16-point pipelined FFT requires the calculation of
two radix-4 dragonfly ranks. Each radix-4 dragonfly is a successive combination
of a radix-4 butterfly with four twiddle factor multipliers. The FFT core accepts
naturally ordered data on the input buses in a continuous stream, performs
a complex FFT, and streams out the DFT samples on the output buses in a
natural order. These buses are respectively the real and imaginary components
of the input and output sequences. An internal input data memory controller
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orders the data into blocks to be presented to the FFT processor. The twiddle
factors are stored in coefficient memories. The real and imaginary components
of complex input and output samples and the phase factors are represented as
16-bit 2’s complement numbers. The unscrambling operation is performed using
the output bit-reversing buffer.

Fig. 3. Radix-4 16-point pipelined FFT implementation

To define the radix-4 FFT algorithm [6, 25], we represent the indices and
in equation (1) in a base 4 (quaternary number system) as

It is easy to verify that as and take on all possible values in the range
indicated, goes through all possible values from 0 to 15 with no values repeated.
This is also true for the frequency index Using these index mappings, we can
express the radix-4 16-point FFT algorithm recursively as

The final result can be written as

Thus, as in the radix-2 algorithm, the results are in reversed order. Based
on equations (26), (27), and (28) we can develop a signal flowgraph for the
radix-4 16-point FFT algorithm as shown in Figure 4, which is an expanded
version of the pipelined implementation of Figure 3. The graph is composed of
two successive radix-4 dragonfly stages. To alleviate confusion in this graph we
have shown only one of the radix-4 butterflies in the first stage. Also, we have
not shown the multipliers for the radix-4 butterflies in the second stage since
they are similar to the representative butterfly of the first stage. Figure 4 also
illustrates the unscrambling procedure for the radix-4 algorithm.
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Fig. 4. Signal flowgraph of radix-4 16-point FFT

In HOL, we first modeled the RTL description of a radix-4 butterfly as a
predicate in higher-order logic. The block takes a vector of four complex in-
put data and performs the operations as depicted in the flowgraph of Figure
4, to generate a vector of four complex output signals. The real and imagi-
nary parts of the input and output signals are represented as 16-bit Boolean
words. We defined separate functions in HOL for arithmetic operations such as
addition, subtraction, and multiplication on complex two’s complement 16-bit
Boolean words. Then, we built the complete butterfly structure using a proper
combination of these primitive operations. Thereafter, we described a radix-4
dragonfly block (DRAGONFLY_RTL) as a conjunction of a radix-4 butterfly
and four 16-bit twiddle factor complex multipliers as shown in Figure 4. Finally,
we modeled the complete RTL description of the radix-4 16-point FFT struc-
ture (DIF_FFT_RTL) in HOL. The FFT block is defined as a conjunction of
8 instantiations of radix-4 dragonfly blocks according to Figure 4, by applying
the proper time instances of the input and output signals to each block. Fol-
lowing similar steps, we described a fixed-point radix-4 16-point FFT structure
(DIF_FFT_FXP) in HOL using complex fixed-point data types and arithmetic
operations.
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For the formal verification, we first proved that the FFT RTL description
implies the corresponding fixed-point model.

The proof of the FFT block is then broken down into the corresponding proof
of the dragonfly block, which itself is broken down to the proof of butterfly and
primitive arithmetic operations.

We used the data abstraction functions FXP and FXP_VECT_COMPLEX
to convert a complex vector of 16-bit two’s complement Boolean words into
the corresponding fixed-point vector. We have also described the radix-4 16-
point fixed-point FFT algorithm (FXP_FFT_ALGORITHM) using the defining
equations (26), (27), and (28). Then we proved that the expanded fixed-point
description based on the flowgraph of Figure 4 implies the corresponding closed
form fixed-point algorithmic description.

In this way we completed the verification of the RTL implementation to
fixed-point algorithmic specification of a radix-4 16-point FFT algorithm.

5 Conclusions

In this paper, we described a comprehensive methodology for the verification of
generic fast Fourier transform algorithms using the HOL theorem prover. The
approach covers the two canonical forms (decimation-in-time, and decimation-
in-frequency) of realization of the FFT algorithm using real, floating-, and fixed-
point arithmetic as well as their RT implementations, each entirely specified in
HOL. We proved lemmas to derive expressions for the accumulation of roundoff
error in floating- and fixed-point implementations compared to the ideal real
specification. As a future work, we plan to extend these lemmas to analyse the
worst-case, average, and variance errors. Then we proved that the FFT RTL
implementation implies the corresponding specification at fixed-point level us-
ing classical hierarchical verification in HOL, hence bridging the gap between
hardware implementation and high levels of mathematical specification. In this



50 Behzad Akbarpour and Sofiène Tahar

work we also have contributed to the upgrade and application of established real,
complex real, floating- and fixed-point theories in HOL to the analysis of errors
due to finite precision effects, and applied them on the realization of the FFT al-
gorithms. Error analyses since the late sixties used theoretical paper-and-pencil
proofs and simulation techniques. We believe this is the first time a complete
formal framework has been constructed in HOL for the verification of the fast
Fourier transform algorithms at different levels of abstraction. The methodology
presented in this paper opens new avenues in using formal methods for the veri-
fication of digital signal processing (DSP) systems as complement to traditional
theoretical (analytical) and simulation techniques. We are currently investigat-
ing the verification of complex wired and wireless communication systems, whose
building blocks, heavily make use of several instances of the FFT algorithms.
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Abstract. We present a functional approach, based on the ACL2 logic,
for the specification of system on a chip communication architectures.
Our decomposition of the communications allows the method to be mod-
ular for both system definition and validation. When performed in the
context of the ACL2 logic, all the definitions and theorems are not only
reusable, but also constitute an executable and proven valid specification
for the system. We illustrate the approach on a state of the art network
on chip: the Octagon. We prove that messages travel over this network
without being modified and eventually reach their expected destination.

1 Introduction

The design of a production quality system on a chip (SoC), involving several
processor-like modules, and several memories and peripherals is well supported
by a variety of simulation and formal verification tools at the register transfer
level (RTL) and below, where ninety percent of the design time is spent [1]. In
contrast, the initial phase when concepts are first written down, and which in-
volves critical decisions on the number of units, their communication, the main
pipelines, memory size and global system performances, is only supported by
simulation tools taking as input relatively ad hoc formalisms. It is far from obvi-
ous that the RTL implementation is ever checked compliant with the description
model produced at the concept phase. Yet, as systems increasingly reuse pre-
existing processor and memory cores, which have been verified intensively in
isolation, an essential aspect of an overall system functional correctness relies
on the correctness of their communications. In this context, the work reported
here focuses on the specification of the communications on a chip, specified at a
high-level of abstraction, and involving generic network components where the
number of interconnected modules is finite, but possibly not fixed. Our objective
is to develop a high-level specification and verification method for the concept

* Part of this work was done while visiting the Department of Computer Sciences
of the University of Texas at Austin. This visit was supported by an EURODOC
scholarship granted by the “Région Rhône-Alpes”, France.

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 52–66, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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phase, that will support validating that the intended communication module is
correct. Simulation, semi-formal and formal validation techniques are all con-
sidered complementary, and therefore targeted by our study. Formal efforts in
protocol verification ([8] [9] [10] [11]) are connected to our work, but in con-
trast to them, our approach focuses on the modeling and the validation of the
routing and the travel of messages over an interconnect. Our goal is to prove
that a token travels correctly, and arrives to its destination on a parameterized
communication structure.

In this paper, we present the formal specification, in the ACL2 logic [2], of
a state of the art network on chip developed by ST Microelectronics and named
Octagon. Our purpose is the translation of the informal descriptions presented in
the scientific literature ([3] and [4]), into a formal description in a computational
logic, where the formal model is both executable and can be validated by the
proof of theorems. Our modeling style is functional, i.e. components and their
interconnections are represented by sets of functions. Our approach is modular
for both the modeling and the validation process, which eases the elaboration of
models and proofs. Our contribution is a specification and functional verification
methodology for the very first design steps of parameterized communication
virtual modules. To our knowledge, the application of automatic theorem proving
to on-chip communication hardware is new. To this end, we have developed a
specific library of functions and theorems, most of which will be reusable for
circuits of similar functionality.

In the next section, we introduce the functional formalism used for the specifi-
cation of Octagon. We present the functional definition of the transfer of messages
and the general theorems that express its correctness. Section three introduces
the main features of the Octagon and of the interconnected nodes. In section four,
the overall memory structure and the functional specification of a node system
are presented. Within a node system, we prove that the local communications
are correct according to the formalism of section two. The functional definition
of the Octagon, and the main theorems that validate this model are given in
section five. We prove that messages eventually reach their expected destination
without being modified. In the final section, we discuss the experimental results,
and present our conclusions.
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Fig. 1. Point to point interconnection scheme

2 Functional Specification of Communication Systems

2.1 Principles of Communications

We consider communications between a master - typically a processor (DSP,
MCU...) - and a slave - typically a co-processor or a memory (ASIC, DMA...).
In this configuration, a master starts the communication by sending an order
to the slave, which replies with a result (see Table 1). For the purpose of this
paper, we assume masters to be processors and slaves to be memories. Conse-
quently, an operation is a read or write to a given location, or no_op to indicate
an idle state of the master. Rstat takes the value OK if the communication is
successful. For a memory, it can be inv_addr to indicate a wrong address or
inv_op to indicate an unknown operation. Communication operations are or-
thogonal to the computation operations [5]. They are separated in two classes of
components: the interfaces and the applications (Figure 1). To distinguish be-
tween interface-application and interface-interface communications, the former
dialogue is denoted by orders and results, the latter by requests and responses. In
this paper, the need for the distinction between orders and requests on the one
side, results and responses on the other side, is not obvious, due to the simplicity
of the interface protocol. In more elaborate cases, e.g. Ethernet, the encapsu-
lation of orders/results with protocol information produces messages of a quite
distinct structure.

For the purpose of this paper, a request has the same structure as an order.
Parameter data is meaningful for a write request, in the case of a read it takes
value ‘-’ to denote a “don’t care”. Likewise, a response is similar to a result.
status corresponds to Rstat, and takes the same possible values: OK, inv_addr,
inv_op ...

In the following, we use the element name for the function that returns an
element of a communication event. For instance, Operation, Location, Item are
the functions that return the first, second and third element of an order.

2.2 Functional Modeling of Communications

Our formalism is pictured on Fig. 2. An interface communicates with two com-
ponents, an application and another interface, and is thus modeled by two func-
tions. For the master interface: computes a request from an order;
computes a result from a response. For the slave interface: computes an
order from a request; computes a response from a result. Master and
slave interfaces are not directly connected. A communication medium, bus or
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Fig. 2. Formalization of Communications

network, determines how requests and responses are transferred between them.
The medium is modeled by a function CommArch which takes and returns a
response or a request, i.e. a message. Communications are modeled by the com-
position of these functions.

In practice, the slave interface functions take an additional input: a flag se-
lect. If select is true then the interface is active and each function computes an
order or a response. Otherwise, the functions return error values meaning that
they are not ready to operate. Consequently, the composition of these “con-
crete” functions is not exactly a mathematical composition. Let us consider the
functions and

Definition 1. Master Interface

Definition 2. Slave Interface

The transfer of an order from the master to the slave application is defined
as the composition of CommArch and

Definition 3. Transmission of an Order via a medium
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A transfer from the slave to the master application is defined as the compo-
sition of CommArch and

Definition 4. Transmission of a Result via a medium

Let function Slave model the slave application; a complete transfer between
the master and the slave is defined by the composition of Trans_res, Slave and
Trans_ord:

Definition 5. Transfer

The correctness of the transmission of an order is achieved if the order re-
ceived by the slave application is “equal” to the order sent by the master ap-
plication. Generally, the function Addr used in the function will modify
the location of the original order to satisfy a specific mapping of the slave ap-
plication addresses. Consequently, the order received by the slave application is
not strictly equal to the sent order, but equal modulo a given address mapping.
This is noted defined by: (1)
(2) (3) where

defines the address mapping. If we can establish that CommArch(msg) =
msg then the following holds obviously:

Theorem 1. Trans_Ord Correctness

The correctness of the transmission of a result is achieved if the result received
by the master application is equal (generally strictly) to the result sent by the
slave application. Similarly to Theorem 1, the following holds:

Theorem 2. Trans_Res Correctness

The correctness of a transfer is achieved if its result is equal (again modulo an
address mapping) to the application of the function Slave to the order produced
by the master application.

Theorem 3. Transfer Correctness

Proof. Follows from theorems 1 and 2.

The remainder of this paper concentrates on the modeling and proof of these
theorems on the Octagon architecture. We used the same interface functions and
our goal is to prove that Theorem 3 holds. To this aim, specific properties must
be satisfied by the Octagon communication architecture: (a) it must not modify
a message (this is proved by Theorem 6); (b) it must convey a message between
the correct source and destination (this is proved by Theorems 4 and 5).
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Fig. 3. Basic Octagon Unit Fig. 4. Node System connected to a switch and
the scheduler

3 Overview of the Octagon

3.1 Architecture and Routing

A basic Octagon unit consists in eight nodes and twelve bidirectional links (Fig-
ure 3). It has two main properties: two-hop communication between any pair of
nodes and simple, shortest-path routing algorithm ([3] and [4]).

An Octagon packet is data that must be carried from the source node to the
destination node as a result of a communication request by the source node. A
scheduler allocates the entire path between the source and destination nodes of
a communicating node pair. Non-overlapping communication paths can occur
concurrently, permitting spatial reuse.

The routing of a packet is accomplished as follows. Each node compares the
tag (Packet_addr) to its own address (Node_addr) to determine the next action.
The node computes the relative address of a packet as:

At each node, the route of packets is a function of Rel_addr as follows:

Rel_addr = 0, process at node
Rel_addr = 1 or 2, route clockwise
Rel_addr = 6 or 7, route counterclockwise
route across otherwise

Example 1. Consider a packet Pack at node 2 sent to node 5. First, 5–2 mod 8 =
3, Pack is routed across to 6. Then, 5 – 6 mod 8 = 7, Pack is routed counter-
clockwise to 5. Finally, 5 – 5 mod 8 = 0, Pack has reached its final destination.
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3.2 Node and System Structure

Each node of the network is a small system built around a bus architecture. It
contains an address decoder, a master and a slave interface and a memory unit.
This system is connected to Octagon via a switch (Figure 4). Master interfaces
and switches are connected to the scheduler.

Nodes and Octagon work as follows. If the memory unit and the master
interface involved in a communication belong to the same node, the request is
said to be local and the output flag of the decoder is set to true. It is said to be
non-local otherwise, and the output flag of the decoder is set to false. Suppose
a non-local transaction is pending at several master interfaces. The scheduler
determines the set of transactions that can be done concurrently, i. e. those that
do not share communication paths. A path is allocated for each one of them and
carries both the request and the response. When every concurrent transaction
is finished, the system is ready for a new set of transactions.

In the next two sections, we present the functional specification and valida-
tion of the network, in algorithmic notation for readability. The actual model
is written in LISP and can be found in [6] which also contains the ACL2 the-
orems. All proofs have been performed mechanically with the ACL2 theorem
prover, and the reader interested in the detailed proof steps can run the certified
“book” available on the web [7].

4 Functioned Specification of the Node System

4.1 Memory Structure

The overall system memory is equally distributed over the nodes. Let ms be the
size of a memory in a node, and Num_Node be the number of nodes (8 for the
Octagon, but the argument is more general). The size of the global memory is
global_ms = Num_Node × ms.

During transfers, the master uses the global address, which ranges from 0
to global_ms – 1 and the slave selected by the decoder reads or writes the data
to its local address local_addr. The local and global addresses are related by:
local_addr = global_addr mod ms.

Conversely, the destination node possessing a given global address global_addr
is the node such that

From the above, a definition of relation that preserves the validity of
Theorem 1 is given by:

4.2 Functional Memory Model

The memory unit of a node is modeled by a list memo of items and a function
Memory that operates on memo. The address of an item is its position in the
list.
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Definition 6. Memory

where denotes the element of L,
returns a list where the element at position is

The global memory Glob_Mem is represented by the ordered concatenation
of all local memory lists Memo, starting from 0.

Two functions are defined on Glob_Mem: get_local_mem extracts the memory
unit number node_nb from the global memory, and update_local_mem returns a
global memory containing an updated local memory.

Definition 7. Get Local Memory

Example 2. Consider Glob_Mem = (a b c d e f), ms=2 and Num_Node=3. The
memory of node 1 is

Definition 8. Update Local Mem

Example 3. The memory of node 1, as of example 2, is updated as follows:

4.3 Specification of the Node System

We define a function Node which represents a generic node system. Its execution
models either one local communication or a step in a distant communication.
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Priority is given to the communication started by the local master. It takes three
architectural parameters: Glob_Mem, ms, and the own node number node_nb.
The other arguments are the pending order of the local master ord, the request
req and the response resp coming from a distant node, and two Boolean flags
stating the validity of these last two arguments. Node returns a list composed
of the result of a local communication (the constant if none), the
emitted request if none), the response to the incoming request

if none), and the new value of the global memory.

Definition 9. Node System

Local communications are represented by function Bus_transfer which is
defined similarly to definitions 9 and 10 of section 2. Function CommArch
is replaced by function Bus, which is here modeled by the identity function:

Consequently, the correctness of local operations follows from The-
orems 1, 2, and 3.

At the beginning of a distant communication initiated by the master of node
nb_1, the local order is read or write and function Node with parameter node_nb
= nb_1 calls This produces a request which is sent over the network. At
the destination node nb_2, the validRequest is set to “true” by the scheduler.
This is modeled to a second call to function Node with node_nb = nb_2 that calls
function Netw_transfer below to compute the response. The response is sent back
to the source node nb_1, with a third call to Node with parameters node_nb =
nb_1 and validResponse = “true”, that invokes function to compute the
final result of the distant communication.

Definition 10. Network Transfer
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Distant communications are completed by function Octagon, presented in the
next section.

5 Functional Specification of Octagon

5.1 Routing Function

We define a function Route which represents the routing algorithm of section 3.1
for an arbitrary number Num_Node of nodes. Num_Node is a natural number,
that is a multiple of 4. It computes the path - a list of node numbers - between
nodes from and to.

Definition 11. Routing Function

where

The following properties establish the correctness of function Route: a) it
terminates; b) it computes a path consistent with the network topology; and c)
the number of hops is less than or equal to

In ACL2, a new recursive function must be proven to terminate before it can
be added to the logic. This is done by exhibiting a measure (an ordinal) that de-
creases according to a well-formed relation based on the ordinals up to (chapter
6 of [2]). The measure used for Route is Min[(dest – from) (from –
dest)

The second property is divided in three parts. First, we prove that each move
is part of the available ones: clockwise, counterclockwise or across. Second, Route
produces a non-empty path that contains no duplicate. Finally, we prove that a
path starts with node from and ends with node to.
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The following theorem states the properties b) and c) on Route. Predicates
noDuplicatesp and AvailableMovesp are obvious, and not spelled out for brevity.

Theorem 4. Correctness of Route

5.2 Scheduler

In the rest of the paper, we consider that an order is pending at each master
(a no_op operation standing for the absence of order). Master 0 is given the
highest priority, and master Num_Node – 1 the lowest. The pending orders are
represented by a list op_lst which has the following form:

where is a node number, op an operation, and loc a global address.
The role of the scheduler is to identify all the pending orders that can be

concurrently executed, taking into account their priority. The local communica-
tions are always executed, removed from op_lst, and their results are stored. The
other requests involve distant communications, and their route is computed. A
priority ordered travel list is built, where each travel is a request followed by its
route. It has the following form:

where is the source node and is the final node computed by: div
ms. By a simple induction, we prove that Theorem 4 holds for every route in tl.

We define a function Scheduler which extracts a set of non-overlapping routes
from tl, i.e. such that a node may appear in at most one route. It takes three
arguments: 1) the travel list tl; 2) a list non_ovlp, initially empty, that contains
the non-overlapping communications at the end of the computation; 3) the list
prev, initially empty, of the nodes used by the communications in non_ovlp.
Each computation step processes one request route, and adds it to non_ovlp if
the intersection of its node set with prev is empty; then prev is updated. For
brevity, overlapping communications are dropped in function Scheduler below.
In the full model, they are stored in another travel list, for later processing.

Definition 12. Scheduler
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Fig. 5. Generic Switch Fig. 6. A step in a travel

Let Grab_nodes(tl) be a function that creates the list of the nodes used by
every route in a travel list tl. The correctness of Scheduler is expressed by the
following theorem:

Theorem 5. Correctness of Scheduler

5.3 Traveling Functions

We define a function Switch which represents a generic switch component (Figure
5). It takes as arguments: the four inputs two commands (origin and
target) and the parameters. It produces a new value for every output. The switch
reads a message on the input selected by the value of origin, and writes the
message on the output selected by the value of target. The other outputs are set
to a default “no message” value.

In our model, a message travels on its route as a result of iterative calls
to function Switch, until every node of has been visited. Let be the current
node at a given travel step in route Switch is called with as node_nb. origin
and target take the previous and next node numbers w.r.t. in The other
parameters are numbered as pictured on Figure 6. If is the first node of
origin is equal to If is the last node of target is equal to The values
assigned to the outputs of Switch, as a result of executing one travel step, are
used in the next call to Switch where is replaced by its successor in These calls
to Switch represent the structure of the interconnected nodes effectively involved
in the travel along route The set of concurrent travels over the structure are
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represented by function Trip, which takes as arguments a travel list tl and the
parameter Num_Node and executes the travel of every request in the travel list.
To validate this function, we check that the theorem below is true if and only if
every route in tl contains no duplicate and satisfies the predicate AvailableMovep.
For space reasons, the definitions of functions Switch and Trip are not given.

Theorem 6. Correctness of the Interconnection Structure

5.4 Correctness of Distant Communications

Function Octagon represents the overall system. It takes as arguments the list
op_lst containing the orders pending at every node, the two parameters
Num_Node and ms and the global memory Glob_Mem. It first recursively calls
function Node for every order of op_lst. Every such call either produces a result,
which is stored in a list LocRes, or produces a request, which is put, together
with its route, in a travel list tl. Second, it calls Scheduler to extract the non-
overlapping communications from tl. Then, a first call to Trip moves every re-
quest to its destination node. Function Node is recursively called for each one
of the requets to compute the response of every one of them. The responses are
carried back to their respective source node by a second call to Trip. Finally,
a third recursive call to Node is made to compute the result of every response.
Function Octagon returns the list LocRes of the local orders, the list NetwDone
of the results of the distant orders and the final memory.

Definition 13. Octagon

To validate this function, we need to prove that Theorem 3 still holds. Let
us consider distant communications. The theorem below states the correctness
of distant communication in a very general case. Let Scheduled be a set of
scheduled orders:

Theorem 7. Correctness of Octagon for Distant Communications
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Proof. First, Theorem 4 and 5 relieve the conditions of the validity of Theorem
6 which allows us to remove the calls to Trip. Then, for every order of op_lst
three calls to Node are made which reconstitute the definition of a transfer, i.e.
calls to Slave, and

In practice, we decompose this final proof in a litany of theorems which
consider separately the correctness of the returned status, data and memory.
We also split read orders from write orders. For instance, we prove that if op_lst
contains only distant read orders then the memory is not changed.

Theorem 8. Correctness of the Memory for Read Orders

Similarly, we prove that every write order is equal to a direct update of the
memory.

Theorem 9. Correctness of the Memory for Write Orders

6 Conclusion and Future Work

In this paper, we have presented an original approach to model and analyse mas-
ter/slave based communication architectures in the ACL2 logic. We have illus-
trated this approach on the Octagon, for which we built a functional model that
can be executed on test cases. Using the ACL2 theorem prover, the functional
correctness of the network routing and scheduling algorithm were established.
We proved that tokens travel correctly over this structure: messages eventually
reach their expected destination without being modified. In reality, our results
hold on a generalization of the Octagon: we model an unbounded interconnection
structure as of Fig. 3, where the number of switches is a multiple of 4.

The model and its proof were developed in three months but the proof can
be replayed in less than ten minutes on a Pentium IV at 1.6 GHz with 256 Mb of
main memory, under Linux. The overall model [7] contains around one hundred
definitions and the proof requires more than two hundred lemmas and theorems.

Most of the human effort was spent on building the foundations for the mod-
eling methodology, ensuring that the functional definitions for the interconnected
hardware modules are compositional, and identifying the key theorems. The re-
sult is a specification infrastructure for scalable network modules. Thanks to the
modularity of our methodology, most of the functions may be redefined; pro-
vided the essential theorems still hold for them, the overall proof is not changed.
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For instance, the scheduling function may implement a different priority policy:
if Theorem 5 still holds on the new scheduling, Theorems 6 and 7 remain valid.
Likewise, the routing algorithm of another network structure may be redefined:
if it can be proved to satisfy Theorem 4, the final theorems remain valid.

In the near future, we are planning to apply the above ideas to other network
on chip designs, in the context of the European “EuroSoC” network.
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Abstract. We relate two well-studied methodologies in deductive veri-
fication of operationally modeled sequential programs, namely the use of
inductive invariants and clock functions. We show that the two method-
ologies are equivalent and one can mechanically transform a proof of a
program in one methodology to a proof in the other. Both partial and
total correctness are considered. This mechanical transformation is com-
positional; different parts of a program can be verified using different
methodologies to achieve a complete proof of the entire program. The
equivalence theorems have been mechanically checked by the ACL2 the-
orem prover and we implement automatic tools to carry out the trans-
formation between the two methodologies in ACL2.

1 Background

This paper is concerned with relating strategies for deductive verification of se-
quential programs modeled operationally in some mathematical logic. For oper-
ational models, verifying a program is tantamount to characterizing the “initial”
and “final” states of the machine executing the program and showing that every
“execution” of the program starting from an initial state leaves the machine in
a final state satisfying some desired “postcondition”.

Deductive verification of sequential programs has traditionally used one of
two reasoning strategies, namely the inductive invariant approach [1], and the
clock functions or direct approach [2] respectively. While both the strategies
guarantee correctness, to our knowledge no formal analysis has been performed
on whether the theorems proved using one strategy are in any sense stronger
than the other. However, it has been informally believed that the two strategies
are fundamentally different and incompatible.

This paper analyzes the relation between these two strategies. We show that
the informal beliefs are flawed in the following sense: In a sufficiently expres-
sive logic, a correctness proof of a program in one strategy can be mechanically
transformed into a proof in the other strategy. The result is not mathemati-
cally deep; careful formalization of the question essentially leads to the answer.
But the question has been asked informally so often that we believe a formal
answer is appropriate. Further, this equivalence enables independent verifica-
tion of components of a program to obtain a proof of the composite whole. The
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equivalence has been mechanically checked by the ACL2 theorem prover and
such transformation tools implemented in ACL2.

To provide the relevant background, we first summarize the operational ap-
proach to modeling and reasoning about sequential programs, and describe the
two strategies. We then discuss the contributions of this paper in greater detail.
For ease of understanding, we adhere to traditional mathematical notations in
this section. We later show how the concepts are made precise in the ACL2 logic.

1.1 Operational Program Models

Operational semantics involves characterization of program instructions by their
effects on the states of the underlying machine. For simplicity, assume that a
program is a sequence of instructions, and a state of the machine is a tuple
describing the values registers, memory, stack, and so on. For every state let

and denote the values of two special components in state the
program counter and the current program respectively. These two components
specify the “next instruction” executed by the machine at state which is the
instruction in that is pointed to by

Meaning is assigned to an instruction by specifying, for every state and
every instruction the effect of executing on This is formalized by a function
effect : where S is the set of states, and I is the set of instructions. If
the instruction is a LOAD its effect might be to push the contents of some specific
variable on the stack and advance the program counter by some specific amount.

A special predicate halting characterizes the final states. A state of M
is halting if is poised to execute an instruction whose effect on is a no-op, that
is, Most programming languages provide explicit instructions like
HALT whose effect on every state  is a no-op. In such cases, the machine halts
when the instruction pointed to by the pc is the HALT instruction.

To reason about such operationally modeled programs, it is convenient to
define a “next state function” For every state in S, the function

is the state produced as follows. Consider the instruction in
that is pointed to by Then is defined to be Further, one
defines the following iterated step function:

Program correctness is formalized by two predicates on the set S, namely
a specified precondition pre characterizing the “initial” states, and a desired
postcondition post characterizing the “final” states. In case of a sorting program,
pre might specify that some machine variable contains a list of integers, and
post might specify that some (possibly the same) machine variable contains a
list of integers that is an ordered permutation of

Partial Correctness: Partial correctness involves showing that if, starting
from a state that satisfies pre, the machine ever reaches a halting state, then
post holds for such a halting state. Nothing is claimed if the machine does
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not reach a halting state. Partial correctness can be formally expressed as
the following formula:

Total Correctness: Total correctness involves showing, in addition to par-
tial correctness, that the machine, starting from a state satisfying pre, even-
tually halts:

1.2 Inductive Invariants

Inductive invariants constitute one strategy for proving the correctness theorems.
The idea is to define a predicate that (i) is implied by the precondition, (ii)
persists along every step, and (iii) implies the postcondition in a halting state.
Thus, predicate inv is defined on the set S of states with the following properties:

1.
2.
3.

and

Then we can prove that for every state satisfying inv and for every natural
number satisfies inv. This follows from property 2 by induction on

The proof of partial correctness then follows from properties 1 and 3.
Total correctness is proved by a “well-foundedness” argument. A well-founded

structure is a pair where W is a set and is a partial order on the
elements of W, such that there are no infinitely decreasing chains in W with
respect to One defines a mapping where is well-founded,
and proves the following property, in addition to 1, 2, and 3 above.

4.

The termination proof in the total correctness statement now follows from prop-
erties 2 and 4 as follows. Assume that the machine does not reach a halting state
starting from some state such that holds. By property 2, each state
in the sequence satisfies inv. Then, by property 4,
the sequence forms an infinite descend-
ing chain on W with respect to However, by well-foundedness, no infinitely
descending chain can exist on W, leading to a contradiction.

An advantage of inductive invariants is that all the conditions involve only
single steps of the program. The proofs are typically dispatched by case analysis
without resorting to induction, once the appropriate inv is defined. However,
the definition of inv is often cumbersome, since by condition 2, inv needs to be
preserved along every step of the execution.

1.3 Clock Functions

A direct approach to proving total correctness is the use of clock functions.
Roughly, the idea is to define a function that maps every state satisfying pre,
to a natural number that specifies the number of steps required to reach a halting
state from Formally, has the following two properties:
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1.
2.

Total correctness follows from these properties as follows. Termination proof is
obvious, since for every state satisfying pre, there exists an namely
such that is halting. Further, since by definition of halting, running
from a halting state does not change the state, the state uniquely
specifies the halting state reachable from By property 2 of clock, the state also
satisfies post, showing correctness.

For specifying partial correctness, one weakens the properties 1 and 2 above
so that satisfies halting and post only if a halting state is reachable
from This can be achieved by adding the predicate as
a conjunct in the antecedent of each property. The partial correctness theorem
follows using exactly the correctness argument for total correctness.

Proofs involving clock functions typically require induction on the length of
the execution. However, the definition of clock follows the control flow of the
program [2, 3]; a user familiar with the branches and loops of a program can
often define clock with relative ease, and the definition of clock provides a hint
on the induction to be used in proving the correctness theorems.

1.4 Contributions of This Paper

Both inductive invariants and clock functions guarantee the same correctness
theorems. However, the arguments used by the two strategies are different. The
question, then, arises whether the theorems proved using one strategy are in any
sense stronger than the other.

Why does one suspect that one strategy might be stronger than the other?
Consider the total correctness proofs using the two strategies. In the clock func-
tions approach, the function gives for every state satisfying pre, the
exact number of steps required to reach a halting state from One normally
defines clock so that            is the minimum number of steps required to reach
a halting state from But that number is a precise characterization of the time
complexity of the program! The inductive invariant proof, on the other hand,
does not appear to require reasoning about time complexity, although it requires
showing that the program eventually terminates.

Use of inductive invariants is a popular method for program verification.
However, in the presence of a formally defined operational semantics, clock func-
tions have been found useful. This method has been widely used in Boyer-Moore
community, especially in ACL2 and its predecessor, Nqthm, to verify specialized
architectures or machine codes [4–6]. Note that relatively few researchers out-
side this community have used clock functions; the reason is that relatively few
researchers have pursued code-level mechanized formal proofs with respect to
operational semantics. Operational semantics has been largely used by Nqthm
and ACL2 since it permits the use of a general-purpose theorem prover for
first-order recursive functions. Criticisms for clock functions have been typically
expressed informally in conference question-answer sessions for the same reason:
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given that no extant system supported code proofs for the specialized language
presented, there was no motivation for comparing clock functions to other styles,
but there was a nagging feeling that the approach required more work, namely
reasoning about complexity when “merely” a correctness result is desired. The
absence of written criticism of clock functions and the presence of this “nagging
feeling” have been confirmed by an extensive literature search and discussions
with authors of other theorem provers.

In this paper, our goal is to clarify relations between inductive invariants and
clock functions. We show by mechanical proof that in the context of program
verification, the two styles are equivalent in the sense that a proof in one style
in one can be mechanically transformed into a proof in the other.

Besides showing the logical connection between the two proof styles, the
equivalence theorems have an important practical implication: our results en-
able mechanical composition of proofs of different components of a program
verified using different styles. Notwithstanding the logical equivalence of the two
strategies as shown in this paper, one style might be simpler or more natural to
derive “from scratch” than the other in a specific context. As an example, con-
sider two procedures: (1) initialization of a Binary Search Tree (BST), and (2)
insertion of a sequence of elements in an already initialized BST. Assume that in
either case the desired postcondition specifies that a BST structure is produced.
A typical approach for verifying (1) is to define a clock that specifies the number
of steps required by the initialization procedure, and then prove the result by
symbolic simulation; definition of a sufficient inductive invariant is cumbersome
and requires a detailed understanding of the semantics of the different instruc-
tions. On the other hand, an inductive invariant proof might be more natural
for verifying (2), by showing that each insertion in the sequence preserves the
tree structure. However, traditional verification of a sequential composition of
the two procedures (initialization followed by insertion) has had to adhere to a
single style for both the procedures, often making proofs awkward and difficult.
The results of this paper now allow verification of each component in the style
most suitable for the component alone, by a trivial and well-known observation
that clock functions can be naturally composed over different components.

Our equivalence theorems have been mechanically checked by the ACL2 the-
orem prover. Note that ACL2 (or indeed, any theorem prover) is not critical
for proving the equivalence. ACL2 is used merely as a mechanized formal logic
in deriving our proofs. However, since ACL2 routinely uses both strategies to
verify operationally modeled programs, our theorems and the consequent proof
transformation tools we implement, are of practical value in simplifying ACL2
proofs of large-scale programs. Our work can be easily adapted to any other
mechanized logic like HOL [7] or PVS [8], that is expressive enough to specify
arbitrary first-order formulas, and analogous tools for proof transformation can
be implemented for theorem provers in such logics.

The remainder of this paper is organized as follows. In Section 2, we briefly
discuss rudiments of the ACL2 logic. In Section 3, we formalize the two proof
styles in ACL2 and discuss the mechanical proof of their equivalence. In Sec-
tion 4, we elaborate the framework to allow composition of proof strategies. In
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Section 5, we describe two macros for translation between proof strategies in
ACL2. Finally, in Section 6, we discuss related work and provide some conclud-
ing remarks. The ACL2 proof scripts for all the theorems described here are
available from the home page of the first author and will be distributed with
the next version of the theorem prover. Note that although we adhere to the
formal notation of ACL2 in the description of our theorems, this paper assumes
no significant previous exposure to the ACL2 logic, and only a basic familiarity
with Lisp.

2 The ACL2 Logic

In this section, we briefly describe the ACL2 logic. This provides a formal nota-
tional and reasoning framework to be used in the rest of the paper. Full details
of the ACL2 logic and its theorem proving engine can be found in [9, 10].

ACL2 is essentially a first-order logic of recursive functions. The inference
rules constitute propositional calculus with equality and instantiation, and well-
founded induction up to The language is an applicative subset of Common
Lisp; instead of writing as the application of function to argument one
writes (f a). Terms are used instead of formulas. For example, the term:

represents a basic fact about list processing in the ACL2 syntax. The syntax is
quantifier-free; formulas may be thought of as universally quantified over all free
variables. The term above specifies the statement: “For all and if is a
natural number, then the element of the list obtained by updating the
element of by is

ACL2 provides axioms to reason about Lisp functions. For example, the
following axiom specifies that the function car applied to the cons of two argu-
ments, returns the first argument of cons.

Axiom:

Theorems can be proved for axiomatically defined functions in the ACL2 system.
Theorems are proved by the defthm command. For example, the command:

directs the theorem prover to prove that for every x, the output of the function
car applied to the cons of x and the constant 2, returns x.

ACL2 provides three extension principles that allow the user to introduce
new function symbols and axioms about them. The extension principles consti-
tute (i) the definitional principle to introduce total functions, (ii) the encapsula-
tion principle to introduce constrained functions, and (iii) the defchoose principle
to introduce Skolem functions. We briefly sketch these principles here. See [11]
for a detailed description of these principles along with soundness arguments.

Definitional Principle: The definitional principle allows the user to define
new total functions in the logic. For example, the following form defines the
factorial function fact in ACL2.
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The effect is to extend the logic by the following definitional axiom:

Definitional Axiom:

Here (zp n) returns nil if n is a positive natural number, and otherwise T.
To ensure consistency, ACL2 must prove that the recursion terminates [12]. In
particular, one must exhibit a “measure” that maps the set of arguments in the
function to some set W, where forms a well-founded structure. The proof
obligation, then, is to show that on every recursive call, this measure “decreases”
according to relation ACL2 axiomatizes a specific well-founded structure,
namely the set of ordinals below membership in this set is recognized by an
axiomatically defined predicatee0-ordinalp, and a binary relatione0-ord-< is
axiomatized in the logic as an irreflexive partial order in the set.

Encapsulation Principle: The encapsulation principle allows the extension
of the ACL2 logic with partially defined constrained functions. For example, the
command below introduces a function symbol foo with the constraint that (foo
n) is a natural number.

Consistency is ensured by showing that some (total) function exists satisfying
the alleged constraints. In this case, the constant function that always returns
1 serves as such “witness”. The effect is to extend the logic by the following en-
capsulation axiom corresponding to the constraints. Notice that the axiom does
not specify the value of the function for every input.

Encapsulation Axiom:

For a constrained function the only axioms known are the constraints. There-
fore, any theorem proved about is also valid for a function that also satisfies
the constraints. More precisely, call the conjunction of the constraints on the
formula For any formula let be the formula obtained by replacing the
function symbol by the function symbol Then, a derived rule of infer-
ence, functional instantiation specifies that for any theorem one can derive
the theorem provided one can prove as a theorem. In the example, since
the constant 10 satisfies the constraint for foo, if (bar (foo n)) is provable for
some function bar, functional instantiation can be used to prove (bar 10).

Defchoose Principle: The defchoose principle allows introduction of Skolem
functions in ACL2. To understand this principle, assume that a function symbol
P of two arguments has been introduced in the ACL2 logic. Then the form:
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extends the logic by the following axiom:

Defchoose Axiom:

The axiom states that if there exists some y such that (P x y) holds, then
(exists-y-witness x) returns such a y. Nothing is claimed about the return
value of (exists-y-witness x) if there exists no such y. This provides the
power of first-order quantification in the logic. For example, we can define a
function exists-y such that (exists-y x) is true if and only if there exists
some y satisfying (P x y). Notice that the theorem exists-y-suff below is an
easy consequence of the defchoose and definitional principles.

ACL2 provides a construct defun-sk that makes use of the defchoose principle
to introduce explicit quantification. For example, the form:

is merely an abbreviation for the following forms:

Thus (exists-y x) can be thought of specifying as the first-order formula:
Further, defun-sk supports universal quantification forall

by exploiting the duality between existential and universal quantification.

3 Proof Strategies

Operational semantics have been used in ACL2 (and other theorem provers) for
modeling complex programs in practical systems. For example, formal models
of programs in the JavaTM Virtual Machine (JVM) have been formalized in
ACL2 [3, 13]. Operational models accurately reflecting the details of practical
computing systems are elaborate and complex; however such elaborations are
not of our concern in this paper. For this presentation, we assume that a state
transition function step of a single argument has been defined in the logic, pos-
sibly following the approach described in Section 1.1, which, given the “current
state” of the underlying machine, returns the “next state”. We also assume the
existence of unary predicates pre and post specifying the preconditions and
postconditions respectively, and the predicate halting below specifying termi-
nation.

We now formalize the inductive invariant and clock function proofs in this frame-
work. The theorems we describe here are straightforward translations of our de-
scriptions in Sections 1.2 and 1.3. In particular, an inductive invariant proof of
partial correctness constitutes the following theorems for some function inv.
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A total correctness proof also requires a “measure function” m and the following
theorems1:

Analogously, a clock function proof in the logic comprises a definition of the func-
tion clock and theorems that express an ACL2 formalization of our discussions
in Section 1.3. A total correctness proof constitutes the following theorems:

where the function run is simply the iterated application of step as defined
below:

Finally, a partial correctness theorem is the “weakening” of the above theorems,
requiring them to hold only if there exists a halting state reachable from s.

To prove equivalence between the two proof styles we use the encapsulation prin-
ciple; that is, we encapsulate function symbols step,inv,m,clock, constrained
to satisfy the corresponding theorems, and show that the constraints associ-
ated with inductive invariants can be derived from the constraints associated
with clock functions and vice-versa. In Section 5, we will use these generic proofs
to implement tools to translate proofs in one style to the other.

3.1 Equivalence Theorems

To obtain a clock function proof from inductive invariants we will define a clock
that “counts” the number ofsteps until ahalting state is reached. Recall from

1 We have used the set of ordinals below with the relation e0-ord-< instead of a
generic well-founded structure since this is the only well-founded set axiomat-
ically defined in ACL2. However, the structure of the ordinals is of no consequence
here, and our proofs can be translated in terms of any well-founded structures.
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our discussions in Section 1.2 that if inv is an inductive invariant that holds
for some state s then inv holds for all states reachable from s. In ACL2, such
a statement is formalized by the theorem inv-run below and can be proved by
induction on n.

Hence if clock can be defined to count the number of steps to halting, then the
obligations for a clock function proof will follow from the properties of inductive
invariants, in particular,pre-implies-inv and inv-implies-post. For total
correctness, the following recursive definition provides such a count.

The crucial observation is that the function clock above is admissible to the
ACL2 logic under the definitional principle. The recursion is justified by the
theorems provided by the termination proofs in the inductive invariants ap-
proach, namely, that there exists a “measure”, in this case m, that maps the
arguments of clock to some well-founded set (ordinals) and decreases (accord-
ing to e0-ord-<)  in the recursive call.

The situation is a bit more subtle for partial correctness, since there may be
no such measure. In this case, therefore, we use the defchoose principle to define
the appropriate clock as follows:

The function nfix above is the identity function if its argument is a natural
number; otherwise it returns 0. The function clock can be interpreted as follows.
If there is a state init satisfying pre and numbers i and j such that s is
reachable from init in i steps and a halting state in j steps, then clock
returns (- j i); otherwise it returns 0. But if s is indeed reachable from some
state satisfying pre, and a halting state is reachable from s, then (- j i)
represents the number of steps to reach a halting state from s. Thus in this
case the proof obligations for clock functions follow from the inductive invariants
constraints analogous to total correctness. The return value of 0 is arbitrary when
no halting state is reachable from s, and can be replaced by any value.

To obtain an inductive invariant proof from clock functions, we define the
predicate inv expressing the following property: A state s satisfies inv if and only
if s is reachable from some state init satisfying pre. Notice that the obligations
pre-implies-inv and inv-persists are trivial for such a predicate. Further,
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the clock functions proofs guarantee that a halting state reachable from some
pre state must also satisfy post: Recall that the theorem clock-run-is-post
guarantees that for every state s satisfying pre, the halting state (run s
(clock s)) reached (for partial correctness under the hypothesis that some
halting state is reachable) from s must satisfy post. Since by definition of
halting, stepping from a halting state does not change the state, it follows
that any halting state reachable from s must satisfy post. We formalize this
using defchoose principle as follows:

For total correctness, we define the measure m by determining the number of
steps to reach the first halting state:

The function m returns a natural number (and hence an ordinal). Further, for
any state s reachable from some pre state init, if s is not halting, then (m
(step s)) is exactly 1 less than (m s), since m merely counts the number of
steps to reach the firsthalting state. Hence m decreases along a step, justifying
termination.

4 Verifying Program Components

We now show how to generalize our framework to allow different components of
a program to be verified using different strategies. The thorny issue in verifying
components of a program separately arises from the use of the predicate halting
in the framework. Recall that the predicate halting specifies termination in
a very strong sense, specifying that (step s) must be equal to s! However,
when a program completes a specific procedure, it merely returns control to the
calling procedure. Our verification framework is modified as follows in order to
be meaningful for verification of program components.

In clock functions, for a state s poised to execute a program component of
interest, (clock s) must precisely characterize the number of steps from
s to the “corresponding” exit.
In inductive invariants, inv needs to “persist” only along the steps which
execute the instructions in the component of interest.

1.

2.

To formalize this, we introduce a new predicate external to indicate the “exit”
of the program control from the component of interest, and modify the proof
obligations for each style. For technical reasons, we first restrict the predicate
pre so that pre states also do not satisfy external:
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The restriction, though introduced for technical reasons, is natural, as the subse-
quent discussions will show. We now “strengthen” the clock functions strategy,
so that clock specifies the minimum number of steps to reach an external
state. This is achieved by adding the following constraints to clock.

These constraints, along with those described in Section 3 modified to use
external instead ofhalting, comprise the clock function proof of an individual
component. Notice that (clock s) now characterizes the number of steps to
reach the first external state from s. A casual reader might complain that this
is not general enough to characterize proofs of complicated program components
like recursive procedures. After all, ifexternal specifies the return from a proce-
dure, then for a state s poised to invoke a recursive procedure, the first external
state reached from s does not represent the “corresponding” return! However,
notice that external can be an arbitrary function of state; for example, a legit-
imate definition of external for a recursive procedure is that pc points to the
instruction after the return and the stack of recursive calls is empty.

To capture the notion of first external state in the inductive invariants
framework, we first attach the constraint that inv does not hold for external
states. The intuition, then, is that inv should hold for every state starting from a
pre state “until” an external state is encountered. We can then decide if (step
s) is the first external state, by checking if both (inv s) and (external (step
s)) hold. The proof obligations for inductive invariants are modified as follows:

We have surveyed several proofs of system models, including JVM proofs in
ACL2 [3]. For all non-trivial programs, the verification has been decomposed
into “component proofs”, and the proof of each component could always be
described in terms of the frameworks above.

In this generalized framework again, one can derive the proof obligations
in one approach from a proof in the other. Space does not permit a thorough
discussion of the generalized equivalence proofs, but the informal intuition is the
same as in Section 3. The complete ACL2 script for the proof of this equivalence
is available to the interested reader from the web-page of the first author.

An immediate nice consequence of the generalized equivalence results is the
capability of mechanically composing proofs of different components of a pro-
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gram obtained using different styles into a proof of the complete program. Con-
sider, for example, sequential composition, that is, a program composed of two
sequential code blocks A and B. An important, though trivial, observation about
clock functions is that when two blocks of code are sequentially executed, the
clock for the composite program is given by summing the clocks for each com-
ponent. Thus if clock-A and clock-B are used in deriving clock function proofs
of A and B respectively, then the composite clock is as given below:

More involved and complicated compositions involving branches, loops, and re-
cursion are possible and can be built out of sequential compositions.

5 Switching Proof Strategies

Since the equivalence theorems have been proved using the encapsulation princi-
ple, functional instantiation can be used to automatically transform proofs from
one style to another. Assume that for a specific program modeled by the “step
function” c-step, and functions c-pre, c-external and c-post, an inductive
invariant proof has been constructed for total correctness by introducing some
invariant predicate c-inv and measure c-m. The following directive then proves
the equivalent ofclock-run-is-post for the concrete system.

Thus c-run-post is proved by instantiating the “abstract” functions in theorem
clock-run-is-post with the “concrete” functions provided. Recall that to use
functional instantiation, ACL2 must prove that the concrete functions, namely
c-pre, c-step, etc., satisfy the constraints imposed by the abstract counterparts.
But such constraints are exactly the proof obligations for inductive invariants,
which have been already dispatched for the concrete functions.

We have developed two macros inv-to-clock and clock-to-inv to trans-
form proofs from one strategy to another, along with basic tools for automatic
composition of sequential blocks. While the actual implementation is more elab-
orate, the basic approach is to automatically generate “concrete” theorems like
the one above and prove them by functionally instantiating the abstract proofs.

6 Conclusion

Operational semantics for modeling programs was proposed by McCarthy [1].
The inductive invariants framework is often regarded as the “classical approach”
in formal verification of programs. Numerous operational system models have
since been mechanically verified using inductive invariants in theorem provers
like ACL2 [9,10], HOL [7], and PVS [8], and tools implemented to facilitate such
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proofs. On the other hand, in the presence of operational models, especially in
Boyer-Moore theorem provers, clock functions have found greater success, at
least for total correctness proofs. Similar proofs have been done using other
theorem provers too, though less frequently [14].

We do not advocate one proof style over another. Our goal is to allow the
possibility of going “back and forth” between the two styles; thus a program
component can be verified using the strategy that is natural to the component,
independent of other components. This is particularly important in theorem
proving, where a user needs to guide the theorem prover in the proof search.
Avoiding the necessity to adhere to a monolithic strategy solely for composition
makes the user-dependent aspect of theorem proving simpler and more palat-
able. Note however, that the definition of clock becomes complicated when
proofs of a number of components are composed. This complication is of no
consequence for correctness; however, to reason about efficiency it is imperative
to obtain a “simpler” clock. Our work does not address that issue. For refer-
ence, Golden [private communication] uses the simplification engine of ACL2 to
produce simpler clocks, which can provide effective solutions to such concerns.

Our techniques are applicable to operational models alone. Another approach
called denotational semantics [15–17] models programs in terms of transforma-
tion of predicates rather than states as we described. Our framework cannot be
directly applied to that approach. Indeed, the notion of invariants we use is tied
to an operational view, and cannot be formally reconciled with the denotational
approach without an extra-logical verification condition generator. However, [18]
gives a way of proving partial correctness using inductive invariants incurring
exactly the proof obligations for a denotational approach. Consequently, this
work shows that clock functions can be derived using the same proof obligations
as well. But operational models are requisites for both results.

Our work also emphasizes the power of quantification in ACL2. The expres-
siveness of quantification has gone largely unnoticed in ACL2, the focus being
on “constructive” definitions using recursive equations. The chief reasons for this
focus are executability, and amenability for induction. However, in practical ver-
ification, it is useful to be able to reason about a generic model of which different
concrete systems are “merely” instantiations. Quantifiers are useful for reasoning
about generic models. For example, for some state s, assume we want to consider
the property of “some state p from which s is reachable”. It is then convenient
to posit that “some such p exists”, and use the witness as the specific p to
reason about. We and others have found this convenient in diverse contexts, in
formalizing weakest precondition, and reasoning about pipelined machines [19].
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Abstract. Termination poses one of the main challenges for mechanically veri-
fying infinite state systems. In this paper, we develop a powerful and extensible
framework based on the ordinals for reasoning about termination in a general
purpose programming language. We have incorporated our work into the ACL2
theorem proving system, thereby greatly extending its ability to automatically
reason about termination. The resulting technology has been adopted into the
newly released ACL2 version 2.8. We discuss the creation of this technology and
present two case studies illustrating its effectiveness.

1 Introduction

Termination arguments play a critical role in the design and verification of computing
systems. We are interested in providing support for reasoning about the termination
of arbitrary programs written in actual programming languages. To that end, we de-
velop a powerful and extensible framework – based on our previous work on ordinal
arithmetic [15,16] – for reasoning about termination in the ACL2 theorem proving sys-
tem [11, 12].

Our choice of ACL2 for this project was based on two criteria. Since termination is
unsolvable, we wanted a system with theorem proving support and in which termination
plays a key role. ACL2 meets both of these criteria. It is a powerful theorem proving
system which has been applied to several large-scale industrial projects by companies
such as AMD, IBM, Motorola, Rockwell Collins, and Union Switch and Signal. Ter-
mination is a centerpiece of reasoning in ACL2, as all functions admitted using the
definitional principal must be proved to terminate before ACL2 will admit them. This is
accomplished by providing a measure function that maps the function parameters into
the ordinals and showing that recursive calls decrease according to the measure.

In previous work we developed and verified algorithms for ordinal arithmetic. In this
paper, we discuss how we integrated this work with ACL2 version 2.8 [12] to create a
powerful, extensible, general framework for reasoning about termination. It is extensi-
ble in that new techniques and theorems can be added to ACL2 to enhance its ability to
automatically reason about termination, e.g., we proved the well-foundedness of the lex-
icographic ordering over lists of natural numbers, which enables ACL2 to use measure
functions that instead of mapping into the ordinals, map into lists of natural numbers.

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 82–97, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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The generality of our approach is a byproduct of our focus on providing support for
proving arbitrary termination arguments, not on automatically proving termination for
a decidable fragment of the termination problem. As an example of this generality, our
work has been used to prove Dickson’s Lemma [21], which plays a crucial role in prov-
ing the termination of Buchberger’s algorithm for finding Gröbner bases of polynomial
ideals (see Section 6.2).

Our work can also be used to reason about reactive systems, nonterminating systems
that participate in ongoing interactions with their environments (e.g., networking pro-
tocols and operating systems). In this context, termination arguments are used to prove
liveness properties, which assert that a desired behavior of the system is not postponed
forever. For example, imagine a complicated bus protocol operating on a system with
a dynamic topology. Suppose this protocol partitions long messages into packets that
are sent according to a priority-based scheme. The property stating that the protocol
will never result in deadlock or livelock is a liveness property, which is proved with
termination arguments.

While the current literature on termination is vast, most of the related work is fo-
cused on various restricted instances of the termination problem. For example, much of
the current research on termination is aimed at providing termination proofs for Term
Rewriting Systems (TRSs) [2,1,8]. Most of the remaining research is focused on de-
veloping algorithms and heuristics for the automatic generation of appropriate well-
founded measure functions [14,19,7,6,5]. Since termination is an undecidable prob-
lem, this research focuses on solving decidable fragments and is generally presented in
terms of toy languages that lack the full functionality of programming languages used
in practice. The work we present here, on the other hand, focuses on automating the
process of verifying termination arguments and not on guessing measure functions.

In sections 2 and 3, we give an overview of ACL2 and the ordinals. In Section 4 we
briefly review our previous work on developing efficient algorithms for ordinal arith-
metic. In Section 5, we present the changes we made to ACL2 in integrating our ordinal
arithmetic work. Section 6 contains two case studies illustrating the use of our new tech-
nology. In Section 7, we discuss some lessons we learned in the course of this project.
Finally, we cover the related work in more detail and conclude in Sections 8 and 9.

2 ACL2 Overview

ACL2 stands for “A Computational Logic for Applicative Common Lisp.” It comprises
a programming language, a first-order mathematical logic based on recursive functions,
and a mechanical theorem prover for that logic.

The programming language can best be thought of as an applicative (“side-effect-
free” or “pure functional”) subset of Common Lisp. We assume basic knowledge of
Common Lisp syntax. Because it is a programming language, ACL2 is executable, and
execution can reach speeds comparable to programs written in C [22].

The logic of ACL2 is a first-order predicate calculus with equality, recursive func-
tion definitions, and mathematical induction. The primitive built-in functions are ax-
iomatized. For example, one axiom is (car (cons x y)) = x and another is

After axiomatizing the basic data types, a representa-
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tion of the ordinals up to is introduced along with an ordering relation, “less than,”
defined recursively on this definition. This forms the basis for the principle of mathe-
matical induction in ACL2. To prove a conjecture by induction one must identify some
ordinal-valued measure function. The induction principle then allows one to assume
inductive instances of the conjecture being proved, provided the instance has a smaller
measure according to the chosen measure function.

The ACL2 theorem prover is an example of the so-called Boyer-Moore school of
inductive theorem proving [3,4]. It is an integrated system of ad hoc proof techniques
that include simplification, generalization, induction and many other techniques. Sim-
plification is, however, the key technique and includes the use of evaluation, conditional
rewrite rules, definitions (including recursive definitions), propositional calculus, a lin-
ear arithmetic decision procedure for the rationals, user-defined equivalence and con-
gruence relations, user-defined and mechanically verified simplifiers, a user-extensible
type system, forward chaining, an interactive loop for entering proof commands, and
various means to control and monitor these features. See the ACL2 online user’s manual
for the full details [12].

ACL2 has been applied to a wide range of commercially interesting verification
problems. We recommend visiting the ACL2 home page [12] and inspecting the links
on Tours, Demo, Books and Papers, and for the most current work, The Workshops and
Related Meetings. See especially [10].

3 Ordinal Overview

Ordinals can most easily be thought of as a transfinite extension of the natural numbers
(0, 1,2,...). The first infinite ordinal is which is the least ordinal that is greater than
all the natural numbers. The next ordinal is then and so on until we reach

which is denoted We can continue this process to get
and so on. Eventually, we get to which is denoted Likewise,

we can keep on counting to and and so on. The ordinal is denoted and
is the ordinal on which termination reasoning in ACL2 is based.

Not surprisingly, set theorists define the ordinals in terms of sets. Each ordinal is
simply the set of all ordinals less than itself. Thus, the ordinal denoted as 0 is the empty
set, The ordinal corresponding to 1 is the set containing 0, The ordinal
denoted by 2 is The other natural numbers are defined similarly. The
ordinal is just the set of all natural numbers, {0,1,2,...}. Note that this implies that
the “element of operator”, the proper subset operator, and the “less than” operator,
<, are all equivalent on the ordinals.

For the purposes of termination, the most interesting property of ordinals is that
they are well-founded. That is, there is no infinite sequence of ordinals,
such that for all Thus, for any ordinal the pair is what is
known as a well-founded structure. In fact, it is a well-ordered structure, which means

is well-founded under < and for any ordinals either or

Proving termination means showing that a program has no infinite computations.
This is generally done by assigning a value to each program state and showing that this
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value decreases with each step of the program. If these values range over a well-founded
structure, then by definition, the values cannot decrease infinitely, which proves that
the program terminates. Any well-founded structure can be extended to a well-ordered
structure by making the relation total while preserving well-foundedness. The termina-
tion argument based on the original well-founded structure then directly transfers to this
well-ordered extension. A basic result of set theory is that any well-ordered structure is
order-isomorphic to a unique ordinal. In this sense, ordinals are the most general setting
for termination arguments. This is why Turing says that for proving termination, “it is
natural to give an ordinal number” [18].

3.1 Ordinal Arithmetic

Given a well-ordered structure, we denote the unique ordinal that is isomor-
phic to this structure as

Ordinal addition is defined as follows. Given two ordinals, and
where and is the lexicographic or-

dering on A. Thus addition corresponds to starting with the elements of and then
tacking on the elements of

Ordinal multiplication is defined as follows. Given two ordinals, and
where and is the standard lexicographic ordering. In other

words, we create copies of
Ordinal exponentiation is defined by transfinite recursion. Given an ordinal,

and For the case where we have
and for all ordinals

Although the finite ordinals correspond to the natural numbers and therefore en-
joy all the algebraic properties we expect, the infinite ordinals behave differently. For
example, addition and multiplication are not commutative:
and Also, multiplication only distributes from the left. That is,

but it is not the case that
This makes reasoning about ordinal arithmetic more interesting.

4 Algorithms for Ordinal Arithmetic

In previous work we developed algorithms for ordinal arithmetic based on a notation
for the ordinals up to We developed efficient algorithms on succinct notations that
are now used by ACL2 to reason about ordinal expressions in the ground (variable-free)
case. We present here a brief overview of this work.

4.1 Ordinal Notations

The basis for the ordinal notation used in ACL2, for versions prior to version 2.8, is the
following variant of Cantor’s Normal Form Theorem.

Theorem 1. For every ordinal there are unique
such that and



86 Panagiotis Manolios and Daron Vroon

With this notation, the ACL2 representation of the ordinal with normal form
is:

For example, is (1 . 2) in ACL2 and is ((1 . 0)
(1 . 0) 2 . 3) in ACL2.

The basis for our ordinal notation, which is used in the newly released ACL2 version
2.8, is based on the following variant of Cantor’s Normal Form Theorem. The idea is
to collect terms with the same exponent using the left distributive property of ordinal
multiplication over addition.

Theorem 2. (Cantor Normal Form) For every ordinal there are unique
and such that and

With this notation, the ACL2 representation of the ordinal with normal form
is:

The difference between the notations is conceptually trivial, but important because the
notation based on Theorem 2 is exponentially more succinct than the one based on
Theorem 1, where the size of an ordinal under a given representation is the number
of bits needed to denote the ordinal in that representation. To see this, consider
it requires bits with the representation in Theorem 1 and bits with the
representation in Theorem 2.

4.2 Algorithms for Arithmetic

Despite the fact that ordinals have been studied for over 100 years, and that ordinal
notations play a critical role in several fields of mathematics, we could not find a com-
plete set of algorithms for the standard arithmetic operators on ordinal notations. We
therefore defined efficient algorithms for ordinal ordering (<), addition, subtraction,
multiplication, and exponentiation for our ordinal notation. Analysis of the correctness
and complexity of these algorithms can be found in [15], and the complexity results are
summarized in Table 1. Complexity is given in terms of the length (denoted and size
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Fig. 1. Basic Ordinal Functions

(denoted # ) of the arguments. The length of an ordinal is the length of its list repre-
sentation, and the size is 1 for natural numbers and the sum of the sizes of the ordinal’s
exponents for infinite ordinals. The complexity of oˆ is given in terms of natpart,
which returns the natural number at the end of the list representation of an ordinal.

Here we present the ordinal addition algorithm as an example. The basic ordinal
functions on which our arithmetic algorithms are based are given in Figure 1. Note that
natp and posp are recognizers for natural numbers and positive integers, respectively.
The function finp and macro infp recognize whether or not an ordinal is finite. Note
that (make-ord a b c) constructs an ordinal in our representation where a is the
first exponent, b is the first coefficient, and c is the rest of the ordinal: ((a . b)
. c). The functions o-first-expt, o-first-coeff, and o-rst deconstruct
an ordinal, returning the first exponent, first coefficient, and rest of an ordinal, respec-
tively.

Given these definitions, binary addition of two ordinals in our notation is defined as
follows:

where (ocmp a b) is a function that returns lt, gt, or eq if a is less than, greater
than, or equal to b, respectively.

The correctness of this algorithm relies heavily on the properties of so-called addi-
tive principal ordinals, which are ordinals of the form where is an ordinal greater
than 0. There are two properties of these ordinals that concern us. The first is that they
are closed under addition. That is, and implies that
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The second is the additive principal property, which states that implies that
Here we give several examples to illustrate ordinal addition. Multiplica-

tion and exponentiation are much more complex.
The first is By associativity and the closure of additive

principal ordinals, we have
This corresponds to the second case of our

algorithm. For the second example, consider This is
equal to by our last example. By the left distributive property of
multiplication, this is equal to which corresponds to the last case of our
algorithm. Finally, consider By our last example,
this is equal to which is already in normal form. This corresponds
to the third case of our algorithm.

5 Changes to ACL2

In this section, we discuss how we integrated our new ordinal arithmetic results with
ACL2 to make a powerful, extensible, general tool for reasoning about program ter-
mination. We partition this discussion into two sections. In Section 5.1, we give an
overview of the interface changes, the changes that users of ACL2 will notice. This
includes alterations to the core ACL2 logic and our library. In Section 5.2, we discuss
the internals of our library, including how we tuned it to maximize its efficiency and
effectiveness.

5.1 Interface Changes

The first and most fundamental change we made was to the ACL2 logic itself, which
now uses our ordinal representation as its foundation for reasoning about induction,
well-foundedness, and termination. This involved adding the helper functions in Fig-
ure 1, the ordering function, o<, the ordinal recognizer predicate, o-p, and the macros
o<=, o>, and o>=. Once the new ordinal functions were added, we updated the affected
sections of the logic to use our ordinal notation. We did not add our arithmetic functions
to the base “ground-zero” ACL2 theory, but included them in a library so as to maintain
the simplicity and minimality of the ground-zero theory.

The next change to ACL2 was to improve its ability to reason about arithmetic
over the natural numbers and positive integers using the natp and posp functions.
This was crucial for our ordinal arithmetic library, and in order to better integrate these
results into ACL2, we created a library, natp-posp, based on these results and added
it to the arithmetic module, a collection of theorems about arithmetic over the integers,
rationals, and complex rationals. The result is an arithmetic module with better support
for reasoning about natural numbers and positive integers.

Our library is comprised of several books, files of definitions and theorems. Here we
review the top-level books that a typical ACL2 user might want to use. The ordinals
and ordinals-without-arithmetic books provide an easy way to access all of
our results about ordinal arithmetic. The difference between these books is simply that
ordinals-without-arithmetic does not include ACL2’s arithmetic module,
which is useful for users who use different arithmetic modules.
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The lexicographic-ordering book contains a proof of the well-founded-
ness of lists of natural numbers under the lexicographic ordering, allowing ACL2 to use
the lexicographic order on naturals to prove termination, instead of the ordinals. This
book is valuable for two reasons. First, it is a good tool for teaching new ACL2 users,
as the lexicographic order on the naturals is simpler to explain than the ordinals. This
allows new users to more quickly and easily start reasoning about termination. Second,
it provides an example for more experienced users of how to use our library to prove
that an ordering is well-founded.

The e0-ordinal book is useful for transfering legacy results to the new version
of ACL2. It includes the predicate recognizing the old ordinals, e0-ordinalp, the
corresponding ordering function, e0-ord-<, and functions for converting ordinals in
this notation to and from ordinals in our notation (atoc and ctoa respectively). These
functions are proved to be order-isomorphisms and inverses of each other.

We used our ordinal arithmetic library to certify the ACL2 regression suite, which
is a collection of hundreds of books that formalize mathematical concepts in ACL2 and
provide case studies illustrating how to model and verify large systems such as micro-
processors. To deal with books that explicitly mention the old ordinals only in termi-
nation proofs, this requires simply using the old ordinal representation, which, given
the isomorphism result in the e0-ordinal book, involves one call to set-well-
founded-relation. However, some books contain more significant reasoning
about the old ordinals and therefore require the full power of the ordinal isomorphism
result; an example appears in Section 6.1.

5.2 Internal Engineering of the Books

Creating an efficient and robust library required a considerable amount of effort and in
this section we discuss some of the issues.

First, we configured ACL2 to reason about the representation of the ordinals and the
basic operations on them in an algebraic fashion. While ACL2 is a typeless language, it
is still possible to use algebraic specifications by defining constructors and destructors
for the ordinals, proving that they satisfy the appropriate properties, and then disabling
the definitions. Since ACL2 is not able to use the definitions of the functions, it is forced
to reason using only the algebraic theory. We did this for the functions make-ord,
o-first-expt, o-first-coeff, and o-rst (see Figure 1). Besides the obvious
advantages of algebraic specifications, this approach is more efficient, as otherwise the
rewrite rules for manipulating ordinals are in terms of lists (which is how the ordinals
are represented), but these rules interact with ACL2’s rules for reasoning about lists,
leading to inefficiencies.

Next, we related the most efficient version of our algorithms [15] with a simpler but
less efficient version [16] using a new feature of ACL2 called mbe (“must be equal”).
This feature allows the user to give two definitions for a single function, which must
be proved to be equivalent under some guard conditions that characterize the intended
domain of application. The logic definition is used by ACL2 during proof attempts.
The exec definition is used as the executable version of the function, when the function
is applied to the intended domain. This allows us to execute using efficient definitions,
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but to reason using simpler, cleaner definitions. We used mbe for ordinal multiplication
and exponentiation.

Finally, we profiled the books. We used proof analysis tools provided by ACL2 to
find sources of inefficiency in proof attempts. Theorems proved by the user cause the
ACL2 system to behave differently depending on how they are tagged. Thus, as one can
imagine, a large collection of theorems such as those in the ordinal library can interact
in very subtle and complex ways. This makes finding sources of inefficiency difficult.
For example, we originally had the following rule.

Once this rule is admitted, ACL2 will add (o-p (o-first-exp a)) to the con-
text, the set of things it knows, when (op a) appears in the context. Note that this will
not cause an infinite loop since ACL2 has heuristics for applying forward chaining rules
that avoid this. Therefore, this seemed like a harmless rule to us. However, when com-
bined with other forward chaining rules triggered by (o-p (o-first-exp a)),
this rule gave us a significant slowdown in the verification of our books. In order to fix
this, we changed the theorem to this.

The new trigger term insures that (o-first-exp a) is mentioned somewhere in
the theorem before the rule is used. This significantly cuts down on the number of times
this rule, and the rules that are triggered by it, are used. We also tagged this theorem to
be used as as rewrite rule, but only if the hypothesis can be proved in 5 or less steps.
Profiling is a crucial part of engineering an effective library of theorems. We therefore
carefully profiled our library, and the result was an order of magnitude improvement in
performance.

6 Using the New Ordinals: Two Case Studies

In this section we provide two case studies illustrating the use of our ordinal library in
ACL2. The first demonstrates how existing libraries making significant use of the ordi-
nals in the old representation can easily be altered to use our new representation. The
second case study illustrates how other users have used our ordinal arithmetic library to
mechanically prove complex termination arguments.

6.1 Legacy Books: Multiset Case Study

ACL2’s multiset ordering library [20] makes significant use of the ordinals. A multiset
is a set in which items can appear more than once. For example, {1,3,2,2,4} is a
multiset over the natural numbers which contains two 2’s. Given a set, A, with an order
<, the multiset order, of multisets over A is defined as follows. N M iff
there exist multisets X and Y (over A), such that
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Fig. 2. Original Multiset Results

and such that If we restrict ourselves to finite sets, then if
is well-founded, it can be shown that so is The multiset library provides a

macro called defmul which, given a well-founded relation over a set and a recognizer
for that set, automatically generates the corresponding multiset relation and proves it to
be well-founded.

The defmul macro depends on results proved in anotherbook, called multiset,
which provides useful lemmas about multisets, and uses ACL2’s encapsulate fea-
ture to prove in general that a multiset extension of a well-founded relation is well-
founded (See Figure 2). The encapsulated code hides the details of the functions from
the rest of the book. All that is known outside the encapsulate is that mp and rel
return boolean values, fn returns an ordinal in the old representation, and rel has
been proved to be well-founded on the set recognized by mp using the embedding fn.
Following this encapsulate, there are a number of lemmas about these functions based
only on that information, which culminate in the proof of the well-foundedness of the
multiset extension of rel.

There are two problems in certifying this book using the new version of ACL2. The
first is that the original theorem declaring the well-foundedness of rel is no longer
a proof of well-foundedness. The embedding, fn must return an ordinal in the new
representation in an order-preserving way. The second problem is that the final theorem
about the well-foundedness of the multiset extension must also be altered to use our
new ordinals.
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The solution is relatively simple, and relies on the results of our e0-ordinal
book. Using our conversion functions, ctoa and atoc, we transfered the results of the
multiset book to results about the new ordinal notation. First, we altered the encapsulate
so that fn and the well-foundedness result were in terms of the new ordinals. This sim-
ply required replacing e0-ordinalp and e0-ord-< by o-p and o<, respectively.

Next, we added the following macro.

This simply converts the ordinal in the new notation given by fn into the correspond-
ing ordinal in the old representation. The theorems involving fn were changed to use
fn0 instead. After the final result (which we renamed and retagged as a rewrite rule),
we added the following lines of code to convert the results into a valid well-founded-
relation argument using the new ordinal notation.

Finally, we changed the defmul macro so that it uses the new theorem and function
names. With this approach, we did not have to alter the lemmas about the old ordinals
in multiset. Doing so would have required essentially modifying the entire book.
This “wrapping” method can be used to quickly and easily update old libraries so that
they can be certified using the new ordinals.

6.2 New Results: Dickson’s Lemma Case Study

Our library was used by Sustik to give a constructive proof of Dickson’s Lemma [21].
This is a key lemma in the proof of the termination of Buchberger’s algorithm for find-
ing a Gröbner basis of a polynomial ideal, and is therefore an important step toward
the larger goal of formalizing results from algebra in ACL2 [17]. Sustik made essential
use of the ordinals and our library, as his proof depends heavily on the ordinals and
could not have been proved in older versions of ACL2 without essentially building up
a theory of ordinal arithmetic similar to our own. Our library was able to automatically
discharge all the proof obligations involving the ordinals.

Dickson’s Lemma states that, given an infinite sequence of monomials,
there exists such that and divides Sustik’s argument in-

volves mapping initial segments of the monomial sequence into the ordinals such that if
Dickson’s lemma fails, the ordinal sequence will be decreasing. Thus, the existence of
an infinite sequence of monomials such that no monomial divides a later monomial im-
plies the existence of an infinite decreasing sequence of ordinals, which is not possible
due to the well-foundedness of the ordinals.
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This proof relies heavily on ordinal addition and exponentiation. For example, sets
of monomials, which are represented as lists of tuples of natural numbers, are mapped
to the ordinals by the following function.

Key lemmas about this function therefore required sophisticated reasoning about the
behavior of ordinal addition and exponentiation. One such lemma is as follows.

This and other similar theorems require results about ordinal arithmetic including the
following: (1) (2) (3)

(4) and (5)
Initially, Sustik used a preliminary version of our library, and he needed 26 addi-

tional theorems about ordinal arithmetic for his proof. After streamlining our library,
no additional ordinal arithmetic lemmas were required, and the results specific to Dick-
son’s Lemma, such as those above, were discharge twice as quickly. The overall result
was a 70.5% speedup in the verification of the Dickson’s Lemma library. This is an
example of the kind of termination proof that would be quite difficult to fully automate.

7 Lessons Learned

During this project we learned several lessons that we believe will be of benefit to users
working on large projects in ACL2 and similar systems. These include lessons about
the features and shortcomings of ACL2, as well as lessons about effectively designing
and implementing large projects in ACL2. Here, we share some of these lessons.

One invaluable feature of ACL2 is its regression suite. This large collection of books
includes the formalization of many mathematical theories and industrial case studies,
making it a valuable testbed for new features. Running the regression suite on our al-
tered version of ACL2 stressed our library and helped us maximize its efficiency and
effectiveness. Along the way we learned two valuable lessons. The first is that it is im-
portant to have a general way of integrating results into the regression suite. In our case,
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we used the ordinal isomorphism results, as we illustrate in Section 6.1, to transfer re-
sults about the old ordinals to the new ordinals; this saved us from having to understand
the details of existing books. The second lesson we learned is that the regression suite
can reveal patterns in the use of ACL2 that can inspire new improvements. For exam-
ple, we did not originally plan on integrating our results about natp and posp with
the arithmetic module. However, when working with the regression suite, we found that
many libraries contained functions similar to natp and posp, and this prompted us to
create a separate book that we added to the arithmetic module.

Another feature of ACL2 is its extensive documentation [12]. It describes each
ACL2 feature and function in detail, and an important part of integrating our work into
ACL2 was updating the documentation. This included describing our functions, but,
more importantly, it required us to reason at the meta-level, providing a hand-written
proof of the well-foundedness of our ordinal notation (which does not appeal to the
ordinals), in order to demonstrate the soundness of our new additions to ACL2. Thus,
updating the documentation is important both for keeping users up-to-date with the cur-
rent features of ACL2 and for arguing at a meta-level about the soundness of the ACL2
logic.

As we mentioned earlier, profiling was a crucial step in making our library more
efficient. What we found is that this is actually very difficult to do in ACL2. There is a
mechanism called accumulated-persistance that allows the user to gauge the
performance of each individual rule. However, many performance problems come from
the interaction among the rules, not from each rule’s individual performance. We think
that ACL2 users would benefit from a mechanism for analyzing this interaction. For
example, one can imagine having a mechanism for reporting the amount of time spent
on rules of each class (e.g., forward chaining rules versus rewrite rules). Since rules of
one class often trigger other rules of the same class, this could prove to be useful.

Another shortcoming of the ACL2 system is the naming scheme, which it has bor-
rowed from Lisp. Namespace collisions can be avoided in ACL2 by creating new pack-
ages. For example, we could have created a package called ORD, and defined all our
functions in that package (e.g., ORD::o<). In fact, this would have been useful for us,
since we found functions called op (the original name of our predicate function) and
natp in several libraries in the regression suite. However, referring to one package
from another involves either prefixing symbols with package names or importing sym-
bols into the current package (thus causing namespace issues again). It usually takes
several iterations to determine which symbols a package should import, but the ACL2
implementation requires restarting ACL2 for every such change. In the end, we found
it easier to rename our predicate function to o-p and to rename or delete the natp
functions found in other books. ACL2 users would benefit from a better mechanism for
dealing with namespace issues.

Our use of algebraic specifications to deal with make-ord, o-first-expt,
o-first-coeff, and o-rst sped up our books, but it took several iterations to
discover where abstraction should be used. We found that algebraic specifications are
often more trouble than they are worth. When in doubt, we recommend starting with
little or no abstraction, and adding more based on how functions are being used in proof
attempts. If the theorem prover seems to be struggling with the underlying representa-
tion, then perhaps abstraction can help.
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Finally, we learned the value of recording lessons learned while working on a big
project in ACL2. We have noticed through past experience that users (including us) of-
ten make the same mistakes repeatedly. They have to rediscover ways to improve their
libraries or avoid pitfalls. Having a record of these tips, tricks, and lessons can poten-
tially be a valuable time-saver when working on new projects. They are also valuable
for finding difficulties with ACL2 such as the ones we presented here, which can be
used to improve the theorem-proving system and may provide insight that will help
developers of other theorem proving systems as well.

8 Related Work

There has been a significant amount of work dealing with the problem of termination
in recent years. Much of it has focused on the termination of term rewriting systems
(TRSs). Current techniques for proving the termination of TRSs can be found in [2].
One such method is the interpretation method, which involves mapping terms into a
well-founded set and showing that the left-hand-side of rewrite rules map to a bigger
value than the corresponding right-hand-side for all rules. Another method involves
simplification orders which are orders over terms such that terms are always greater
than their subterms. This often involves extending a well-founded order on the signa-
ture of the TRS to apply to all terms. Popular simplification orders include the lexi-
cographic path ordering and Knuth-Bendix orderings. One method for proving termi-
nation of TRSs using simplification orders is called the dependency pair method [1].
Recent work focusing on automating this method has met with some success [8]. These
methods, while useful in the context of theorem proving and optimization in compilers,
are designed for TRSs rather than programming languages used in practice. They there-
fore have not been shown to scale to the complexities of actual programming languages.

Another approach to termination is the size-change principal [14]. This method in-
volves using a well-order on function parameters, analyzing recursive calls to label any
clearly decreasing parameters. All possible infinite sequences of function calls are then
checked to be sure that there are infinite decreases and only finitely many possible in-
creases in the values of arguments to recursive function calls. This is similar but much
less sophisticated than ACL2’s termination reasoning. For example, there is no explicit
description on how to determine if a function parameter “decreases.” The examples are
based on a simple toy language, and the analysis of arguments of the form (f x),
where f is a user-defined function, is not considered. Only primitive operations are
dealt with. The conditions under which recursive calls are made are not taken into ac-
count, e.g., if a recursive call is made in the else branch of an if statement, we know that
the test of the if statement is false at that point. This information is often necessary for
establishing termination.

There are many other methods that can potentially be extended to deal with full pro-
gramming languages. Podelski and Rybalchenko give a complete method for proving
termination of non-nested loops with linear ranking functions [19]. Dams, Gerth, and
Grumberg give a heuristic for automatically generating ranking functions [7]. Colón
and Sipma give two algorithms for proving termination, one which synthesizes linear
ranking functions, but is limited to programs with few variables, and one which is more
heuristic in nature and converges faster on the invariants it can discover [6,5].
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What is novel about our approach is that we focus on extendability and general-
ity. The result is a system into which new heuristics and techniques (such as the ones
cited above) can be incorporated in order to improve automation. However, when these
techniques fail (as they eventually must, since termination is undecidable), the user can
interact with the theorem prover to find a proof.

9 Conclusions and Future Work

We have developed a general framework based on the ordinals for proving program
termination, which has been incorporated into ACL2 v2.8. The resulting system allows
us to prove termination in a general context for arbitrary programs and in a highly
automated fashion, as we demonstrated with the case study of Dickson’s Lemma. For
future work, we plan to add decision procedures and heuristics to our framework to
further automate ACL2’s ability to reason about termination. We also plan to use ACL2
as a back-end reasoning engine, combined with a front-end system containing static
analysis techniques in order to reason about the termination of programs written in
imperative languages such as C and Java.
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and Completion Functions
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Abstract. This work presents a new method for verifying optimized register-
transfer-level implementations of pipelined circuits. We combine the robust, yet
limited, capabilities of combinational equivalence verification with the modular
and composable verification strategy of completion functions. We have applied
this technique to a 32-bit OpenRISC processor and a Sobel edge-detector circuit.
Each case study required less than fifteen verification obligations and each obli-
gation could be checked in less than one minute. We believe that our approach
will be applicable to a large class of pipelines with in-order execution.

1 Introduction

Formal verification techniques and tools have advanced to the point where a high-level
model of a superscalar processor with out-of-order execution and exceptions is a com-
mon case study. Despite these advances, the techniques and tools developed for proces-
sor verification have generally been limited to experts working on high-level models. In
contrast, equivalence checking of register-transfer-level designs is now standard prac-
tice in most design flows.

Among the variety of strategies for verifying processors, Hosabettu’s completion
functions approach [3] is one of the most appealing, because it is general, intuitive, and
compositional. In this paper, we describe a technique that uses combinational equiva-
lence verification and completion functions to verify register-transfer-level implemen-
tations of pipelined circuits. We have applied our technique to verify VHDL imple-
mentations of a 4-stage, in-order, 32-bit OpenRISC [4] processor implementing 47 in-
structions and an eight-stage Sobel edge detector. Each of the circuits required less than
fifteen verification obligations. Each verification obligation was checked in less than a
minute using Synopsys Formality [5] as the equivalence verifier.

The overall goal of this work was to use off-the-shelf software to formally verify
register-transfer-level implementations of pipelined circuits. We wanted to avoid ab-
stracting the implementation, because many bugs are introduced at lower levels of the
design as the code gets larger and more complex. Optimizations for clock speed and
area often transform the implementation in ways that obscure the original clean and
modular high-level design. Both of our case studies had been validated extensively, yet
we still found two bugs in the edge detector. Both of the bugs resulted from low-level
performance optimizations that would be unlikely to appear in high-level models.

This research was supported in part by Semiconductor Research Corporation, Natural Sciences
and Engineering Council of Canada, and Intel Corporation.

*

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 98–112, 2004.

© Springer-Verlag Berlin Heidelberg 2004



Combining Equivalence Verification and Completion Functions 99

We chose to use combinational equivalence verification as our verification tool be-
cause of its high capacity, high degree of automation, and widespread usage. Com-
binational equivalence verification is limited to comparing the next-state equations of
signals based only on the combinational circuitry driving the signal. As such, combina-
tional equivalence verification cannot verify even retiming optimizations, let alone ver-
ify a pipelined implementation against a non-pipelined specification. Sequential equiv-
alence checking can verify some retiming optimizations, but quickly escalates to reach-
ability analysis and all of the typical state-space explosion problems. The key to our
approach is that completion functions verify pipelines one stage at a time, which makes
the task amenable to combinational equivalence verification and significantly reduces
computational complexity.

2 Background on Completion Functions

This section provides background information on completion functions and how they
are used to decompose the verification of pipelined circuits. The verification engineer
writes one completion function for each in-flight instruction in the pipeline. There is
typically one in-flight instruction per stage in the pipeline, hence there is typically one
completion function for each stage.

The completion function for a stage describes the effect on the architectural state of
completing the partially executed instruction in the stage. Executing a completion func-
tion for a stage has essentially the same effect as flushing the instruction in the stage.
Executing all completion functions flushes the entire pipeline. For in-order pipelines,
completion functions are composed in a linear fashion, starting from the last stage of
the pipeline and working incrementally upstream to the first stage.

Figure 1 shows a contrived, but illustrative, pipeline along with its commuting dia-
grams for Burch-Dill flushing [2] and completion functions. The pipeline contains three
architectural registers and and three stage registers and In
the starting state the pipeline contains three instructions (A, B, and C). The imple-
mentation step and specification step fetch the instruction D. In the flushing
commuting diagram, bubbles enter the pipeline as the pipeline is flushed. In the com-
pletion function diagram, each completion function completes the execution of the
instruction in stage by writing to downstream architectural registers (e.g., writes to

and
The end result of verification with completion functions is the same as verification

by flushing. The difference between the two approaches is that the commuting diagram
for flushing is a monolithic verification obligation, while the commuting diagram for
completion functions enables a stage-by-stage decomposition into multiple verification
obligations. For our contrived example, there are four verification obligations, repre-
sented by the dotted lines in Figure 1d. Working from bottom to top, each obligation
verifies a single pipeline stage. Shaded cells represent the subset of the architectural
registers that are involved in each proof obligation.

In the first obligation, we verify the third (bottom) stage by comparing the value of
produced by completing the instruction in the last stage of the pipeline to the value

of produced by taking an implementation step. Similarly, in the second obligation
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Fig. 1. Simple pipeline with flushing and completion-function commuting diagrams

we verify the second (middle) stage. We prove that the composition of and is
equivalent, with respect to and to taking an implementation step and running

Verification obligations can often be simplified by using previously proven results
from lower obligations. We work our way up the commuting diagram incrementally,
gradually verifying all of the stages. For the fourth (top) obligation, we compare the
specification against the completion function for the first stage. This last obligation
catches any mistakes that were made in the completion functions, such as reproducing
an implementation bug in a completion function.

Stalls, bypass paths, and speculative execution are quite specific to individual pipe-
lines, so we present these features in the context of our OpenRISC processor in Sec-
tion 5.2. Often, verifying completion function correctness statements requires invariants
to restrict the set of implementation states. Finding and verifying invariants is done the
same as with other verification techniques.

3 Background on Equivalence Verification

The equivalence verification process can be divided into three main steps. In the first
step, the specification and implementation are matched by identifying pairs of related
signals or points in the two circuits. Typically, the match points are the inputs, flip-flops,
and outputs of the circuit. Depending on the details of the specification and implemen-
tation, it may be possible to perform this matching step automatically either through
naming conventions or through signature analysis of nodes in the circuit.

In the second step, a subset of the match points, called the compare points, are iden-
tified. The compare points represent the points in the specification and implementation
for which one wants to verify equivalence.
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In the third step, the next-state function of each compare point in the specification
is verified against the next-state function of the corresponding compare point in the
implementation. If this comparison is successful for each pair of compare points, then
the specification and implementation are considered to be equivalent. If there is a pair
of corresponding compare points that are not equivalent, then the logic cones for those
compare points can be examined to isolate the implementation error.

Verifying the equivalence of a pair of compare points is accomplished mainly with
the use of BDD- and SAT-based techniques. Equivalence verification also uses struc-
tural matching heuristics and cut-points to handle multipliers and other circuits that are
beyond the capacity of BDDs and SAT.

The appeal of equivalence verification is the highly automated nature of the verifi-
cation – for many circuits no user interaction is required. This automation is achieved
at the expense of the range of properties that can be verified: usually point-by-point
equivalence of next-state functions for flip-flops and outputs.

Equivalence verification algorithms can be characterized as either combinational or
sequential. Combinational equivalence verification compares only combinational logic
and cannot handle retiming optimizations. Sequential equivalence verification attempts
to verify implementations where the circuitry to be compared crosses flip-flop bound-
aries, which is a substantially more difficult challenge than combinational equivalence
verification.

As with most verification problems, some implementations satisfy their specifica-
tion (i.e., have equivalent next-state equations) only when the implementation is in a
reachable state. In these situations, equivalence verification can quickly escalate into
general reachability analysis and invariant finding. Equivalence checkers provide mech-
anisms for users to assume preconditions when performing the verification, but there is
rarely support for verifying that the preconditions are invariants.

To be as general as possible in the equivalence checkers that can be used with our
approach, we limit ourselves to combinational equivalence verification. In some of our
verifications, we use of both predefined and user-defined preconditions.

Sometimes, black boxes are required to model components in a circuit. These black
boxes are needed when the component leads to state explosion, when the component
is external to the part of the circuit being verified, or when the component is analog.
Black boxes allow equivalence verification to be performed by removing the problem-
atic component from the circuit. When matched black boxes appear in the specification
and the implementation, the inputs to the black boxes are verified for equivalence and
the outputs from the black boxes are assumed to be equivalent.

4 Approach

In this section, we describe our approach for casting completion-function verification as
a combinational equivalence verification problem. We begin with the intuition behind
our approach, and then explain how we handle pipeline stages that stall, memory arrays,
and initial states.

In Figure 2, we use the third verification obligation from Figure 1d to illustrate the
combination of completion functions and equivalence checking. This obligation verifies
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the first stage of the pipeline by comparing the composition of and against
taking an implementation step and then executing the composition of and We
implement the completion functions as combinational logic and tell the equivalence
verifier to compare the output architectural variables and

We create two circuits, one for the left side of the completion function diagram
(Figure 2b) and one for the right side (Figure 2c). Each completion function reads its
stage register and, through the downstream completion functions, reads the down-
stream architectural registers. The outputs of each completion function are updated val-
ues for the downstream architectural registers. On the right side, to mimic the effect of
taking an implementation step, each completion function reads from the next value of
its stage register which is done by reading from the input to the stage register.

Fig. 2. Third step of simple example

The large gray polygons represent the second verification obligation and illustrate
how we take advantage of the compositional nature of completion functions. Because
we have verified the second obligation, we know that the two large gray polygons are
equivalent. We can simplify the third verification obligation by replacing the output of
each gray polygon and with a new primary input and telling the equivalence
checker that these inputs will always have the same value in both models. We further
illustrate this technique in Section 5.2.

Pipeline stages that can stall require chip-enables on their stage register. For reg-
isters with chip enables, we need to model the chip-enable circuitry in the next-state
equation for the register. To use combinational equivalence verification to compare an
implementation with chip enables against an unpipelined specification, we replace each
register that has a chip enable with an equivalent circuit that uses a multiplexer to reload
the previous contents of the register in the event of a stall.

Equivalence verification has no knowledge of the contents of memory arrays. We
model each memory array with combinational circuitry that has the same behaviour
as the memory array for a bounded number of read and write operations. Our com-
binational model of memory is based on the anonymous-function model of memory,
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where a memory array is an anonymous function from addresses to data values. Mathe-
matically, reading from memory (Equation 1) is simply function application. Writing to
memory (Equation 2) returns a new anonymous function that compares the read address
(rdaddr) with the write address to determine whether the read should get the written
data or should read from the prior contents of memory.

To compare the contents of two memory arrays, and we test that, for all
addresses tstaddr, reading from tstaddr returns the same data for and To
use equivalence verification to verify reading from and writing to memory, we need
combinational circuits that model Equations 1 and Equation 2. Our model (Figure 3)
uses the M-block circuit to model the initial values of a memory array and the W-block
circuit to model write operations. Our model is bisimilar via the simulation relation
in Equation 3 to a conventional memory array with respect to a bounded number of read
and write operations.

An M block (Figure 3a) with pairs of address and data inputs captures the initial
state of a memory, where up to unique addresses will be read. The data inputs to an
M block are primary inputs to the two circuits subject to equivalence verification while
the address inputs are wires coming from all the possible expressions that are used to
read from memory. We do not need to know the total number of memory elements in
the actual memory array.

Each W block (Figure 3b) represents one write operation. For a read operation that
occurs after writes we cascade an initial M block with subsequent W blocks, as
shown in Figure 3c for three unique addresses and two write operations.

For each read operation that is performed in an implementation step, we need an
M/W-block cascade. Two factors mitigate the potential complexity of this configura-
tion. First, because we verify only the inductive step, we can replace the M blocks with
black boxes. Second, equivalence checkers often exploit heuristics based on matching
signal names and circuit structures to decompose the verification task and reduce com-
putational complexity.

Our memory circuits match the anonymous function model by having an uncon-
nected input (tstaddr) for the address to read from. Our technique for modeling mem-
ory supports both read-before-write and write-before-read memory arrays by either in-
cluding or removing a W block for a write that happens in the same clock cycle as a
read.

A commuting diagram is the inductive step of a proof of trace containment. The
base case of trace containment shows that each initial state of the implementation cor-
responds to an initial state in the specification. Initial states typically correspond to
when the circuit is reset. Verifying the base case corresponds to verifying that when
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Fig. 3. Building blocks for memory model

the circuit is reset, it will transition to a proper reset state. Many of the bugs related to
reset occur because of low-level synchronization and timing problems that appear only
in timing simulation and other abstraction layers below the register-transfer level. Our
approach does not directly address verifying the base case, because we feel that reset
verification is best done via timing simulation with uninitialized values for inputs and
internal state.

5 OpenRISC

In this section we describe our implementation and verification of an OpenRISC pro-
cessor. We use this example to illustrate how completion functions handle stalls, bypass
paths, and speculative execution and how we accommodate these behaviours in our
equivalence-verification-based approach.

5.1 OpenRISC Implementation

OpenRISC is a load/store RISC instruction set architecture created by the OpenCores
group. The OpenRISC architecture contains thirty-two general-purpose registers and a
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condition-code register with carry, overflow, and flag fields. Our case study is based
on an implementation of the ORBIS32 instruction set, using the OpenRISC 1200 mi-
croarchitecture definition (OR1200) as a guide. This instruction set contains fifty-two
instructions and two addressing modes: register-indirect with displacement and PC-
relative. We implemented all of instructions, except for five that require either operating-
system support or access to special-purpose registers. Figure 4 shows a block diagram
of our implementation and summarizes some of the implementation statistics.

Fig.4. OpenRISC implementation

The fetch stage computes the next program counter value based on stall and mis-
predict information. It also receives the next instruction from IMem and passes this to
the decode stage. In the fetch stage, all branches are statically predicted not-taken.

The decode stage fetches the operands for the instruction and determines if the
instruction is of ALU, memory, or branch type. Branches are resolved in the decode
stage. Taken branches assert a mispredict signal and the target PC is sent to the fetch
stage. Branch conditions test the flag field of the condition code register, which is set
by ten instructions that perform relational tests on general-purpose registers.

The execute stage performs the ALU and memory operations. The latency of dif-
ferent instruction types is shown in Figure 4c. In the case of multicycle instructions,
bubbles are inserted into the writeback stage. On a cache miss, the pipeline stalls until
the new cache line has been loaded.

The execute stage updates the condition code register, which becomes available to
the decode stage in the next clock cycle. If the instruction in the execute stage sets a
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flag and there is a branch instruction in decode that reads the flag, the fetch and decode
stages stall. Updates to the register file are forwarded to the decode stage. The only
data-dependent stalls are branches dependent on a flag-setting instruction.

The execute stage uses a 5-cycle 32-bit multiply. The multiply datapath is one of
the critical paths in our design, and is far slower than the register-file access. Because
the time to do a register file read is much less than the overall clock period, we chose to
calculate our addresses for memory operations in the decode stage, after the operands
have been read. This allowed us to access memory in parallel with ALU operations, and
thereby reduce the latency through the pipeline.

Our implementation was synthesized for an Altera APEX20KE FPGA. On this
FPGA device, our 4-stage pipelined implementation of the OpenRISC architecture re-
quired 2676 four-input logic cells and 629 flip flops (not including the register file);
it ran at 33 MHz. With the exception of the register file and memory, all of the state
signals in Figure 4b appear in our verification.

5.2 OpenRISC Case Splits and Commuting Diagrams

When a stage is stalled, an instruction is killed, or a bubble is introduced into the
pipeline, instructions do not follow the normal flow from one stage stage to the next. The
commuting diagram and intermediate verification obligations must reflect the expected
flow of instructions, or else false negatives will be encountered. In our OpenRISC im-
plementation, there are three events that cause an irregular flow of instructions:

1.

2.

3.

A multicycle instruction in the execute stage remains in the execute stage in the
next clock cycle. In this situation, the decode and fetch stages stall and a bubble is
introduced into the writeback stage.
A branch instruction in the decode stage is stalled because of a data dependency on
the condition code register caused by a flag-setting instruction in the execute stage.
In this situation, the decode and fetch stages stall. When the flag-setting instruction
leaves the execute stage, a bubble is inserted into execute.
A branch instruction in the decode stage signals that it was mispredicted. In this
situation, the instruction in the fetch stage is killed and a bubble appears in the
decode stage in the next clock cycle.

Figure 5 illustrates the normal flow of instructions as well as the irregular condi-
tions just described. For example, in clock cycle 4, the branch instruction asserts the
mispredict signal, which kills the instruction in the fetch stage and causes a bubble
to appear in the decode stage in the next clock cycle. Figure 5 also serves as a bridge
between completion-function commuting diagrams (bottom half of the figure) and the
conventional reservation-table style of drawing pipeline behaviour (top-half of figure).
As demonstrated by the Karnaugh map of case splits in Figure 5, the three commuting
diagrams in Figure 6 are sufficient to characterize all behaviours of the processor.

Based upon the Karnaugh map for case splits, we know that we have three cases
to verify: multicycle stalls in the execute stage, a branch stalling because of a condi-
tion code dependency, and normal flow of instructions. We did one verification run for
each equality line in the three commuting diagrams. We imposed each case split using
assumptions in equivalence verification.
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Fig. 5. Sample pipeline trace and chain of commuting diagrams

Fig. 6. OpenRISC commuting diagrams

An attractive feature of equivalence verification is the use of black boxes to abstract
complex circuitry. We originally did our verification with black boxes for the adder,
shifter, and multiplier in the execute stage. After our verification runs passed, we re-
placed the black boxes of the adder and shifter with their real circuitry and experienced
an almost negligible increase in runtime. We hypothesize that the fast run times are due
to a heavy reliance upon structural matching between the specification and implemen-
tation. (We were unable to verify the multiplier due to a VHDL coding restriction in the
equivalence checker that we used, with a bit of effort we can rewrite the implementation
to avoid this problem.)
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5.3 Completion Functions and Hardware Models

We now examine the verification of the decode stage in the normal case, as an example
of one of the more intricate conditions to verify. Figure 7 shows the hardware models of
the specification and implementation for this verification obligation, which corresponds
to the lowest diagonal line in Figure 6a. In Figure 7, we unfolded the completion func-
tions and to reveal the use of W blocks and M blocks for one of the
register file dependencies – the other architectural variables (PC, IMem, CCR, Mem)
are not shown. The gray polygons represent the verification obligation for the execute
stage, which was proven before tackling the verification of the decode stage.

Fig. 7. Hardware model of verification obligation for decode

On the implementation side of Figure 7, there is one cascade of M/W blocks to
represent the register file, while on the specification side, there are two cascades. On
the implementation side, the cascade of M/W blocks is used to verify the contents of
the register file after the writeback stage has written its result. On the specification side,
one cascade is used to verify the contents of the register file and one cascade is used by
the decode stage to read a source operand. Recall that Figure 7 shows only one of the
two register-file dependencies. We could show the dependency for the second operand
by including another cascade of M/W blocks that was read by the decode stage. On
the specification side, both cascades of M/W blocks in the gray polygon have the same
inputs for initial memory values, write addresses, write enables, and write data. Thus,
both cascades are for the same memory array. Both cascades are needed, because a
single cascade represents a single read operation.
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To demonstrate the effect of a bypass path on verification with completion functions,
we have highlighted the path through the circuit seen by tstaddr if we use the second
verification obligation to replace the gray polygons with primary inputs. If we make
this simplification, the bypass path allows the right-side tstaddr to see the effect that
the instruction in execute has on the register file, while on the left side, tstaddr sees the
effect of only the instruction that is in decode. This difference results in a false negative.
If we include the circuitry in the gray polygons, the left side includes which mimics
the behaviour of the bypass path on the right side. In general, completion functions are
unable to take full advantage of previously proven obligations when there are non-
architectural locations in the implementation (such as bypass paths) where instructions
can read their data.

6 Sobel Edge Detector

Monochrome edge-detector circuits transform grey-scale images into black-and-white
images where white pixels indicate the location of edges (high gradients of brightness)
in the original image. We have implemented and verified a Sobel edge detector algo-
rithm for a 256×256 image. The input to the circuit is the stream of 8-bit pixels for
the image. The input is buffered in an intermediate 3×256 memory array. The overall
computation of the circuit is described in Figure 8. The Table stage holds a 3×3 table
of pixels, as shown in Figure 8b. On each clock cycle, a new column of three pixels
is read from the memory array and shifted into the table. The nine pixels in the table
are passed to the filtering stage to calculate horizontal, vertical, and diagonal direction
derivatives. The maximum of the absolute value of the derivatives is used to calculate
the magnitude, which is then compared to a threshold value. When the magnitude is
greater than the threshold, the output of the circuit is 1, indicating an edge at the pixel
in the centre of the 3×3 table. The direction of the detected edge is calculated using the
outputs of the filter (the derivatives). Our implementation is an eight-stage pipeline. It
contains 664 flip-flops and 678 4-input FPGA cells and operates at a maximum clock
speed of 134MHz on a Xilinx Virtex II Pro.

It was quite straightforward to apply completion functions and equivalence veri-
fication to check our edge detector. We started by verifying the implementation of the
Magnitude stage against its completion function. Once this was complete, we combined
the implementation of the Max4 stage with the specification of the Magnitude stage and
verified this against the combined specification of the Magnitude and Max4 stages. We
worked systematically up the pipeline stage by stage until we had verified the pipeline
from the table to the output.

Despite a significant amount of simulation-based debugging using test vectors and
real images, the formal verification found two bugs. Both bugs were corner cases. The
first bug was a synchronization problem between the valid bits for the different direc-
tions of edges. The second bug was an incorrect optimization where we thought two
signals would always have the same value, and so the implementation tested only one
of the signals.

Figure 9 illustrates a retiming optimization that we performed in the derivative stage
to reduce area and to allow the synthesis tool to rebalance the computation tree so as
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Fig. 8. Sobel edge detector circuit

Fig. 9. Retiming optimization in derivative stage

increase clock speed. We were able to use completion functions to verify that the two
circuits have equivalent behaviour, and then use this assumption in the verification of
the entire circuit.
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7 Conclusion

The goal of the work presented here was to explore the use of off-the-shelf software
to formally verify register-transfer-level pipelines against a high-level correctness state-
ment. We chose combinational equivalence verification as our verification technology
and completion functions as our verification strategy. We chose combinational equiva-
lence verification because it is used widely, requires minimal user input, and can handle
reasonably large circuits. To realize our goal, we developed a combinational circuit
based on the anonymous-function model of memory that is bisimilar to conventional
memory arrays up to a bounded number of read and write operations.

We have used our approach to verify a 32-bit OpenRISC processor with 47 instruc-
tions, four-stages, and in-order execution. We have also verified an eight-stage imple-
mentation of monochrome Sobel edge detection, where we used completion functions
to verify each pipeline stage and to verify a retiming optimization within a stage. De-
spite a significant amount of prior debugging with test vectors and real images, our
formal verification found two rather subtle bugs in the edge detector. One bug was
a synchronization corner case and the other involved two signals that we previously
thought had identical behaviour. The OpenRISC case study involved 14 verification
obligations and the edge detector required 9 obligations. Each obligation required less
than a minute of computation.

Hosabettu et al proposed the idea of completion functions and have used them in an
interactive theorem prover to verify abstract models of out-of-order processors with a
variety of complex features [3]. Berezin et al have used completion functions with sym-
bolic model checking to verify an abstract model of Tomasulo’s algorithm [1]. Velev has
used completion functions and automated first-order decision procedures to verify ab-
stract models of out-of-order processors [6]. These previous efforts have demonstrated
that completion functions can be beneficial with automated verification techniques. Our
work extends the range of application of completion functions, by applying them in
the context of the quite restrictive “logic” of combinational equivalence. Our work also
demonstrates an extension to the scope of verification to which combinational equiva-
lence verification can be applied.

For OpenRISC, much of the effort in verifying the circuit was in the one-time cost
to map pipeline features, such as stalls and branch mispredictions, into the appropriate
completion functions. Our approach could be heavily reused in future verification ef-
forts and we estimate that for a pipeline of similar complexity, the completion functions
could be created and the verification performed in one week. Similarly, by reusing the
approach for the Sobel edge detector, we estimate four days would be required to create
the completion functions and verify a circuit with complexity similar to the Sobel edge
detector. In verifying both of our examples, we did not need any invariants.

Currently, the one cumbersome aspect of our approach is manipulating the imple-
mentation to connect the completion functions to the internal signals. We have been
working purely at the source code level, which requires bringing internal signals, such
as stage registers, up through layers of structural hierarchy, which can be quite tedious.
Because of this, it would be preferable to work on a flattened netlist that was annotated
with structural information so as to easily develop semi-automated tools to connect
completion functions to the implementation. With a flattened netlist, we estimate the
effort to perform the verification would be halved.
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Putting aside the effort to connect the stage registers to the completion functions,
we were pleased both with the ease of using completion functions with equivalence
verification and with the verification power. The ability to verify a retiming optimization
was an unanticipated but pleasant surprise. Our results so far are quite promising with
respect to the computational complexity of the verification. We hypothesize that the
approach is best suited to pipelines with in-order execution, but we do not view this as a
serious restriction. Applications such as image processing, encryption, and compression
contain many large, deep, and in-order pipelines.
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Abstract. Much automatic pipeline verification research of the last decade has
been based on some form of “Burch-Dill flushing” [BD94]. In this work, we
study synchronization-at-retirement, an alternative formulation of correctness for
pipelines. In this formulation, the proof obligations can also be verified automati-
cally but have significantly-reduced verification complexity compared to flushing.
We present an approach for systematically generating invariants, addressing one
of the most difficult aspects of pipeline verification. We establish by proof that
synchronization-at-retirement and the Burch-Dill flushing correctness statements
are equivalent under reasonable side conditions. Finally, we provide experimen-
tal evidence of the reduced complexity of our approach for a pipelined processor
with ALU operations, memory operations, stalls, jumps, and branch prediction.

1 Introduction

Many different strategies to verify pipelines have been documented in the literature. The
capacity of verification strategies tends to decrease with the amount of automation. Yet,
automation makes formal verification more practical and extends its “reach” in practice.
A seminal paper in 1994 by Burch and Dill [BD94], introduced flushing, an approach
that computes automatically an abstraction function from a pipelined implementation
to a specification that executes instructions as atomic operations. The essential idea is
that partially-completed instructions in the pipeline can finish executing by introducing
bubbles (NOPs that don’t increment the program counter) into the front of the pipeline
until the pipeline is empty. At that point, the architectural state of the pipeline can be
compared against the specification.

Two primary difficulties with Burch-Dill flushing have emerged. First, the compu-
tational complexity of flushing a pipeline full of symbolic instructions quickly becomes
prohibitive as pipelines grow in size and complexity. The complexity arises because
the implementation must be stepped until all in-flight instructions have retired. Second,
finding invariants to characterize the reachable pipeline states is a difficult and mostly
manual process. Much of the recent research on pipeline processor verification has used
manual decomposition to circumvent the computational complexity of flushing. A com-
mon approach is to prove a collection of invariants that guarantee flushpoint equality:
when the implementation is in a flushed state, the architectural state agrees with the
specification state.

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 113–127, 2004.
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Specifications execute instructions atomically, while pipelined implementations ex-
ecute several instructions simultaneously. When verifying a single step of the imple-
mentation, embedded in the correctness statement is a choice about which one of the
in-flight instructions should be compared against the specification. This choice defines
the synchronization point between the implementation and specification. The difficulty
in choosing a synchronization point is that an instruction writes to different pieces of ar-
chitectural state at different stages in the pipeline. For example, the program counter for
fetching instructions and the register file are consistent only if the pipeline is flushed.

The two common synchronization points are fetch (sync-at-fetch) and retire (sync-
at-retire). Burch-Dill flushing is a sync-at-fetch approach: the effects of the instruction
that is fetched are compared to the result of executing the instruction sequentially in the
specification. In this paper, we study sync-at-retire: only instructions that retire will be
compared to the specification. At first glance, this may appear to be vacuous – how can
a pipeline be verified if the correctness statement ignores the pipeline contents? The
answer lies in the assumptions that we must make to prove sync-at-retire.

Determining the assumptions and proving that they are invariant is where the rea-
soning about the rest of the pipeline occurs. We present an approach in which these
invariants are generated systematically based on the structure of the pipeline using his-
tory variables and completion functions [HGS03]. The verification of the individual
invariants is modular and regular, and the validity of the decomposition is visible by
inspection.

Using sync-at-retire as a correctness statement addresses both of the weaknesses of
Burch-Dill flushing. First, because the sync-at-retire correctness statement and the nec-
essary invariants do not require the entire pipeline be flushed, the verification complex-
ity is significantly reduced. Second, our approach provides a method for the systematic
creation of invariants.

This paper contains three main contributions:
1.

2.

3.

A systematic technique for generating and proving the invariants necessary to prove
sync-at-retire so that all proof obligations involve taking only a single-step of the
implementation, extending the reach of automatic verification tools,
Proving that sync-at-retire is an equivalent correctness statement to sync-at-fetch
under reasonable conditions about the flushing function, and
Demonstrating on several pipeline variants that verifying sync-at-retire (and the
necessary invariants) is computationally more efficient than verifying sync-at-fetch.
Our approach is applicable to safety verification for the control logic of pipelines.

By safety, we mean that any step of the implementation corresponds to a step of the
specification. We use a simple processor and processor-related terms to illustrate our
approach. Processor pipelines provide good pedagogical examples for this class of ver-
ification techniques, but these techniques are certainly not limited to processors. Realis-
tic applications for our approach include simple embedded processors or sub-pipelines
within processors.

The paper is organized as follows. Section 2 provides formal definitions for sync-at-
fetch and sync-at-retire. In Section 3, we detail our sync-at-retire approach and demon-
strate how we derive and verify the needed invariants in a systematic way. In Section 4,
we prove that, under reasonable side conditions, verifying sync-at-retire is equivalent
to verifying sync-at-fetch. Section 5 reports results of verifying example pipelines with
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both sync-at-fetch and sync-at-retire. The discussion of related work is deferred to Sec-
tion 6, where it is presented in the context of our results. Section 7 summarizes the
paper and considers future directions.

2 Synchronize, but Where?

The specification of a processor is described by an instruction set architecture (ISA) that
executes instructions atomically. The goal of pipelined processor safety verification is
to show that all execution traces of a pipeline correspond to a trace of the specification.
A commonly-used method of demonstrating this correspondence is to find a simulation
relation between pipeline and specification states such that one step of the pipeline
corresponds to one step of the specification [Mil71].

The novelty of the Burch-Dill approach was in creating a simulation relation auto-
matically using an abstraction function that maps pipeline state to ISA state. The ab-
straction function first completes the execution of every operation in the pipeline (flush-
ing) and then projects only the ISA state elements from the implementation to compare
with the specification. We characterize this correctness statement as synchronization-at-
fetch (sync-at-fetch) because it compares the effects of executing the fetched instruction
with ISA execution of the same instruction. Figure 1 shows the commuting diagram for
the sync-at-fetch correctness statement. Table 1 shows the notation used in our descrip-
tions. For a deterministic implementation and specification, sync-at-fetch reduces to:

To facilitate verification, the processor datapath is usually abstracted away with uninter-
preted functions, leaving the datapath verification to be handled separately. The correct-
ness statement is typically checked using decision procedures such as UCLID [LSB02],
CVC Lite [BB04], and SVC [BDL96]. For deep and/or complex pipelines, Burch-Dill
flushing suffers from rapid growth in the complexity of the terms that arise from com-
pleting the execution of every operation in the pipeline.

Fig. 1. Correctness Statements

An alternative correctness formulation, synchronization-at-retirement (sync-at-
retire), compares only the result of executing the instruction about to retire (com-
plete) with the specification executing the same instruction. The benefit of this correct-
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ness statement is that the simulation relation involves simply discarding all partially-
completed operations, and projecting the specification state elements from the imple-
mentation to compare with the specification. To implement precise exceptions, pipelines
can only write results to programmer-visible (specification) state when instructions
complete. Hence, the contents of specification state elements in the pipeline, excepting
the program counter, should correspond exactly to the contents of specification state
elements prior to the execution of the instruction about to retire. In the sync-at-retire
approach, the program counter for the specification is set to be the program counter for
the instruction about to retire, denoted Figure 1 also shows the sync-at-retire cor-
rectness statement. Specialized for a deterministic implementation and specification, it
is:

where is similar to except that it matches the implementation’s with the
specification pc.

At first glance, sync-at-retire seems like a dubious correctness statement, for it only
compares the completion of a single instruction with one step of the specification. In
fact, the above formula simply ensures only that the last stage of a pipeline’s execution
is correct. The key, however, is that to prove this correspondence, we must assume that
the instruction has been correctly executed up to the final stage of the pipeline. This as-
sumption is an invariant that characterizes the reachable state space of the last stage of
the implementation. To prove this invariant, we must make assumptions about the reach-
able state space of the previous stage, and so on. This back-chaining continues until the
first stage of the pipeline, where invariants must hold under environmental constraints.
In this way, a sync-at-retire correctness statement sets up a natural decomposition of
the verification problem into proving that each stage executes correctly. The resulting
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invariants can all be verified automatically and are significantly less complex than us-
ing flushing to prove sync-at-fetch. In the next section, we describe in detail how the
invariants for sync-at-retire can be systematically constructed using history variables
and completion functions.

For implementations that can stall, both of these correctness statements add a case
verifying that when no instructions is fetched (or retired), then the externally visible
state does not change.

A potential difficulty occurs with both sync-at-retire and sync-at-fetch if architec-
tural state is committed after instruction retirement. For example, some microarchitec-
tures delay committing store operations. In this situation, a structural decomposition
with a separate proof about the memory hierarchy can be needed.

3 Synchronization-at-Retirement

In this section, we describe verifying sync-at-retire for deterministic implementations
and specifications, and present a systematic process for creating and verifying the nec-
essary invariants. The overall strategy is to prove that the invariants imply sync-at-retire
and then that the invariants are indeed invariant.

The experience of the authors, along with results detailed in the literature, indicates
that invariant finding is likely the most difficult aspect of this type of verification. We
describe a novel invariant-generation process based on the use of history variables and
completion functions. Our approach decomposes the proof by pipeline stages; each
stage is further decomposed into individual data elements of instructions.

3.1 Parcels and History Variables

For the systematic creation of invariants, we capture the movement of an instruction
through the pipeline using parcels – information about the instruction at each stage of
the pipeline. After instruction decode, every pipeline register contains a parcel with the
following fields:

The valid field indicates whether or not the parcel is a bubble. The pc and
pc_next fields contain the program counter (address) for the current instruction and
the program counter for the next instruction. The opcode, src1, src2, and dest
fields are the opcode, and register addresses for the operand sources and instruction re-
sult. The data1, data2, and result fields contain the actual operands and result.
When used, immediate data is placed in the data2 field.

In the early stages of the pipeline, many of these fields contain don’t cares. For
example, the value of data1 does not matter until after the instruction operands have
been read from the register file. As an instruction moves through the pipeline, many
parcel fields become history variables. For example, once values have been read, the
source addresses are never read again. Our approach only requires history variables for
in-flight instructions; we need no record of instructions that have retired.
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Fig. 2. Example Pipeline, Invariants, and Invariant Dependencies

3.2 Proof Decomposition

We decompose the necessary set of invariants by stage and by parcel element. Each
invariant states that a parcel element is correct in a given stage. We prove sync-at-retire
by assuming that the parcel contents in the last pipeline register have been computed
correctly. Then we chain backward, proving each invariant by relying only on the in-
variant describing the correctness of the corresponding parcel element in the previous
stage.

We explain our approach for generating invariants using the pipeline in Figure 2.
This pipeline executes NOPs, ALU instructions, loads, stores, jumps with direct ad-
dressing, and branches with offset addressing. We use uninterpreted functions to repre-
sent operations on data.

Figure 2 also shows the parcel fields at each stage in the pipeline that have invariants
associated with them, and the dependencies between invariants (more on this later). We
provide an overview of the invariants, starting with the last stage of the pipeline.

For the sync-at-retire correctness statement to be valid, the parcel in ex_mm must
have been correctly calculated and the MEM/WB (memory/writeback) logic must write
correct values to memory and the register file. The table below describes the invariants
that characterize a correct ex_mm parcel; all have as an antecedent that the parcel is
valid. These invariants are sufficient to prove sync-at-retire.
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Moving back, we prove the ex_mm invariants by assuming that the parcel in the
previous stage (rd_ex) was computed correctly. Proofs of the invariants are sliced by
data element: to prove ex_mm_data1_ok, we need only rd_ex_data1_ok. These
verification obligations check that the EX logic is correct. The EX logic computes branch
targets and the results of ALU instructions. If the branch is mispredicted, earlier stages
will squash parcels in its shadow and reset the fetch program counter.

Because instruction memory never changes, the invariants for opc, src1, src2,
and dest are the same in every stage after instruction decode. These invariants are
proved by back-chaining one stage at a time until the front of the pipeline is reached. In
contrast, pc_next does not have to be correct until it is determined by the EX logic. In
stages prior to ex_mm, no invariants are required for pc_next, because it may not be
correct. In general, as we move back in the pipeline, fewer invariants about parcel fields
are required. The next table describes the invariants necessary for the rd_ex pipeline
register, omitting the ones related to instruction memory.

To state some of the invariants about the rd_ex stage, we need to refer to a fu-
ture specification state, namely the specification state that results from completing the
instruction in the ex_mm stage. For example, if the pipeline’s bypass logic is correct,
the data1 field should be the value in register src1 after the instruction in ex_mm is
completed. To calculate the specification state that results from completing the parcels
downstream from a stage, we use completion functions [HGS03]. The completion func-
tion for a stage describes the result that the instruction currently in that stage will even-
tually have on the specification state.

A completion function takes an specification state and a parcel and returns the spec-
ification state that results from committing this parcel. A completion function is sim-
ilar to running the specification except that some of the results (such as fetching the
operands) have already been computed and are present in the parcel. Figure 3 shows the
register file completion function for the ex_mm parcel and illustrates how the invariant
rd_data1_ok uses this completion function. Hosabettu et al. [HGS03] used comple-
tion functions as a decomposition technique for a proof of sync-at-fetch; our use differs
significantly as we use completion functions to construct a set of invariants decomposed
by stage and parcel elements.

The other invariants are constructed similarly. All invariants are proved inductively;
Figure 2 shows the dependencies between invariants. When a stage can stall, the proof
of an invariant must assume both the invariant for the parcel element in the previous
stage and for the parcel element in the current stage. The circled invariants in Figure 2
use completion functions. We compose the completion function of a given stage with
the composition of the completion functions from the downstream stages. Note that in
the if_id stage, the instruction has not yet been decoded, so there are no parcel fields.

The most complex invariant for our pipeline is the one about fetch_pc. This is
because the pipeline might contain bubbles in any stage. This invariant includes a com-
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Fig. 3. Example Completion Function, Invariant Definition, and Invariant Instantiation

position of completion functions to determine the program counter that results from ex-
ecuting all the instructions currently in the pipeline. These completion functions must
determine whether a given instruction in the pipeline will retire, which in turn depends
on whether there are any mispredicted branches ahead of this instruction.

We conclude this section with a brief, but formal description of our approach for a
three stage pipeline with no stalls. We use the following sets and functions:

Type of parcel at state
Project pipeline register
Completion function for stage
Invariant for stage

Using the definitions and the
proof steps are:

Note that the conclusion of the first obligation is the sync-at-retire correctness state-
ment. These proof obligations are further decomposed by parcel element as described
in Figure 2. The history variables used in this approach do not add to verification com-
plexity because the pipeline never reads history variables.

In summary, we create an invariant for each computed parcel field in each stage of
the pipeline. Earlier in the pipeline, fewer fields have been computed, so fewer invari-
ants are needed. Our decomposition checks the correctness of each stage of the pipeline
individually, significantly reducing the complexity of the formula to be verified and
usually making it easier to isolate an error for debugging. All of the proof obligations
require taking only a single-step of the implementation. No flushing of the implementa-
tion pipeline ever occurs with our approach. The only multi-step computation contained
in our approach is the composition of completion functions, a much simpler task than
reasoning about flushing the entire pipeline.
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4 Equivalence of Correctness Statements

We have proved the equivalence of the sync-at-retire and sync-at-fetch correctness state-
ments for superscalar non-deterministic implementations and deterministic specifica-
tions. Our proof establishes that sync-at-retire implies sync-at-fetch, and that sync-at-
fetch implies sync-at-retire. Our proof relies on minor conditions describing the rela-
tionship between flush, kill, and other functions used in the correctness statements.

Of the two directions, the proof that sync-at-retire implies sync-at-fetch was sub-
stantially more difficult. The difficulty arose in discovering conditions that do not re-
quire flushing an implementation state, so they are computationally less expensive to
check than the sync-at-fetch correctness statement. Because sync-at-fetch relies on
flushing, we used conditions that rely on flushing when proving sync-at-fetch implies
sync-at-retire. In this section, we focus on the more difficult of the two proofs (sync-at-
retire implies sync-at-fetch, Theorem 1), but limit our presentation to scalar implemen-
tations for clarity. The details of the other proofs appear in a technical report [ADJ04].

Theorem 1. Sync-at-retire implies sync-at-fetch

Each of sync-at-fetch and sync-at-retire compare an implementation step against
a specification step. But, for the same implementation step, the two correctness state-
ments choose different specification steps. Sync-at-fetch chooses the specification step
that executes the instruction that the implementation fetches, while sync-at-retire
chooses the specification step that executes the instruction that the implementation re-
tires. The essence of our proof is to establish a relationship between the implementation
step that fetches an instruction and the implementation step that retires the instruction.
We introduce the notion of a serial execution of the implementation to bridge the gap
between the fetching step and retiring step. In a serial-execution step, the implementa-
tion starts in a flushed state, takes a single step to fetch an instruction, then flushes the
single fetched instruction, to result in a flushed state.

Figure 4 outlines the proof that sync-at-retire implies sync-at-fetch. The rightmost
column illustrates the justification for each step. Solid lines denote relations that are
known (e.g., the left-hand-side of an implication); dashed lines denote relations on the
right-hand-side of an implication; solid circles denote universally quantified states; and
hollow circles denote existentially quantified states.

Theorem 1 is of the form The proof of such a theorem
proceeds by assuming C, then using and other lemmas to prove D. For
Theorem 1, we begin in Step 1 by assuming the antecedent of sync-at-fetch. In Step 2,
we use Lemma 1 to prove that the implementation step from to which fetches
the instruction corresponds to a serial-execution step from to In Step 3, we use
Lemma 3 to prove that the serial-execution step from to corresponds to the step
from to which retires the instruction The correspondence is achieved by killing
all in-flight instructions (denoted as kill in the diagram). In Step 4, we use sync-at-retire
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to prove that is equivalent to the specification state Step 5 concludes the proof by
showing that sync-at-fetch holds between and

Lemma 1 says that each step of fetching an instruction corresponds to a serial-
execution step. The lemma could be proved easily by flushing  and but in the
proof of sync-at-retire implies sync-at-fetch, we wish to avoid flushing. The purpose of
Lemma 1 is to prove that the two paths of the commuting diagram, and

both result in the same state The proof proceeds in two phases: first,
we prove that both paths retire the same number of instructions; then we prove that any
pair of paths that start from the same state and retire the same number of instructions
will result in the same state. The proof relies on Lemma 2 and Condition 1.

Lemma 2 says that each step that retires an instruction corresponds to a serial-
execution step. The proof of this lemma involves applying sync-at-retire correctness
to the state one step prior to the flushed state Applying the kill function to and
all states prior to results in the same implementation step because no instructions are
retired in these steps.

Lemma 2. Retire implies serial execution

Condition 1 says that from a flushed state, a fetched instruction will never be killed
(i.e., its execution is not speculative and it should eventually retire). Such a condition
may not be necessary in practice for the correctness of a pipeline, but we require it to
prove that sync-at-retire implies sync-at-fetch. The condition can be verified by prov-
ing invariants about numRetire and numWillRetire. In Section 5, we demonstrate that
checking Condition 1 is computationally less expensive than using sync-at-fetch.

Condition 1. From a flushed state, a fetched instruction will always retire

Lemma 3 is used in Step 3 of Figure 4. The lemma says that for each serial-
execution step, there exists an implementation step that retires the instruction and is
related to the serial-execution step via the kill function. This lemma is the opposite of
Lemma 2, which says that each retiring step corresponds to a serial-execution step. To
prove Lemma 3, note that a witness for the implementation state can be computed by
starting in the flushed state taking a step to fetch an instruction, and then stepping
the pipeline until the instruction is about to retire.
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Fig. 4. Overview of proof that sync-at-retire implies sync-at-fetch
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Lemma 3. Serialized implementation implies retire

The proof that sync-at-fetch implies sync-at-retire proceeds symmetrically to Fig-
ure 4: we show that every step that retires an instruction corresponds to a step in serial
execution, and that every step in serial execution corresponds to a step that fetches
that same instruction. In the superscalar proofs [ADJ04] multiple instructions might be
fetched or retired in a single clock cycle. This generalization means that a single fetch-
ing or retiring step corresponds to multiple steps of serial execution and multiple steps
of the specification.

5 Results

We used SVC [BDL96] to compare the verification complexity and time of three exam-
ple pipelines to demonstrate that sync-at-retire is computationally more efficient than
sync-at-fetch. Complete proof scripts are available at [Mic]. Table 2a shows the case
splits, expressions generated and run-times for the three pipelines, each of which is
an extension of the previous, and has the stages shown in Figure 2 and the following
features:

pipe1: executes loads and stores; no branches; stalls for dependencies on load in-
structions; includes icache misses and bubble squashing.
pipe2: adds branch and jump instructions with branch prediction; the branch target
is resolved in the READ stage meaning two instructions can be in the shadow of a
mispredicted branch.
pipe3: moves branch target resolution to the EX stage, meaning that three instruc-
tions can be in the shadow of a mispredicted branch.

The row labeled “total time” is the sum of the time for checking sync-at-retire and all
invariants needed for sync-at-retire. No invariants were required by sync-at-fetch for
these simple pipelines. Both methods require environmental assumptions that opcodes
are distinct.

We expect that this result is independent of proof engine – similar results should be
found using a different validity checker such as UCLID [LSB02] or CVC Lite [BB04].
Sync-at-retire does involve the manual work of creating the invariants, however these
are systematically created and not iteratively discovered based on counter-examples.
While in theory our approach requires more manual work (to construct the invariants),
we found in practice that debugging the pipeline was often significantly easier because
of the systematic nature of the invariant construction, which isolate bugs to a single
pipeline stage.

To guarantee that proving sync-at-retire is equivalent to proving sync-at-fetch, we
also checked the proof obligation required by the proof outlined in Section 4. Table 2b
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shows the complexity of checking Condition 1 for pipe3. It is considerably less expen-
sive than checking sync-at-fetch. Note again that sync-at-retire is an acceptable correct-
ness criteria by itself, and this condition is only necessary to guarantee that sync-at-fetch
is also satisfied.

6 Related Work

In earlier work, we surveyed many of the different approaches to safety verification of
microprocessors, and compared their correctness statements [ACDJ03]. In the body of
work that we surveyed, most verification efforts used sync-at-fetch. In this section, we
limit the discussion to prior work that has used sync-at-retire.

Fox and Harman [FH96,FH03] suggested the idea of relating a pipeline to a speci-
fication at the time of retirement with retiming functions. A retiming function maps an
implementation state to the specification state that corresponds to the retiring instruc-
tion. There is a separate data abstraction function. They verify a single-step commuting
diagram, but there is no discussion of invariants. They use term rewriting systems for
verification.

Arons and Pnueli [PA98,AP00] have used synchronize-at-retire with theorem prov-
ing. They use a program counter similar to ours, where the externally-visible program
counter is the address of the next instruction to be retired. They do not discuss invariant
generation other than to mention that it was the most difficult part of the proof.

Arvind and Shen [AS99] reported using term rewriting systems (TRS) in the veri-
fication of pipelined processors. In their paper, they discuss applying rewrites until the
system reaches a drained (flushed) state, an approach similar to flushing. They also
mention the possibility of “rolling back” pipeline execution by killing all partially-
completed instructions, but do not discuss it in enough detail for a meaningful com-
parison.
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Manolios [MS04] uses a commitment approach that maintains history variables with
parcels. Unlike our application, Manolios uses history variables that keep track of the
state of the pipeline before a given operation executed. He uses the history variables to
“rewind” the pipeline to revert to a previous state. He reports that using commitment to
verify safety properties is computationally more complex than using flushing. However,
with commitment, the incremental cost of verifying liveness is less than with flushing.

Arons and Pnueli [AP98], Jhala and McMillan [JM01], and Lahiri and Bryant
[LSB02] use a set of invariants (refinement maps), rather than a simulation relation,
as their correctness statement. The typical approach is to augment the implementation
with history variables. When an instruction is fetched, issued, or dispatched, the spec-
ification is executed to compute the correct values for any architectural state variables
that the instruction will write. When the instruction writes to architectural state, the
actual values written are compared to those in the history variables. Each architectural
state variable has its own refinement map, and so there is no unique synchronization
point in the verification. The lack of a synchronization point usually prevents the direct
comparison of an implementation state with the specification state. In some cases, it is
possible to do a direct comparison when the implementation is in a flushed state.

7 Conclusion

In this paper, we demonstrated that verifying a correctness formulation based on sync-
at-retire can have significant advantages over a formulation based on sync-at-fetch be-
cause no verification step requires more than a single step of the implementation. Fur-
ther, we proved that the two formulations are equivalent in the bugs that they will detect.
We did not attempt to show that sync-at-retire can verify a more complex pipeline than
any previously verified with sync-at-fetch, but instead focused on the comparison of the
approaches. We are interested in comparing our work with Hosabettu’s approach to de-
composing the sync-at-fetch correctness statement with completion functions [HGS03],
but must first map his approach to an automated verification environment.

For processor pipelines, a significant advantage of sync-at-retire as opposed to sync-
at-fetch is dealing with precise interrupts, where instructions ahead of the interrupt in
the pipeline may be killed. The sync-at-fetch approach would require a complex “in-
formed flushing” function to decide how many instructions should be flushed before
comparing with the specification state. In contrast, sync-at-retire requires no such func-
tion, and any reasonable interrupt handling scheme can be encoded in the invariants.
We are currently studying and quantifying this observation.

We plan to study sync-at-retire with other kinds of pipelines: very deep pipelines
used in digital signal processors and parallel pipelines, such as those used in graphics
engines. We are also interested in exploring the applicability of our approach to super-
scalar pipelines with out-of-order instruction execution and in-order retirement.
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Abstract. Late changes in silicon design (ECO) is a common although
undesired practice. The need for ECO exists even in high-level design
flows since bugs may occur in the specifications, in the compilation, or
due to late specification changes. Esterel compilation deploys sequential
optimization to improve delay and area of the netlist. This makes it
harder to find in the netlist where manual changes should be done and to
trace circuit changes back to the high-level specification. We show that
all sequential optimizations used in Esterel compilation can be made
reversible and demonstrate that an ECO problem can be reduced to
a commonly solved combinational ECO problem. This is achieved by
reconstructing some of the suppressed registers in order to backannotate
to the original code. We demonstrate that the cost of reversibility is
negligible.

1 Introduction

Late changes in silicon design, sometimes called ECO (Engineering Change Or-
der), is a common although undesired practice1. They happen due to last minute
changes in the specifications or due to design bugs found at a late stage, some-
times after the tapeout. At these stages going through the top-down design flow
is infeasible, because it would take too long and lead to undesirably large per-
turbations to the physical layout. Therefore, the change is made manually in
a late-stage design representation. High-level design flows generally reduce the
number of bugs. However, the need for ECO still exists since there is no guar-
antee that all bugs are eliminated and since the specification may change late
in the game. Since high-level design often deploys more powerful optimization
than manual design flows, it becomes harder to find the place in the final circuit
where manual changes should be made in order to correct the behavior. It is also

1 The exact definition of an ECO may vary from one organization to another, and it
does not necessarily imply a late change. However, in the rest of the paper, we use
ECO to refer to a late design change.

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 128–143, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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harder to trace circuit bugs and changes back to the high-level specification. A
software analogy would be to perform manual changes in an executable compiled
from C with -Ox options, while back-annotating these changes to the original C
code.

We will illustrate this general high-level design problem by an Esterel exam-
ple, with heavy sequential circuit optimization performed by the Esterel compiler
backend. The desired ECO flow is as follows. The original specification S is com-
piled by the Esterel compiler to a circuit netlist which is further optimized
to the final implementation C using combinational and sequential optimization.
If late changes are required this circuit is transformed manually into another
netlist such that perturbations to C are minimal. To maintain the high-
level specification consistent with the modified implementation and to verify the
manual change to the implementation, the original Esterel specification S is also
modified into to reflect the late changes. is then compiled to a new netlist

Finally, is verified against To debug mismatches, it is necessary to
understand if the fault is in the manual changes to the implementation or in the
changes to the Esterel spec, iterating until there is a perfect match. The circuit

can be used exclusively for verification or to provide hints for modifications
of the original implementation C. In the first case, optimization of is optional
but can speed up verification. The ECO flow is illustrated in Figure 1.

Fig. 1. ECO flow

Three capabilities are required for the described above ECO flow:

A sequential equivalence checker to formally compare and since sequen-
tial optimization is involved in producing C and possibly Esterel Studio
has two embedded sequential equivalence checking engines that are based on
BDD [6] and SAT [14]. Capacity of these tools typically matches the capacity
of sequential optimization, and it is rarely an issue in the modular compila-
tion flow for control-dominated designs. Recent work demonstrated that the
capacity of sequential verification can be further improved, e.g., by using a
combination of ATPG (or SAT) and BDD approaches [9], structural equiv-
alence [20], and multiplexing the state of the FSMs under verification [11].
More research in this direction is required to support high-level design flows.
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Traceability tools to zoom into the parts of the implementation netlist C,
where manual changes corresponding to the modified spec should be
done. Traceability has been implemented in Esterel Studio 5.0.1. It supports
forward linking of every source construct (state, transition, textual Esterel
statement) with HDL objects (variables, signals, logic equations) and back-
ward linking of any generated HDL object to its Esterel source. Traceability
is presented in Section 2. Notice that traceability is also the basis of critical
software and hardware certification, see the DO178B and DO254 directives
from the Federal Aviation Administration.
Modular compilation is necessary to confine changes to relatively small circuit
blocks. The next version of Esterel Studio will support modular compilation,
with only minor limitations. The user will be able to control the grouping
of modules, and hence to choose the granularity at which to optimize the
design and perform ECOs.

Sequential optimization used in the Esterel backend includes a few transforma-
tions: redundant latch removal, re-encoding of exclusive latches, retiming moves,
re-encoding of sequential threads, and code migration [16]. We distinguish be-
tween reversible and irreversible optimization transformations. In a reversible
transformation, one can reconstruct removed registers from the registers of the
final circuit and some extra information kept inside the design. All transforma-
tions that are bijective or injective on the state space of a circuit are reversible.
Surjective transformations (like state minimization) are irreversible: if two states
are collapsed they cannot be separated.

Exploiting reversibility, we will show how an ECO problem for the reversible
sequential transformations can be reduced to a combinational one by reconstruct-
ing some of the suppressed registers in order to backannotate to the original code
and to perform division between the logic of an actual design and the logic sup-
porting backannotation. The combinational ECO problem is solved in standard
design practice and is supported by some automation (e.g. by the ECO Compiler
of Synopsys).

Related Work. There have been a significant body of work in developing meth-
ods for incremental logic synthesis and physical design with a focus on automatic
algorithms for minimizing perturbations to an existing design in presence of the
design changes at the gate or RTL-level, e.g. [21,4,13,10]. [12,7,8] addressed
some aspect of late changes in the context of high-level or architectural synthe-
sis. In particular [12] allows one to repair a schedule if a data-path has changed
and [7] attempts to coordinate design optimization across multiple steps of be-
havioral synthesis. For the best of our knowledge, our work is the first attempt
to address late design changes in presence of sequential optimization.

The rest of the paper is organized as follows. Section 2 presents basics of the
Esterel compilation flow and explains how traceability is supported. Section 3
discusses interaction of sequential optimization with the ECO. ECO by examples
is presented in Sections 4 for the unoptimized case and 5 for the optimized case.
We conclude in Section 6.
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2 Traceability in Esterel Compiler

2.1 A Basic Esterel Example

We illustrate the traceability between the Esterel source code and the generated
circuit using the following simple program:

2.2 First Step: Building Esterel Assembly Code

The above program is first translated into an intermediate Esterel assembly code,
yielding (approximately) the following sequence of instructions:

The statements are indexed. The number after the index is a module instance
index telling by which module instantiation the statement is generated. Here,
there is only one module and all indexes are 0. Pragmas such as %lc: 0 5 4%
are source code backannotations, telling that a statement or part of a statement
is generated from line 5, column 4 of file indexed 0, pointing here to the await
keyword.

The flow of control is fully explicit, making statement ordering irrelevant.
Direct continuations always appear between parentheses, while statement ref-
erenced between angle brackets serve for statement resumptions as explained
below.

Here, the Root instruction is the start point, with immediate continuation
the Pause statement 4. Therefore, when the program is started, it immediately
pauses at 4. Resumption from this point at next tick is based on the indexes
between angle brackets, which determine the selection father of a statement, as
explained in full details in [2,3]. Here, the Pause statement 4 signals that it is
alive to its Resume father 2, which itself signals that it is alive to its Watch abor-
tion father 6, which in turn signals aliveness to the Root statement. Resumption
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Fig. 2. Esterel generated circuit

follows the reverse path. The Root statement resumes its Watch son, which im-
plements the abort behavior by immediately triggering its associated Present
test 1 whose index is given between curly brackets. The Present statement con-
ditionally triggers the following behaviors:

If B is present, the continuation 7 is taken, Y is emitted, and the program
pauses at 8.
If B is absent, control is transferred to the Resume statement, which resumes
its son 4. Resumption of the Pause statement passes control to its continu-
ation 3, which tests for A. If A is present, control is passed to 5, which emits
X, and then to 7 to emit Y and pause. If A is absent, control comes back to
the Pause statement that pauses again until the next instant, realizing the
“await A” behavior.

The assembly code is notably more complex for full-fledged programs, with
Fork and Parallel (join) statements to deal with synchronous concurrency and
Exit statements to deal with the trap-exit Esterel exception mechanism. We
give no more details here, since the handling of all statements is pretty similar
as far as traceability and ECOs are concerned.

2.3 Second Step: Translation to Circuit

From the above generated Esterel assembly code, the Esterel compiler generates
the circuit pictured in Figure 2. The gate names are abbreviated in the picture,
with the real full names and associated traceability pragmas as follows:
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Long names are useful since they are printed in HDL or C and thus propagated
down the synthesis chain. The name tells which function a gate is performing
and where it comes from. The first number it contains is the index of the state-
ment which generated the gate, while the second number is the module index
that identifies to which instance of which submodule the statement belongs, see
Section 2.5.

Pragmas add more traceability information to highlight source code at simu-
lation time, to report error messages, and to perform ECOs. Notice that a gate
can bear several pragmas. For instance, theThen3 gate bears %then: 3%, which
tells that the gate is 1 if the test statement 3 succeeds, %go: 5%, which tells that
the same gate starts the statement 5 right away, and %emit: X%, which tells
that X is emitted when the gate is 1. The last two pragmas are actually what
remains of a gate Go_5_0 that was initially created from Emit statement 5 but
swept away since it simply acted as a buffer between the statements 3 and 7.
Buffer sweeping carefully propagates pragmas.

Each Pause assembly statement generates a register, while all the other state-
ments generate combinational gates. Generally speaking, the register part comes
either from Esterel temporal statements such aspause, “await S”, “every S”,
and “loop ... each S”, which define sequential behavior, or from access to
previous signal status pre(S) used, for instance, in the rising edge detection
sequential expression “S and not pre(S)”. The combinational logic is gener-
ated by the control and signal propagation statements such as signal emission
“emit S”, signal presence test “if S then ... else ... end”, sequencing‘;’,
parallel etc.

2.4 User-Defined Names of Registers

Generated register names are particularly important since they are fundamen-
tal for ECOs and usually preserved by the backend circuit synthesis flow. To
make names more readable, one can associate a tag with a register-generating
statement in the source Esterel code:

When setting a special Esterel compiler option -eco, the compiler embeds
the tag in the register names, which become PauseReg_Wait_4_0 and
PauseReg_Sust_8_0 instead ofPauseReg_4_0 andPauseReg_8_0. Furthermore,
with this option, the register input gates are not subject to sweeping; they are
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named PauseRegIn_Wait_4_0 and PauseRegIn_Sust_8_0. Since they are out-
puts of the combinational part, they are not swept by synthesis backends and
easier to find when ECOs are needed.

2.5 Modular Compilation and Traceability

Esterel programs can involve calls to submodules. There are two main modes
of HDL generation: global, where submodule assembly codes are inlined in the
global module code; modular, in which submodules are compiled separately into
HDL designs and instantiated in the main module HDL. Modular compiling
is necessary for large applications, while global compiling makes it possible to
deeply optimize modules by analyzing their global behavior. Mixed modes where
some modules are inlined and others are separately compiled is also available.

A potential problem with global compiling is gate name instability. Indeed,
each gate is named with an instance index and a statement index. Adding one
statement to a submodule can modify the numbering of the statements in the
other submodules. Using the -eco option of the Esterel compiler, we alleviate
this problem by naming the gates relative to their position in the submodule
instance.

Finally, gates must be sorted according to control and data dependencies be-
fore being printed in HDL or C. Little changes in source code can have dramatic
effect on the resulting order. To improve code stability for ECOs, we dissociate
the gate definitions and the gate instantiation ordering, printing the gate defi-
nitions in statement order and their instantiations in causal order. This will not
be detailed further.

2.6 Traceability from Graphical State Machines

Esterel supports program design by hierarchical and concurrent safe state ma-
chines (SSMs), an evolution of C. André’s SyncCharts [1] supporting Mealy and
Moore machines. SSMs are translated into textual Esterel source code to be com-
piled. In SSMs, only terminal states without contents generate control registers;
transitions, concurrency, and hierarchical macro-states only generate combina-
tional logic. Terminal states can be named, and the names are propagated to
the generated Esterel pause statements using the @ tag symbol. Then, when
using the -eco compiler option discussed in Section 2.5, graphical state names
are pushed into HDL register names.

3 Sequential Optimization

The reader may have found that the circuit in Figure 2 is too heavy for the pur-
pose. This is often typical for a circuit generated in syntax-directed translation
by high-level synthesis, to which two kinds of optimizations can be applied:

Combinational optimizations, which are classical in synthesis backends. They
optimize logic using algebraic and Boolean methods with don’t care calcu-
lations [18].
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Sequential optimizations, which indirectly change how the state is encoded
by registers. This step is rarely done by standard synthesis backends, but is
found in control compilers such as Esterel or PBS [15].

For sequential optimization, the simplest idea would be to count the number of
reachable states of the design, say N, and to allocate registers to hold
them. In practice, this fails since the necessary state encoding / decoding cir-
cuitry tends to blow up. Finding the right register allocation is difficult even for
small designs. Furthermore, even if an optimal allocation is found, the obtained
circuit can be quite bad in overall terms because of encoding combinational logic
complexity. In practice, it is better to look for less aggressive register reduction
schemes that try to ensure a better register / logic compromise by respecting
the behavioral structure of the design.

Therefore, for Esterel optimization, we try to respect the initial encoding
while removing its redundancies in a controlled way. We use reachable-state
based algorithms presented in [19, 16, 17]. Here, we briefly present the three
main ones: redundant register elimination, incompatible registers folding, and
boot register elimination. We apply these techniques only on the control path of
the circuit, because the data path needs to be handled very differently.

3.1 Redundant Register Elimination

We say that a register is redundant if it can be replaced by a function of the other
registers without altering the sequential behavior of the circuit. For instance, in
the circuit of Figure 2, we can replace R8 by “not(Boot or R4)”. The newly
generated function can be merged with the rest of the combinational logic and
simplified with it.

In [5], Madre and Coudert have presented a simple algorithm to check
whether a given register is redundant. Let be the vector of all registers,
and let be the characteristic function of the reachable state space of the
circuit. Call and the positive and negative cofactors of by character-
ized by the Shannon decomposition The cofactors are functions
of the variables in Then is redundant if and only if the conjunc-
tion of the cofactors is 0. One can replace either by the positive
cofactor or by the negation of the negative cofactor whichever
expression is simpler (they are functionally equal).

Of course, deciding whether a redundant register replacement is useful is a
very difficult global optimization problem. We use heuristics based on the size of
the cofactor supports (active variables), replacing registers only if their support
is relatively small. The threshold is user-adjustable.

3.2 Merging Exclusive Register Groups

Consider the following Esterel program:
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The behavior goes in two phases: waiting for the last of A and B, and waiting for
the last of C and D to emit X. Call RA, RB, RC, and RD the 4 registers generated by
the 4 await statements. Then RA and RB are concurrent and can take any of the
possible 4 value pairs, and so are RC and RD. However, the RA-RB and RC-RD groups
are dependent: the disjunction predicates and are exclusive, i.e.
cannot be true together. Therefore, we can safely superpose the register pairs
using an auxiliary switch register SW. For instance, we can use two registers RE
and RF and set and We
are left with 3 registers instead of 4 at the cost of introducing some gates that
could possibly be reduced by combinational optimization. The effect would be
more pronounced if the sequential components had more registers.

Notice that exclusive register folding can be detected from source code only,
without computing reachable states. This is a clear advantage of explicit par-
allel / sequence temporal structures over the classical HDL division between
combinational and sequential processes. Knowing when to effectively apply ex-
clusive register folding is subject to heuristics that are outside the scope of this
paper.

3.3 Boot Register Elimination

In the circuit translation from Esterel, the initial instant is always triggered by
the single Boot register, all other registers being initialized to 0. It may happen
that this initial global state can be suppressed by removing the Boot register
and changing the initial value of the other registers. In this case, the new circuit
is obviously simpler. This is possible if there exists an initial value allocation to
the other registers that leads to the same behavior and the same target states
as the initial boot state. Algorithms are presented in [19].

3.4 Reversible and Traceable Sequential Optimization

An important property of the sequential optimizations we have presented is that
they are reversible: the suppressed registers can be reconstructed from the kept
ones. This will be very important for ECOs. In practice, we iteratively chain
several optimization algorithms. To be able to reconstruct the old registers in
function of the new ones, we could keep the undo information at every optimiza-
tion step, which would be fairly error-prone. We find it much simpler to use a
simpler trick: add the original registers as outputs of the circuit before running
the optimization algorithms. The trick has an additional advantage: it makes it
possible to use any optimizer and to optimize the circuit as a black box.

Technically speaking, call the original circuit, its input vector, its output
vector, and its register vector. The circuit is determined by the combinational
function where is the new state vector for registers. Keeping
the original registers as outputs amounts to considering a circuit of the form

where the input-output transformation from to is simply
the identity function. Sequentially optimizing yields a new set of registers

and a new circuit having type When running on
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an input sequence, the values of the original register vector of is directly
recovered from outputs.

From we can recover two circuits: a circuit obtained by dropping the
outputs, and a circuit obtained by retaining only the output of The

latter circuit summarizes all the undo parts of sequential optimizations, since
any original register in can be reconstructed by combinational logic from the
final registers in and the inputs in which are the same as for

After the removal of the outputs, we go one step further and apply combi-
national optimization to yielding the final implementation circuit Surpris-
ingly, other registers may fall out in this process, if they were used to compute
old registers in but useless for the input/output behavior. Such non-functional
registers can be due to state space redundancies, meaning that the original circuit
did not implement a minimal state graph. Therefore, they could not be removed
by the previous optimizations that preserved the reachable state space. The last
combinational step to can actually perform some state graph minimization,
which was unexpected a priori. This step is also reversible: the removed registers
can be reconstructed by combinational logic from the remaining ones and from
inputs by taking their definition from remaining registers and primary inputs in

(Register difference between and might actually exhibit unwanted source
code redundancies in the design; we have not explored this yet.)

In the experiments, we ran the algorithms on a number of controllers from
real designs, and observed only minor differences between direct optimization
and our chain of reversible optimizations, sometimes only after the last step
from to The results are summarized in the table below. Columns “pi”
and “po” show the number of inputs and outputs, “org” is the original circuit,
“diropt” the one obtained by direct optimization, and and the ones obtained
by the optimization chain described above. For each circuit, the two numbers
count registers and sum-of-product literals. For the 4 first circuits, we show two
different register / logic compromises, without or with exclusive register merging.
All optimizations were sequentially verified.

design
disk1

disk2

photo

robot

bus
dma
modem
mailbox

pi
38

34

30

31

19
8

70
596

po
36

35

150

29

20
56

152
517

org
56

55

110

86

89
47
46
41

548

693

949

694

445
510
515

2359

diropt
45
13
38
22
99
58
79
27
35
16
14
35

420
599
440
601
679
866
472
833
399
265
245

2550

45
13
41
24

102
61
82
27
37
21
14
25

451
725
449
667
763

1096
519

1000
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Fig. 3. Original Esterel model

4 ECO Examples in Unoptimized Mode

We present in this section different ECO manipulations. Our assumption is that
the fix is easily done in the Esterel model. But the circuit being already signed-off,
it is not possible to use the modified model and generate a new layout. Instead,
one must identify which changes of the already generated circuit correspond to
the change in the Esterel model.

Adding a Term in an Equation. Consider the program of Figure 3. It is
made of an explicit hierarchical automaton and of a textual equation in parallel.
The END state is a macrostate whose contents will be presented below. Suppose
the definition of MovePrim should be modified by adding the prim_pmreq_det
signal as follows:

Let us examine how to modify a VHDL code generated from the original Esterel
model and signed-off before the change was done in the specification. In Esterel
Studio, by clicking on the sustain statement, we print the list of HDL variables
generated by the equation. Then, we read their equations in the HDL code,
which are as follows:
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Fig. 4. Adding a transition in a FSM

The signal status gates bear the names of the signals. One can see thatmovePrim
is emitted when Go is true and the decomposed Boolean expression (from the
second and the third equations) is true. Notice that actual IO signals keep their
names while local signals generate variables of the form Status_movePrim. The
ECO simply consists in changing the second equation into

Adding a Transition Between Two States. Figure 4 shows the contents
of the macro-state labelled END in Figure 3. We need to add a transition be-
tween BAD1 and BAD3, with trigger “tx_adv and prim_pm_req_det”. The first
step is to find the state registers and their inputs in the HDL code. Here, one
can search for the BAD1 and BAD2 names, and find registers PauseReg_BAD1_53_0
and PauseReg_BAD3_37_0 with respective combinational inputs
PauseRegIn_BAD1_53_0 and PauseRegIn_BAD3_37_0. Clicking on the states of
the FSM also shows the corresponding registers.

We need to modify the input equations of BAD1 as emphasized below (new
code in italic):
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The change ensures that Bad1 is exited when the trigger is true. For BAD3, the
change is more intricate:

The last two negated signals are necessary to ensure that the new transition has
a lower priority than the existing ones from BAD1 to IDLE (preemption as seen
on Figure 3), and to BAD2.

Adding a New State. Adding a new state consists in adding a new pause
register and a new transition equations, which is similar to the example explained
above.

Validating the ECOs. To prove ECO correctness, we use the fsm_verify se-
quential equivalence checker already mentioned in Section 1. The new Esterel
program is compiled into blif using the Esterel compiler, and the manually mod-
ified HDL program in Verilog or VHDL is compiled into blif using a synthesis
tool such as Design Compiler and a blif library. We prove sequential equivalence
between both blif designs using the fsm_verify. This technique has proved
efficient for relatively large control-dominated designs. Of course, any HDL se-
quential equivalence technique is usable as well. If the modifications do not alter
the register set, a combinational equivalence is sufficient.

5 ECOs on Optimized Designs

Let us perform the ECO of Section 4 after sequential optimization. The direct
identification of registers and gates has become impossible. However, if the re-
versible ECO-friendly optimization is used, it is possible to re-generate the old
registers as function of the new ones. A correspondence table is automatically
generated as follows:
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Adding Extra Logic to Exit a State. To add the required transitions from
BAD1 it is necessary to modify exit conditions for state BAD1.

The equation defining in_BAD1 comes directly from the table above. The
state BAD1 is encoded in the optimized circuit with the three registers eco_1,
eco_23, eco_27 all at ‘1’. So the next state functions for registers encoding
in_BAD1 should take false value when eco_exit_BAD1 is true.

Adding Extra Logic to Enter a State. New logic is also added to enter
stateBAD3: the optimized registers encoding BAD3 are or-ed with the new tran-
sition trigger. Here also, one must take care of transitions from BAD1 to IDLE
(triggered by phy_ready_deasserted) and to BAD2 (triggered by movePrim),
which have higher priority. Since Phy_ready_deasserted is a primary input, it
is still present in the optimized circuit. The internal signal movePrim has been
optimized away in the optimized circuit, and we must reconstruct it. The ta-
ble above indicates that BAD2 is encoded as (eco_1 and eco_23 and eco_31).
Therefore the transition from BAD1 to BAD2 is taken when in_BAD1 and the in-
puts of eco_1, eco_23 and eco_31 are all at 1. The HDL code is modified to
reflect changes on the inputs of registers encoding BAD3, i.e. eco_1 and eco_13:

These new Boolean expressions can be optimized to reduce extra logic.

Adding a New State. Adding a new state in an optimized circuit can be per-
formed by adding a new register, or by using a previously unused encoding of the
existing registers. The first approach is simple and done as already explained in
this paper. The second approach is more difficult because the existing transitions
to and from the states encoded with the reused registers are impacted.

Validating the ECOs. The ECO is validated in the same way as for unopti-
mized circuits and as explained in Section 4. However, notice that the correspon-
dence table of the original registers and the new ones can be used to simplify
the equivalence checking between the two versions of the same circuit: the un-
optimized one and the optimized one. Indeed, one can build a new circuit by
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composing the optimized circuit with This new circuit can be verified
against the original circuit using a combinational equivalence checking, which is
much more efficient than sequential equivalence checking.

6 Conclusion

We have shown that ECO is traceable even in the case of heavy sequential
optimization of control-dominated designs written in Esterel. The three key ideas
are modular synthesis, traceability from source code to circuits and back, and
reversible sequential optimization. In particular, we have shown that sequential
optimization reversibility makes it possible to transform the sequential ECO
problem into the more classical combinational ECO problem by reconstructing
the removed registers. After ECO is performed, sequential equivalence techniques
are used to verify circuit changes w.r.t. source code changes. The ECO flow we
have described is supported by the Esterel Studio tool suite.

Our work was focused on developing a method for handling late design
changes in the context of the Esterel flow. We believe however, that it is of
a more general value and that a similar method can be applied to any high-level
design flow that uses optimization in generating RTL.
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Non-miter-based Combinational Equivalence Checking
by Comparing BDDs with Different Variable Orders
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Abstract. This paper describes a new method that is useful in combinational
equivalence checking with very challenging industrial designs. The method does
not build a miter; instead it builds BDDs of reference and implementation cir-
cuits independently – so that each BDD can have its best order while building
the BDD – then compares the two BDDs directly without transforming one vari-
able order to the other. In the comparison, checking containment of two BDDs is
necessary to handle don’t cares efficiently. Even though there are polynomial al-
gorithms for checking equality of two BDDs, those algorithms are not extendible
to containment checking. Thus we also present an efficient algorithm, of poly-
nomial complexity, to check both equality and containment of two BDDs with
different variable orders. Our non-miter-based method was able to verify many
hard industrial designs previously infeasible with existing miter-based state-of-
the-art techniques. Experimental results show that the non-miter-based method
is very efficient for designs that are especially difficult to check due to dissim-
ilarities and don’t cares. The current work does not suggest an alternative that
replaces conventional equivalence checking algorithms, but rather an approach
that augments their capability for designs that are very hard to check.

1 Introduction

The combinational equivalence checking problem is to determine whether two circuits
are combinationally equivalent. Typically, the circuits are at different levels of abstrac-
tion, with one being a reference design and the other its implementation. Combinational
equivalence checking is being used extensively in industrial design and is a mature prob-
lem. However, given that equivalence checking is known to be an NP-hard problem, it
is naive to believe that the problem is entirely solved. There are still many real designs
that current state-of-the-art equivalence checking tools cannot verify. For those hard
verifications, users have to perform extra workarounds, such as specifying equivalent
nets between two circuits explicitly, changing hierarchical boundaries and so on. To
avoid such tedious workarounds, more powerful equivalence checking technology is
required.

BDDs(Binary Decision Diagrams [6]) and SAT(Boolean Satisfiability [13,18]) are
two major techniques in equivalence checking. BDD-based equivalence checking is
trivial if the BDD size does not grow too large; however, that is not the case in most
real designs. Therefore the cut-based method [2,14,10] has been used to avoid building
huge monolithic BDDs. Even though this method has been used successfully, since it

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 144–158, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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causes false negative problem [2], it still suffers from false negative resolutions that are
expensive and infeasible in many cases in real designs. To avoid the false negative prob-
lem, Moondanos et al. presented a method of simplifying a function for a net [17]. In
this method, instead of simply introducing a free variable for a net on a cut, the function
driving the net is replaced with a simplified function which preserves the range of values
on the cut. Later, Moon et al. presented an improved method of simplifying functions
for multiple nets at once by range computation and parametric representation [16,12],

All these technologies for combinational equivalence checking are based on the
miter [5] (so called miter-based). The miter contains a reference circuit and its imple-
mentation circuit, and the two circuits are XNORed so that the miter output is true
when the circuits are equivalent. The miter-based method also implies that both the ref-
erence and implementation circuits are put together into a single circuit and equivalence
checking is performed on the single circuit.

However, even though the miter-based technologies work quite well in most cases,
we have found that mitering contributes to hard verifications, especially for BDD-based
techniques when two circuits are very dissimilar. This is because 1) best variable order
keeps changing during building BDDs and 2) in the presence of don’t cares, the best
BDD variable orders for the two circuits could be significantly different for both static
ordering and dynamic variable reordering. One example is shown to explain this in
Section 2. Also the hard verifications due to dissimilarity come from 1) different levels
of abstraction such as RTL-to-Gate verification, 2) don’t cares in reference circuit, and
3) different architectures of arithmetic units.

Experimentally, in many hard designs previously infeasible with existing miter-
based state-of-the-art techniques, we were able to build BDDs for reference and imple-
mentation circuits by building the two BDDs separately in two different BDD managers
so that each BDD manager can be free to choose its own BDD variable order optimally.
If we could efficiently compare the two BDDs with different variable orders in two
different BDD managers, we would have a new way of efficient equivalence checking.
This method is called non-miter-based equivalence checking since mitering is not re-
quired for equivalence checking and the method does not build the two BDDs in one
BDD manager.

In this paper, we present a method for non-miter-based equivalence checking and
also propose an efficient algorithm for comparing two BDDs with different variable or-
ders. The comparison algorithm handles not only equality but also containment of two
BDDs. The containment checking is necessary to handle don’t cares efficiently. This
is explained in Section 2. Even though there are algorithms with polynomial complex-
ity [8,4] for checking equality of two Free BDDs, those algorithms are not extendible
to containment checking. We can also compare two BDDs with different variable orders
by rebuilding a BDD in the BDD manager of the other BDD [3]. However, there is a
strong possibility of BDD blow-ups during the rebuilding process.

To our knowledge, the proposed method is the first practical approach in non-miter-
based equivalence checking1, and the algorithm comparing BDDs is also the first in

1 A similar idea was briefly mentioned in [3] by transforming the variable order of one BDD to
that of the other. However, that was rather experimental purpose to show the performance of
the transforming.
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checking containment of two BDDs with different variable orders with polynomial
complexity. The non-miter-based equivalence checking does not suggest an alternative
that replaces conventional equivalence checkers, but rather an approach that augments
their capability for designs that are very hard to check due to dissimilarities and don’t
cares.

The remainder of this paper is organized as follows. Section 2 presents non-miter-
based equivalence checking. Section 3 describes the proposed algorithm to compare
two BDDs with different variable orders. Section 4 provides an algorithm to generate
counter-examples. Section 5 explains related work. Section 6 analyzes the non-miter-
based method. Experimental results are shown in Section 7, and we conclude with Sec-
tion 8.

2 Non-miter-based Combinational Equivalence Checking

Non-miter-based combinational equivalence checking can be done by building BDDs
of reference and implementation circuits separately in two different BDD managers.
Therefore, each BDD manager is free to find optimal variable orders for either refer-
ence or implementation circuit individually during both static ordering [9] and dynamic
variable reorderings [20]. The non-miter-based method also uses the cut-based method
to avoid building huge monolithic BDDs.

Then we need to compare the two BDDs with different variable orders in different
BDD managers, without transforming the variable order of one BDD to that of the other.
This is because transforming a BDD with one variable order to another order allows a
strong possibility of BDD blow-up. How to compare the two BDDs is described in
Section 3.

2.1 Handling Don’t Cares

Don’t cares come from RTL descriptions where functions are incompletely specified.
A function with don’t cares is modeled as an interval as in [1,22].

Let be the function of reference circuit and be the function of implementation
circuit. In the presence of don’t cares in the circuits (for generality, assume both ref-
erence and implementation circuits have don’t cares), each circuit has an interval of
minimum and maximum functions In this case, we can
build BDDs of and in one BDD manager and BDDs of and in
another BDD manager, allowing each manager to have its own BDD variable order. In
addition, we could also build each BDD of and separately in different BDD
managers, and the same for and Then, equivalence checking can be done
by containment checking that tests whether and reside between and

as below.

Figure 1 shows Karnaugh maps of reference and implementation functions as an
example of equivalence checking with don’t cares. The interval functions of are
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Fig. 1. Equivalence checking with don’t cares.

and The function
of is In this case, since resides between and we say the
implementation is equivalent to the reference, since we are interested in equivalences
only inside care sets.

Table 1 shows the number of BDD nodes for each set of functions after BDDs are
built, depending on different variable orders. The bold numbers in the table are the op-
timum BDD sizes including a constant node. The best order for the reference functions
in Column 5 is whereas the best order for the implementation
in Column 4 is badc. Even though the implementation is equivalent to the reference

their best orders are quite different due to don’t cares. When the
implementation is not equivalent, their best orders could be significantly different. In
an extreme case, the difference could be exponential in terms of the number of BDD
nodes between two orders, and this actually happens in practice (see Section 7). Thus,
it is preferable to compare two BDDs directly without transforming one variable order
to the other in order to avoid BDD blow-ups.

The numbers in Column 6 are the cases when we build BDDs of a miter. However,
the XNOR cell is excluded in the miter for this comparison. We can easily see that
the numbers are always bigger than those in the other columns in a given order, as the
numbers in Column 5 are always bigger than those in Column 2 and 3. The numbers
in Table 1 also imply difficulty level to build the BDDs. In other words, the bigger a
number is, the more chances of BDD blow-ups exist. In this example, assuming we can
get the optimal order, if we build the BDDs of and the BDD of in one
BDD manager, the difficulty level is 12. Whereas, if we build the BDDs of and

in one BDD manager and the BDD of in another BDD manager, the difficulty
level is Max(9,5) = 9. Notice that we take the maximum number for the difficulty level
since a BDD blow-up is very likely to happen in the BDD manager with the highest
difficulty level, if a BDD blow-up happens. Furthermore, if we build each BDD of

and separately in three different managers, the difficulty level becomes
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Max(6, 6, 5) = 6. Thus, it is better to keep the number of functions in a BDD manager
as small as possible to minimize the maximum number of BDD nodes. This example
explains why the non-miter-based works well in hard verification problems.

Furthermore, since peak sizes of BDD nodes are observed in the middle of building
BDDs rather than at the end in general and there are many cases where variable orders
we get from static ordering and dynamic variable reorderings are quite far from opti-
mum orders, it makes sense to build BDDs of reference and implementation circuits
separately, as shown in the last order(bcda) in Table 1.

2.2 Cut-Points

Using cut-points in BDD-based equivalence checking is inevitable to deal with indus-
trial designs [14,10,19]. To set the cut-points, identifying internal equivalences be-
tween reference and implementation designs is required. Due to the nature of this prob-
lem, it is easier to do with a miter. Thus, we use the miter partially only to find internal
equivalences. Then, we assign a free variable for each internal equivalence on both nets
in reference and implementation designs.

2.3 False Negative Resolution

After we introduce free variables on cut-points, if the results are equivalent, the designs
are equivalent. If the results are not equivalent, this could be a false negative. Thus we
need to justify whether this discrepancy is a true negative or not. Unlike finding the cut-
points, false negative resolution can be done in just one BDD manager, either reference
or implementation.

The way we justify false negatives is conceptually a combination of the methods
in [11,19]. When we have a false negative, we have a BDD showing the difference
between two designs. Then, for each cut-point in the support of the BDD, we compose
the variable associated with the cut-point with its function. This function could be in
terms of the primary inputs, in which case the process stops, or a function of other
cut-points, in which case all new cut variables must be eliminated. The other cut-points
are set by moving the current cut-points toward the primary inputs by topological
levels [11]. In the moving process, if there is a hierarchical boundary, we prefer to hold
cut-points on the boundaries as much as possible [19]. The process stops when the
difference BDD becomes a constant or contains only primary inputs. There are many
cases where the difference BDD becomes zero before reaching the primary inputs while
composing the cut variables.

3 Comparing Two BDDs with Different Variable Orders

Once two BDDs of reference and implementation circuits are built with different vari-
able orders in different BDD managers, the remaining problem is to perform either
one equality checking if there are no don’t cares or two containment checkings if there
are don’t cares. The algorithms proposed in this section handle both equality and con-
tainment checkings in a single framework. The algorithms can also generate counter-
examples if the two circuits are not equivalent. Generating counter-examples is ex-
plained in Section 4. The algorithms are based on BDD minterm counting [6]. Minterm
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counting on a BDD can be done by traversing each node just one time, meaning linear
complexity in terms of the number of BDD nodes [6]. Minterm counting is fast and
independent of variable orders, which is very nice.

3.1 Necessary and Sufficient Conditions

Let and be the BDDs of the reference and implementation circuits, respectively, in
different BDD managers. Let be the input variables of and and be the number
of the variables. represents the number of minterms in For equality checking of
the two BDDs, the number of minterms on function and is necessarily the same.
Similarly, for containment checking of the two BDDs, the relation between the number
of minterms should be satisfied on function and according to the operator. Formally,

where is a comparison operator among EQ(=), or However, this
condition is not sufficient for equality or containment checking. Thus we take cofactors
of and with respect to a variable then in order to check and

we compare the numbers of minterms; against and against

These are additional necessary conditions. We check these necessary conditions re-
cursively until a cofactored function becomes a constant. On a constant function, the
following condition is sufficient for equality or containment checking.

where each is either or independently, and During checking of the
necessary and sufficient conditions, once any violation is found, the two BDDs are not
equivalent and we generate counter-examples. Notice that if we take cofactors with re-
spect to all variables in the variable order of either or BDD node creation occurs
only in one BDD manager. A naive implementation will have an exponential number
of checks. Actually checking only sufficient conditions suffices for equality or contain-
ment checking. However, we can have early terminations for failing cases by checking
necessary conditions and we can make a linear number of checks in terms of BDD
nodes (smaller BDD size of the two BDDs) for equality checking and quadratic num-
ber of checks for containment checking by having a hash
table to store intermediate results to avoid the same computations due to BDD node
sharing.

3.2 Algorithm for Comparing Two BDDs

Figure 2 shows the pseudo-code of the algorithm for comparing two BDDs. In Proce-
dure CheckEquivalence, and are the BDDs of the reference and implementation
circuits, respectively. Op represents the comparison operator and can be either EQ,
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Fig. 2. Algorithm for comparing two BDDs.

LEQ or GEQ. The procedure returns PASS if two circuits are equivalent, or FAIL if not
equivalent and generates counter-examples through ce.

The procedure keeps an event queue of virtual nodes N that are sub-problems of
checking equivalence. N has four elements: is a BDD from reference circuit, is
a BDD from implementation circuit, op is a comparison operator, and path is a cube
representing a path from the root node to the node N. PushNode makes a virtual node
TV and puts it into the event queue. Initially, the queue contains one event with the two
BDDs of the reference and implementation circuits. Then, PopNode takes a node TV
from the event queue with a selection strategy that can be BFS(breadth-first search) or
DFS(depth-first search), or any combination of BFS and DFS. With the chosen node,
we check equivalence on the node by calling CheckNode. We do this until the event
queue becomes empty.
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CheckNode checks equivalence of two BDDs on a node chosen in CheckEquiva-
lence. FindHash checks whether it has already been done by searching the hash table.
If not, the number of minterms on and are computed, and their relation according to
op is checked in CheckMinterms. While computing the number of minterms of a BDD,
the BDD manager keeps all the number of minterms of live BDD nodes in a hash ta-
ble for efficiency. If the relation holds, the result is added to the hash table. Otherwise,
counter-examples are generated. In the case of no violation, we generate two more sub-
problems into the event queue by cofactoring with respect to the top variable between

and unless or is a constant. The recursion with choosing the top variable fol-
lows the order in that is the variable order for Then the cofactorings on does
not create any new BDD nodes.

3.3 Improved Algorithm by Conflict Checking

Checking equivalence on a node can be improved by conflict checking instead of min-
term counting for checking necessary conditions. To prove if we split and

with respect to the necessary conditions are and Figure 3
shows an improved algorithm for checking equivalence on a node via conflict checking.
CheckConflict tries to find any conflict among all sub-problems (i.e. necessary condi-
tions). If there is no conflict, it generates two more sub-problems, and

BddRegular returns the regular BDD node to suppress complemented BDD
node. The procedure returns NO_CONFLICT, CONFLICT, or REFINE(a conflict that
can be resolved by updating and to EQ). Here are some examples on conflict
checking.

For instance, suppose that one sub-problem is and there is another sub-problem,
Then, we know that either of them must fail, whereas the two sub-problems

are necessary conditions for the original problem comparing two original BDDs. Thus,
we can conclude that the two original BDDs are not equivalent. In case of and

either of them must fail unless in which case the two necessary conditions
are still satisfied. Thus the two necessary conditions are refined to

Major differences in CheckNode from that in Figure 2 are 1) no minterm count-
ing is involved except when generating counter-examples, 2) inserting sub-problems
themselves (instead of intermediate results) into the hash table, 3) finding failures by
checking conflict of one sub-problem against other sub-problems instead of checking
correctness of the sub-problem, and 4) calling FindHash with BDD regular nodes and
without operator. If status is REFINE, we just update to EQ.

Compared to the algorithm in Figure 2, the algorithm in Figure 3 is much faster,
since no minterm counting is involved except when generating counter-examples. But
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Fig. 3. Improved algorithm by conflict checking.

there is a potential drawback that finding a violation could be delayed with more recur-
sions. However, it seems that, in practice, a conflict occurs almost always right on or
after the recursion where two BDDs are not equivalent.
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4 Generating Counter-Examples

Once any violation is found in the algorithms in Section 3, we generate counter-examp-
les. GenerateCounterExamples in Figure 4 takes two BDDs and on a node N
where the violation is found with op), and path that is a cube representing a path from
the root node to the node N. If either or is a constant, counter-example ce can
be computed trivially. Otherwise, we need to find whether the violation comes from
the positive or negative branch by counting the number of minterms. Here notice that
there is almost always a difference in the number of minterms in either or both positive
or negative cofactors in practice. However, it is possible to have the same number of
minterms when we have different functions. Thus, if CheckMinterms on the positive
branch returns true and GenerateCounterExamples returns nil, we try to find a counter-
example on the negative branch.

Fig. 4. Generating counter-examples.

5 Related Work

There are several techniques to compare two BDDs with different variable orders. One
approach is to transform one BDD to match the variable order of the other BDD. This
can be done by rebuilding a BDD in the BDD manager of the other BDD [3], or by
changing the variable order of one BDD manager to that of the other BDD manager
using sifting [20]. Both methods introduce a strong possibility of BDD blow-ups. Even
though the authors in [3] claimed that the complexity of the method by rebuilding is
polynomial, the claim holds only when two BDDs are functionally equivalent. If two
BDDs are not functionally equivalent, the worst case complexity of the method is still
exponential since the BDD size with the other order is unknown and could be exponen-
tial. The experimental results in Section 7 show that this really happens in practice.

A second approach is to find a good common variable order between the two dif-
ferent variable orders. This is known as the multiple variable order problem [7, 21].
However, finding a good common order is not easy in many cases and may not exist in
some cases. Furthermore, there is still the possibility of BDD blow-up.

A third approach is to compare the two BDDs directly without changing any vari-
able orders. This was first done by Fortune et al. [8]. The authors presented a polynomial
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time algorithm for equality checking, The algorithm works on two Free BDDs when
one of them is fully ordered. The equality checking of the BDDs is done by checking
whether their cofactors are equivalent recursively. Later, Blum et al. presented an algo-
rithm for testing equality of two Free BDDs [4]. However, the algorithm can give false
positives with probability of error less than by running the algorithm times. These
two algorithms cannot handle containment checking and cannot provide any counter-
examples.

The algorithms presented in this paper are conceptually similar to the one described
in [8], but our algorithms check necessary conditions at each recursion. The checking
of necessary conditions allows early termination for failing cases, and it extends to
containment checking that is necessary to handle don’t cares. Therefore, our algorithms
handle both equality and containment checking in a single framework with polynomial
complexity, and also generate counter-examples. Notice that the complexity of both the
proposed algorithms and the ones in [8, 4] is polynomial for both passing and failing
cases.

BDD minterm counting was also used for Boolean function matching in technology
mapping [15].

6 Analysis of the Non-miter-based Method

Even though the non-miter-based method can verify many hard verifications that the
miter-based methods cannot (see Section 7), there are also many cases that can be ver-
ified by miter-based method, but not by the non-miter-based method. This is mainly
because those cases can be easily verified by SAT or ATPG, but those are hard for
BDD-based method, and vice versa.

There are also many cases where the non-miter-based method takes more time and
space than the miter-based methods. Suppose that an implementation circuit is identical
to its reference circuit. Then the non-miter-based method takes twice the time and space
compared to the miter-based method since the non-miter-based method has to build the
BDD of the same circuit twice. Similar degradations also happen for the cases where
structural similarity between the reference and implementation designs is very high,
and for the cases where verification is reasonably easy.

Furthermore, in the presence of imperfect variable orders we get from both static
ordering and dynamic variable reorderings, even when the structural similarity is low,
there could be cases where building a BDD of miter is easier than building BDDs of
the reference and implementation designs separately especially when dynamic variable
reordering is turned on.

Therefore, it is preferable to combine the non-miter-based method with the miter-
based methods to improve the overall performance.

7 Experimental Results

We have implemented the non-miter-based method with existing miter-based methods.
The miter-based methods have many state-of-the-art engines such as BDD, SAT, ATPG,
functional learning, and so on. The strategy for using multiple engines is to switch one
engine to another as soon as a given resource limit is reached for the engine. The re-
source limit is gradually increased for each engine. For the non-miter-based method,
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we use the interleaving algorithm [9] to get static variable orders, and dynamic vari-
able reordering is turned on during building BDDs. We have run all experiments on a
750MHz SUN UltraSPARC-III with 8G-byte memory.

Table 2 compares performance on several hard designs. The first column lists in-
dustrial designs which the miter-based methods cannot verify except Design6, and the
designs have only the compare-points that the miter-based methods were not able to
verify. We have tried to verify those hard compare-points by BDD, SAT, and ATPG
with unlimited resource limit in the miter-based approach, but none of them were able
to verify the cases. The next 4 columns show the number of compare-points to verify,
the number of cells in both reference and implementation circuits, the number of inputs,
and the similarity number showing how the implementation is similar to the reference
in terms of circuit structure. If two circuits are exactly the same, the similarity is 1.0.
If two circuits are totally dissimilar, the similarity is 0.0. The similarity was measured
by applying 1024 random input patterns, and the similarity is defined by the number of
nets having the same signatures divided by the number of total nets.

The next 6 columns compare the overall performance of the proposed method in
this paper against the miter-based method, and the Rebuild method in [3]. The times in
the table are in seconds and the memory usages are in M bytes. The time-out limit was
10 CPU hours and the memory-out limit was 4G bytes.

Table 2 shows that the non-miter-based method can augment the capability of the
miter-based methods, especially on hard verifications. Surprisingly, among the 5 time-
out cases with the miter-based method, even though these cases were very hard for
BDD, SAT, and ATPG, each of the cases was verified within 2 minutes with less than
280M bytes. We believe this is mainly because the best orders for reference and im-
plementation circuits are significantly different and the differences come from the dis-
similarity shown in Column 5. However, the non-miter-based method is virtually inde-
pendent of the dissimilarity, and the main problem is the difficulty of building BDDs of
reference and implementation circuits separately.

We can also easily see that the proposed method outperforms the method in [3].
Among the 5 time-out cases with the miter-based method, 4 cases were still hard for the
Rebuild method. This was mainly because there were BDD blow-ups during building
BDDs without cut-points. This shows the effectiveness of using cut-points in general.

Especially in Design6, the algorithm by rebuilding was not able to finish due to the
BDD blow-up during rebuilding even after two BDDs are built. The sizes of the ref-
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erence and implementation BDDs are 23990 and 1537, respectively, before the BDDs
blow up. However, the proposed algorithm completed easily with small memory con-
sumption. This is because once two BDDs are given, the complexity of comparing the
two BDDs is still polynomial even when the two BDDs are functionally not equivalent.

The last column in Table 2 shows how much time was spent for comparing BDDs
other than building BDDs from the time spent by the proposed method. This shows
that the time for comparing BDDs is relatively much smaller than the time for building
BDDs. This clearly shows that the proposed algorithm is fast and effective. All designs
in the table have don’t cares and this implies that a lot of containment checking is
involved in comparing BDDs.

Table 3 compares the performance a combined method of the miter-based and non-
miter-based methods against when each method used stand-alone. The designs in this
table are the same as in Table 2, but the designs contain all compare-points, not only
the hard compare-points but also easy ones for the miter-based method. Among the 5
time-out cases with the miter-based method, there are still 3 cases that are hard for the
non-miter-based method only. This is again because there were some compare-points
verified easily by SAT or ATPG, but those compare-points were too hard for the non-
miter-based method.

However, the combined method was able to verify all the cases efficiently. This
clearly shows that combining the miter-based and non-miter-based is necessary and
the non-miter-based method augments the capability of the miter-based method signif-
icantly. In Design3, the combined method was 3.5X faster than the non-miter-based
method. This was also because some compare-points were much easier to verify by
SAT or ATPG. On the other hand, in Design5, the combined method was 6X slower
than the non-miter-based method. This was mainly because in the multiple engine strat-
egy, there were cases when an engine is dispatched, but the engine does not make any
progress. This is a very hard problem to predict which engine is going to be good for
certain compare-points.

8 Conclusions

We have demonstrated that building BDDs of reference and implementation circuits
independently was easily done for many hard verifications in combinational equiv-
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alence checking. This implies that mitering can contribute to hard verifications for
BDD solvers. Therefore we have proposed a non-miter-based equivalence checking that
builds BDDs of reference and implementation circuits separately in different BDD man-
agers, then compares directly the BDDs with different variable orders without trans-
forming one variable order to the other.

We have also presented efficient algorithms to compare two BDDs with different
variable orders, and the algorithms can handle not only equality but also containment
checkings with polynomial complexity. This algorithm is the first in checking contain-
ment of two BDDs with different variable orders.

We were able to verify many hard verifications with the combined method of the
miter-based and non-miter-based equivalence checking, and experimental results show
that the non-miter-based method is very efficient especially for very dissimilar circuits
that are hard to verify, and complements miter-based methods significantly.

Even though the combined method solved many hard verifications, there are still
many designs that neither the miter-based nor the non-miter-based method cannot solve.
The main problem is still in building BDDs and in finding good cut-points that make
building BDDs easier and that do not cause false negatives. Now we are investigating a
method to build BDDs efficiently and to orchestrate multiple engines.
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Abstract. Transformation-based verification has been proposed to synergisti-
cally leverage various transformations to successively simplify and decompose
large problems to ones which may be formally discharged. While powerful, such
systems require a fair amount of user sophistication and experimentation to yield
greatest benefits – every verification problem is different, hence the most effi-
cient transformation flow differs widely from problem to problem. Finding an
efficient proof strategy not only enables exponential reductions in computational
resources, it often makes the difference between obtaining a conclusive result or
not. In this paper, we propose the use of an expert system to automate this proof
strategy development process. We discuss the types of rules used by the expert
system, and the type of feedback necessary between the algorithms and expert
system, all oriented towards yielding a conclusive result with minimal resources.
Experimental results are provided to demonstrate that such a system is able to
automatically discover efficient proof strategies, even on large and complex prob-
lems with more than 100,000 state elements in their respective cones of influence.
These results also demonstrate numerous types of algorithmic synergies that are
critical to the automation of such complex proofs.

1 Introduction

Despite advances in formal verification technologies, there remains a large gap between
the size of many industrial design components and the capacity of fully-automated for-
mal tools. General exhaustive algorithms such as symbolic reachability analysis [1]
solve a PSPACE-complete problem and are limited to design slices with significantly
fewer than one thousand state elements. Overapproximate proof techniques such as in-
duction [2] solve an NP-complete problem and may be applied to significantly larger
designs, though are often prone to inconclusive results in such cases. Consequently,
even a piece of an industrial processor execution unit (much less an entire chip) is
likely to be too large for a reliable application of automatic proof techniques.

Technologies such as bounded model checking (BMC) [3] and semi-formal verifi-
cation [4, 5] address the simpler NP-complete problem of exhaustive bounded search,
leveraging the bug-finding power of formal algorithms against much larger designs.
Though incomplete, hence generally unable to provide proofs of correctness, such ap-
plications have become prevalent throughout the industry due to their scalability and
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ability to efficiently flush out most design flaws. Nevertheless, once such approaches
exhaust their ability to find bugs, the end-user is often left debating how many resources
to expend before giving up and hoping that the lack of falsification ability is as good as
a proof.

The concept of transformation-based verification (TBV) [6] has been proposed
to synergistically apply various transformation algorithms to simplify and decompose
large problems into sufficiently small problems that may be formally discharged. While
the complexity of a verification problem is not necessarily related to its size, the com-
plexity class of the algorithms indicates an exponential worst-case relationship between
these metrics, which is validated by practical experience. By resource-bounding any
possibly costly BDD- or SAT-based analysis, it is possible to limit the complexity of
most transformations used in a TBV system to polynomial while exploiting their ability
to render exponential speedups to the overall verification flow as noted in [6, 7].

The strength of TBV is based upon the availability of a variety of different com-
plementary transformations which are able to successively chip away at the verification
problem until it can be handled by a terminal decision procedure. We have found that
the power of TBV is often able to yield a proof for large problems which otherwise
would be candidates only for falsification techniques. However, in cases, achieving such
results requires a fair amount of user sophistication and trial-and-error – every verifi-
cation problem is different, hence the most efficient transformation flow varies widely
from problem to problem. Given a TBV system with a finite number of algorithms,
each with a finite number of discretely-valued parameters, there are a countably infinite
number of distinct proof strategies that could be attempted. Finding an efficient proof
strategy not only entails exponential reductions in overall computational resources, it
often makes the difference between obtaining a conclusive result or not.

In this paper, we propose the use of an expert system to automatically guide the
flow of a transformation-based verification system. We discuss the type of rules used
by the expert system to ensure that commonly-useful, low-resource strategies are ex-
plored first, then gradually more expensive strategies are attempted. We have found this
approach useful for quickly yielding conclusive results for simpler problems, and effi-
ciently obtaining more costly yet conclusive strategies for more difficult problems. We
additionally discuss the type of feedback necessary between the TBV system and the
expert system, needed to enable the expert system to effectively experiment with proof
strategies. Lastly, we discuss the learning procedure used by the expert system to ensure
that it leverages the feedback of previous experimentation in its quest for the best-tuned
proof strategy for the problem at hand – ultimately seeking a conclusive result. Exper-
imental results are provided to demonstrate that such a system is able to automatically
yield proofs of correctness for large designs (with more than 100,000 state elements in
their cones of influence) by maximally exploiting the synergy of the transformation and
verification algorithms within the system against the problem under consideration.

Mechanizing the application of proof strategies is not a new concept; it is an essen-
tial component of most general-purpose theorem provers, e.g., HOL [8], PVS [9], and
ACL2 [10]. However, the presented TBV approach is well-tuned for the verification
of safety properties of hardware designs, incorporating numerous specialized transfor-
mations that are applicable to large systems. Finding a good scheduling and parameter
setting for these transformations is non-trivial, though key to full automation.
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2 Netlists: Syntax and Semantics

Borrowing the notation of [7], a netlist is a tuple comprising a directed
graph with vertices V and edges Function G : V types represents
a semantic mapping from vertices to gate types, including constants, primary inputs
(i.e., nondeterministic bits), registers (denoted as the set R), and combinational gates
with various functions. Function is the initial value mapping. At time 0, the
value of register is defined to be the value of gate the value of at time is
defined as the value of the gate sourcing the input edge to at time The semantics of
a netlist are defined in terms of semantic traces: 0, 1 valuations to gates over time which
are consistent with G and Z.

Our verification problem is represented entirely as a netlist, and consists of a set of
targets correlating to a set of properties We say that target is
hittable if it evaluates to 1 along some trace, and that is unreachable if no trace may
hit We thus assume that the netlist is a composition of the design under verification,
its environment (encoding input assumptions), and its property automata1.

In our experiments, we map all designs onto a netlist representation containing only
constants, primary inputs, two-input AND gates, inverters, and registers, using straight-
forward logic synthesis techniques. Because inverters may be represented implicitly as
edge attributes in the netlist representation [12], we assess the result of various trans-
formation flows in terms of only register, primary input, and AND gate counts.

3 Transformation-Based Verification

Transformation-based verification was proposed in [6] as a framework wherein one
may synergistically utilize the power of various transformation algorithms to iteratively
simplify and decompose complex problems until they become tractable for automated
formal verification. All algorithms are encapsulated as engines, each interfacing via a
common modular API. Each engine receives a verification problem represented as a
netlist, then performs some processing on that problem. This processing could include
an attempt to solve the problem (e.g., with a bounded model checking or reachability
engine) or it could include an attempt to simplify or decompose the verification problem
using a transformation (e.g. with a retiming or redundancy removal engine). In the
latter case, it is generally desirable to pass the simplified problem to another engine
to further process that problem. As verification results are obtained on the simplified
problem, those results propagate through the sequence of engines in reverse order, with
each transformation engine undoing the effects of the transformations it performed to
present its parent engine with results that are consistent with the netlist that its parent
transmitted. A particular instance of a TBV system is depicted in Figure 1.

The most useful verification and falsification engines tend to consume exponential
resources. In contrast, the applied transformations either require only polynomial re-
sources or are applied in a resource-constrained manner. They may ultimately reduce

Due to the ability to synthesize safety properties into automata [11], this invariant-checking
model is rarely a practical limitation.

1
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Fig. 1. Example flow of a transformation-based verification system

problem size by orders of magnitude compared to the initial size (even after a sim-
ple cone-of-influence reduction and constant propagations). We have found that the
impact of such transformations on high-performance gigahertz-class designs is particu-
larly pronounced, effectively automatically undoing many of the commonly employed
high-performance microarchitecture and design techniques such as pipelining and addi-
tion of redundant logic to minimize propagation delays (e.g., replicating a lookup queue
in two places in the circuit), which otherwise make the verification task of a given de-
sign component more difficult from one design generation to the next. A well-tuned
transformation flow can therefore solve a problem with exponentially lesser resources
than another, and even enable a conclusive result which otherwise would be infeasible.

3.1 Example Transformation Algorithms

In this section we introduce the transformation and verification engines used in our
experiments. Recall that we measure netlist size in terms of register count, primary
input count, and AND gate count (after a cone-of-influence reduction with respect to
T). Each transformation explicitly attempts to reduce only one or two metrics, and may
increase the others. Numerous options are available for each of these engines to bound
resources and specify algorithmic parameters.

COM: a redundancy removal engine, which attempts to merge functionally equiv-
alent gates. This engine uses on-the-fly compression techniques as the netlist is
received (such as associative hashing to preclude the creation of redundant AND
gates) in addition to combinational post-processing techniques such as resource-
bounded BDD- and SAT-based analysis (which are NP-complete sub-problems) to
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identify functionally redundant gates [12]. This engine is guaranteed not to increase
any of the three size metrics.
EQV: another redundancy removal engine, similar to that of [13]. This engine uses
a variety of heuristics (such as symbolic simulation) to guess redundancy candi-
dates, then uses induction to prove and subsequently exploit that redundancy. Its
reductions may far exceed those possible with COM and eliminate every redundant
gate in the netlist; however, this problem is PSPACE-complete, hence often lossy
short-cuts must be accepted which trade reduction potential for run-time gains. This
engine is guaranteed not to increase any of the three size metrics.
RET: a min-area retiming engine [6,14], which attempts to reduce the number of
registers in the netlist by shifting them across combinational gates. This approach is
guaranteed not to increase register count, but in calculation of retimed initial values
via structural symbolic simulation, it may increase the other two metrics.
BIG: a structural target-enlargement engine [15], which replaces a target by the
characteristic function of the set of states which may hit that target within time-
steps, simplified with respect to the set of states which may hit that target in fewer
than time-steps. BIG is guaranteed not to increase register count nor primary
input count, but may increase AND gate count.
CUT: a range-preserving parametric-reencoding engine [7,16], which replaces the
fanin-side of a cut of the netlist graph with a trace-equivalent, yet simpler, piece
of logic. CUT is guaranteed not to increase primary input count nor register count,
but may increase AND gate count.
LOC: a localization engine, which isolates a cut of the netlist local to the targets
by replacing internal gates by primary inputs. This is similar to the processing of
CUT, though in contrast, LOC does not preserve the range of the cut. This is the
only transformation used in our experiments which is not both sound and com-
plete – proofs of correctness on the localized design are valid for the unlocalized
design, but counterexamples may be spurious (hence may need to be suppressed).
To help guide the cut-selection process, the engine uses a light-weight SAT-based
refinement scheme [17] to include only that logic which is deemed necessary. LOC
is guaranteed not to increase register count nor AND gate count.
RCH: an MLP-based symbolic reachability engine [18]. It is a general-purpose
proof-capable engine, solving a PSPACE-complete problem.
SCH: a semi-formal search engine [4, 5], which interleaves random simulation
(to identify deep, interesting states), symbolic simulation (using either BDDs or
a structural SAT solver [12]) to branch out from states explored during random
simulation, and induction to attempt low-resource proofs of unreachability.

4 Tuning TBV Proof Strategies

Arriving at a well-tuned TBV engine flow with minimal effort is a nontrivial task for
several reasons. The first is due to the number of possible proof strategies; given a sys-
tem with distinct engines, there exist possible distinct engine sequences of length
Some engines are significantly more resource-intensive than others. It is therefore rarely
an effective strategy to exhaustively attempt all possible engine flows of a certain depth.
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Instead, one will often wish to resort to a heuristic approach of partially exploring the
tree of possible engine flows beginning with lower-cost, often-effective flows. One will
then analyze their effectiveness upon the corresponding problem (e.g., their achieved
reduction) to decide what to attempt next – whether to pursue appending further trans-
formations onto the end of some of those already-explored flows, or to try some new,
possibly more expensive flows in the quest for obtaining a conclusive result. Viewed
another way, the user prioritizes among each node of the explored tree based upon the
size of the problem at that node and the suspected reduction potential beyond that node
(e.g., if a deeper transformation flow is attempted beyond that node), and systematically
chooses promising nodes from which to further experiment.

The second difficulty is due to the irreversibility of certain transformations. Several
verification-oriented transformations – particularly approximate ones such as localiza-
tion – alter the netlist in a manner which may not be readily reversible2. Thus, apply-
ing transformations A then B may yield a different netlist than applying B then A,
and performing a certain transformation may destroy the ability to subsequently solve
the problem without backtracking out of that transformation. This precludes a simple
depth-first search from being an effective proof strategy; some degree of branching and
bounding must be performed. To compound this problem, recall that there are three
netlist size metrics that we consider; many transformations reduce one or two of these,
and may substantially increase the others. Different algorithms are more sensitive to
some of these metrics than others – e.g., symbolic reachability analysis is highly sen-
sitive to register count whereas structural SAT solvers are more sensitive to AND gate
count. This overall makes it difficult to rate the effectiveness of a given transformation.

Given the amount of experimentation necessary to solve complex verification prob-
lems, there exists a strong motivation to attempt to automate this overall process. This
automation may save considerable manual effort for expert users, furthermore enabling
a much faster time to a conclusive result due to the ability to automatically explore
proof strategies in parallel. Additionally, it enables even casual users (for example, a
logic designer who is not versed in formal methods) to obtain results that otherwise
would not be obtainable, at least until the problem is transferred to an expert user of the
tool. Finally, an automated process may well be able to effectively learn strategies and
algorithmic synergies that may otherwise go unexplored even by an expert user.

5 Automating TBV Proof Strategies via an Expert System

In this section, we describe how to fully automate the process of obtaining efficient
proof strategies with a TBV system. The overall architecture of this automated system
is depicted in Figure 2. At the center of this system is the TBV core itself. Problems are
imported into the TBV system, and the results are reported, via the User Interface. The
verification process itself is controlled via the Proof Strategy Interface which includes
the Engine Control Interface through which the engine selection process is performed,
and the Engine Feedback Interface through which feedback is reported to indicate how
well the various engines are performing upon the active problem.

The process of reversing a transformation is often emulated by removing the corresponding
engine from a given transformation flow.

2
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Fig. 2. Integration of an expert system with a TBV system

An example run of the TBV system is depicted in Figure 2. The problem is first
processed using the proof strategy of engine E0, then E1, then E2, each selected via the
Engine Control Interface. Next, assume that, based upon the Feedback received from
these engines, the controller of the verification process wishes to attempt a different
proof strategy. The controller will thus preclude attempting to further transform the
problem after E2, and instead instruct the TBV system to pass the transformed problem
from E0 to a new engine flow beginning with E33.

The control of the TBV process is traditionally carried out by running pre-packaged
strategies, which is limited in that a conclusive strategy for a difficult problem may not
be previously known. Alternatively, it may be put under the control of a user who will
wish to manually tune the flow based upon Feedback provided by the system, using the
heuristic experimentation process described in Section 4. To achieve full automation
of the verification process while retaining the ability to experiment to yield conclusive
results on difficult problems, we propose to eliminate the need for user interaction by
attaching an expert system to the Proof Strategy Interface.

5.1 Expert Systems

Feigenbaum [19] defined an expert system as “an intelligent computer program that
uses knowledge and inference procedures to solve problems that are difficult enough to
require significant human expertise for their solution.” Expert systems are often used to
solve complex problems with ill-defined domains for which no algorithmic solution is
known or which belong to an intractable class of problems. Countless types of expert
system applications have been proposed over the past decades.

The three main architectural components of an expert system are the following.

It is an implementation-specific detail as to whether the TBV system will retain the branch
containing engines E1 and E2 in scope. Retaining engines outside of the active proof path
increases overall resource consumption, though facilitates subsequent experimentation along
those prior branches without needing to re-run those flows. Note also that the exploration
of distinct branches may be performed by multiple machines operating in parallel, possibly
transferring snapshots of the transformed netlist.

3
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The knowledge base, which contains the domain-specific knowledge used to solve
problems. This knowledge can be elicited from human experts, or it can be learned
by the system itself. Knowledge is often represented in the form of rules which
govern the solution strategies employed by the expert system.
The working memory, which refers to task-specific data for the problem under con-
sideration. The working memory is the data that is read and written to as the expert
system attempts to solve the problem.
The inference engine, which contains the algorithms used to leverage the rules in
the knowledge base in order to solve problems. Once the knowledge base is built
and the task-specific data is read into the working memory, the inference engine
will begin evaluating rules to attempt to solve the problem.

5.2 Expert System Implementation

In this section we provide an overview of the implementation of an expert system for
deriving effective proof strategies for a TBV system. Figure 3 depicts the high-level
experimentation algorithm. As the expert system experiments with the problem and
partially explores the tree of possible proof strategies, it records data learned from that
experimentation in a database called the Tree of Knowledge during step 34. As discussed
in Section 4, there are two primary decisions involved in the experimentation process:
choosing a promising node in an engine flow from which to further experiment (decided
during step 1), and selecting the next engine to append onto that chosen node (decided
during step 2).

The Tree of Knowledge. The Tree of Knowledge is a database of information learned
during prior experimentation on the active problem, which may generally comprise re-
sults obtained in a parallel-processing environment. Each node in the tree corresponds
to the run of a particular engine instance (including its options) and the Feedback re-
ceived from that run. The recorded Feedback information may include the following.

The transformed netlist size, and information about any solved targets.
The resources consumed by that engine run.
Dynamically-obtained information on how an engine’s options could be improved.
This feedback includes two aspects.
(a) How to initialize the system to a given node with lesser resources. For example,

SAT-solvers use various heuristics in their processing; the best heuristic for a
given problem may enable dramatic speedups vs. another heuristic. If a SAT-
based engine determines during its run that a particular heuristic worked best,
it may report that information to be recorded in the Tree of Knowledge so that
a future run can initialize to this node more quickly.

(b) Hints to yield a superior flow. For example, if a redundancy removal engine
sees that it precluded some analysis due to resource limitations, likely hurting
its reduction potential, it would provide feedback so that a future run could
increase the corresponding type of resources and yield superior reductions.

1.
2.
3.

The results of user-guided experimentation may also be recorded in this database.4
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Fig. 3. High-level expert system algorithm

Choosing a Node for Further Experimentation. During step 1 of the algorithm of
Figure 3, the expert system chooses a node from the Tree of Knowledge from which to
perform further experimentation, then initializes the TBV system into the corresponding
state. To make this decision, the expert system assigns a priority to each node in the Tree
of Knowledge using a set of rules; it then performs a weighted random selection among
the prioritized nodes. Several classes of rules are used to assign priorities.

Prefer smaller netlists. An important set of rules is based upon the size of the
netlist at corresponding nodes in the tree – the smaller the problem, the closer to
a conclusive result the system tends to be, though this trend is certainly not guar-
anteed. However, recall that there are three distinct size metrics considered. The
size-related priority ascribed to a node is thus varied during the experimentation,
from strategies using equal weights among all the metrics, to strategies using brute-
force to minimize the number of registers (without regard to other metrics) in the
hope of yielding an inductive target or one which is amenable to reachability analy-
sis, to more experimental strategies which prioritize towards nodes which managed
to significantly reduce any of the metrics in the hope that a subsequent flow may
compensate for increases in the other metrics and ultimately yield a proof.
Prioritize away from well-explored branches. Based upon the previous set of
rules, the system will tend to perform near-exhaustive exploration of the first ex-
plored branch consisting of strictly decreasing size metrics. While this is indeed
an advantageous strategy to begin with, it may preclude necessary experimenta-
tion along a completely different flow to yield a complex proof. Therefore, a class
of rules is needed to prioritize away from nodes in the tree that have been more
thoroughly explored – i.e., deeper exploration is no longer yielding significant re-
ductions despite having experimented with most advantageous engine types.
Exploit low-cost re-initializations. Note that there is a computational cost associ-
ated with initializing the TBV system to a given node (that is not already in scope),
namely that of re-running the desired transformation flow up to the desired node.
It is therefore often advantageous to have a set of rules prioritizing towards a fair
amount of experimentation from or near the active nodes before re-initialization
into completely different branches.
Identify the causes of unsuccessful branches. In cases, the reason that a proof
cannot be obtained along a branch may be attributed to a transformation which oc-
curred much earlier in the flow. For example, if an instance of LOC subsequently
renders a spurious counterexample, it is of no utility to perform further experimen-
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tation under that instance. As another example, it may be the case that the problem
at a branch is suffering from far too many primary inputs to complete a reachability
computation and none of the available algorithms is able to compensate for that
metric, and that an earlier instance of RET was the cause of a significant increase
in input count. Though the Prioritize away from well-explored branches class of
rules will ultimately bring us out of heavy exploration of such branches, another
class of rules is useful to attempt to further leverage information about the cause of
unsuccessful branches, and to backtrack sufficiently far to circumvent that causal
engine, instead of continuing to branch to other points under that causal engine.

Choosing an Engine to Append to the Initialized Node. During step 2 of the algo-
rithm of Figure 3, the expert system must decide what engine type to append to the
initialized node. Because any engine type may be run at any given time, rules are again
deployed to determine priorities for these possibilities; the expert system then performs
a weighted random selection among the prioritized possibilities. The following classes
of rules are useful to prioritize among the possible choices.

Begin with low-cost flows. The primary objective is to obtain verification results as
quickly as possible, so the initial priorities are set to attempt commonly-effective,
low-cost flows first. Whether falsifying or proving, reduction algorithms can yield
dramatic improvements in runtimes and enable conclusive results that otherwise
may be missed given available resources, so the priorities of low-cost reductions
such as COM and RET are initially high. Additionally, the priorities of low-cost
falsification and proof engines such as SCH are initially high.
Gradually attempt more expensive flows. As more and more experimentation is
performed, the expert system acknowledges that the problem is increasingly more
difficult, hence gradually increases the priority of its heavier-weight reduction algo-
rithms such as EQV. Additionally, as more and more attempts at falsification render
inconclusive results, the priority of proof-capable flows including LOC and RCH
are increased and the priority of falsification engines such as SCH are decreased.
Exploit known algorithmic synergies. Known synergies between transformations
should be exploited by a set of rules. For example, running a redundancy removal
engine after retiming often helps reduce the potential increase in combinational
logic caused by that engine, hence priorities should be adjusted accordingly.
Explore the potential of unknown algorithmic synergies. Because every prob-
lem is different, it is generally impossible to predict the possible algorithmic syn-
ergies that will be key to solving that problem, hence the system should have a set
of rules to attempt to prioritize towards such experimentation. It is rarely useful
to re-run the same engine type back-to-back, without any intermediate transforma-
tions. However, it is often the case that repeated calls of a given transformation
engine, interspersed with other transformations, is an effective strategy whereby
one transformation synergistically unlocks further reduction potential for another.
A generic way to encode this trend is to analyze the extent to which the size met-
rics changed since the last run of a given engine type, and update the priority for
instantiating that engine type accordingly. For example, assume that the current en-
gine flow is RET, COM, CUT where CUT performed slight reductions, whereas
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COM performed significant reductions. The priority of appending RET to this flow
is increased since the netlist changed significantly in size since RET was last run,
whereas the priority of appending COM is decreased due to the lack of change in
netlist size since that engine last ran. Note that such experimentation may result in
the eventual learning of commonly useful known synergies – this has the potential
to enable the overall system to grow in effectiveness as it is deployed upon more
and more problems, especially as new engine types are added to the system.
Leverage the Tree of Knowledge. The Tree of Knowledge contains information
about prior experimentation. Because the concept of initializing the system into
a previously-explored node is covered by step 1, re-running an already attempted
child engine of the initialized node is lowered in priority in this step, particularly if
that child did not yield a beneficial reduction. Also, the hints recorded from prior
runs may be used to attempt to obtain an improved proof strategy.

6 Experimental Results

In this section we provide the experimental results of the integration of an expert system
with a TBV system. All experiments were run using a single processor and 4GB main
memory on an IBM RS/6000 Model 43P-S85 (850MHz), using the IBM internal verifi-
cation tool SixthSense. In addition to the engines discussed in Section 3.1, we utilized a
phase abstraction engine [20] on all IBM designs prior to importing them into the tool.

We had intended to provide a large set of results showing the run-time difference
of various proof strategies; however, the majority were easily discharged by a straight-
forward proof strategy. For example, we ran the 42 designs of the ISCAS89 testsuite
using each primary output as a target5. Except for one target of S635, the overall system
was able to discharge all 1615 resulting targets using the proof strategy COM, RET,
COM, SCH, BIG, RCH in less than 35 cumulative minutes of runtime6. We therefore
consider these to be easy problems; rather than describing these experiments in more
detail, we turn our attention to significantly more difficult problems.

Table 1 comprises some of the most difficult verification problems we have encoun-
tered among IBM designs. The first column is a label column, indicating the name of
the corresponding design and the metric being tracked in the corresponding row. The
second reflects the size of the original, unreduced verification problem. The successive
columns indicate the size of the problem after the corresponding transformation en-
gine (indicated in the row labeled with the design name) was run. The total run-time,
memory consumption, and result of the corresponding proof strategy is also provided.

MFC is a memory flow controller. ERAT is an effective-to-real address translation
unit. IOC is an I/O Controller. RING comprises starvation and prioritization correct-
ness properties for network arbitration logic. SQM is an InfiniBand store queue man-
ager. MMU and SMM are different memory management units; we report results for
several different types of properties for these. All of these had undergone many months
of simulation-based analysis prior to importing into the TBV framework, and weeks

Though these may not be meaningful properties to check of these designs, none are otherwise
available for them; additionally, these are easily-reproducible experiments.
The target of S635 requires inexpensive image computations to hit.

5

6
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of analysis using commonly-effective falsification and proof strategies had been per-
formed within the TBV system without conclusive results prior to deploying the expert
system. SMM and SQM were the most difficult of these examples, requiring nearly four
days of experimentation by the expert system (running one thread). RING was the sec-
ond most difficult, requiring nearly two days. The others were solved within one day of
experimentation. We noted the following trends in our experiments.

LOC performs an overapproximate transformation; the choice of too small of a lo-
calized cone may render a spurious counterexample. More generally, localization
locks us into a netlist where redundancy removal techniques may be weakened: e.g.,
gates which are constant in the original netlist may not be constant in the localized
netlist. It is thus important to choose a large enough cone not only to prevent spu-
rious counterexamples, but also to prevent weakening other redundancy removal
transformations which may ultimately be needed to yield a conclusive result. It
therefore came as a surprise to us that the expert system found, after some experi-
mentation, that some of our most difficult problems were efficiently solvable when
performing localization after only basic reductions. For these cases, early localiza-
tion was a successful strategy since it quickly identified a sufficiently large cone
that remained unreachable, yielding a significantly smaller netlist against which
we could successfully apply more costly reductions. Note that nested localizations
intermixed with other transformations often yields increasing reductions7.
RET often substantially reduces register count, though may significantly increase
combinational logic due to the symbolic simulation necessary to compute retimed
initial values. While COM, CUT, and EQV are useful in offsetting this increase, as
one adds more RET calls, more and more of the registers begin to attain symbolic
initial values as reachability data is effectively locked into their initial values. Some
of these runs show that the expert system found it effective to resort to a more costly
EQV coupled with fewer retiming runs accordingly.
Redundancy removal is almost always a useful transformation. EQV may yield dra-
matic reductions, though tends to be the most expensive transformation discussed
if used with sufficiently high resources to yield near-optimal reductions.
A general characteristic of TBV is that one reduction often enables another, in
turn allowing the same transformation to yield increasing reductions when inter-
spersed with other transformations. For example, redundancy removal, parametric
re-encoding, and localization are able to break connections which constitute re-
timing traps, enabling multiple retiming instances to yield increasing reductions as
noted in [6]. Redundancy removal often enables parametric reduction that other-
wise could not be obtained [7]. Retiming may enable a gate that acts as a constant
only after the first several time-steps of execution to be merged as a constant in a
sound and complete fashion [7], enabling further redundancy removal.

For MFC, the flow of RET before LOC was critical; without the simplification en-
abled by retiming, the localized cones became hopelessly large. ERAT and IOC com-

A similar observation on the utility of nested localizations was noted in [21], applied in an
approach which extracts an unsatisfiable core from a BMC SAT instance. Our application in a
TBV domain yields greater flexibility in its ability to leverage various transformations between
the localization instances.

7
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prised a large degree of redundant logic. Both EQV and RET are required to solve these
targets, though the former is much more expensive than the latter – it was found that the
combinational gate increase by RET caused the best strategy to place that engine after
EQV. RING.P required multiple retiming passes to render an inductive target. RING.S
was an interesting case; our last EQV call was a thorough and costly one, requiring
nearly five hours of run time. Once reduced, we found a valid counterexample of depth
192 on the resulting design in less than one minute. Without this reduction, we found
that we could not complete the localization refinement of the failing time-step within
a period of 36 hours, without which the localized cone yielded spurious counterexam-
ples. This illustrates the power of TBV not only to enable complex proofs, but to yield
exponential speedups to the bug-finding process. SQM required aggressive redundancy
removal to enable a highly-effective retiming and localization step, which in turn en-
abled the property to be trivialized during a subsequent aggressive redundancy removal
step. SMM was a difficult problem for which we have not found a shorter proof-capable
strategy, though its overall run-time was quite reasonable. The winning strategy was
to iteratively leverage all of the discussed transformations to chip away at the netlist
size, even requiring what seemed to be rather poor engine choices (e.g., note that RET
was instantiated numerous times yielding a reduction of only one register, at the cost
of tripling primary input count). Additionally, that strategy chose many low-resource
calls to CUT which yielded only modest reductions; larger-resource calls yielded much
greater primary input reductions, but at the cost of much greater AND gate increases
which slowed the overall flow. Ultimately, the synergy between the algorithms rendered
a sufficiently small netlist to enable a proof by induction or reachability.

7 Conclusion

In this paper we propose the use of an expert system to automate the experimentation
necessary to obtain an efficient proof strategy for a transformation-based verification
system [6]. We discuss details of how to integrate an expert system with a TBV system,
and of how to customize the expert system to enable it to yield conclusive verifica-
tion results with minimal resources. Our experiments demonstrate the utility of such
an overall system in automatically yielding complex proofs for large industrial designs
with over 100,000 registers in their cone of influence, even after simple redundancy re-
moval. This integration eliminates the need for manual effort or formal expertise to yield
conclusive results on such difficult problems. Additionally, this integration enables the
exploitation of parallel processing to automatically learn algorithmic synergies critical
to the solution of such complex problems which otherwise may go undiscovered.
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Abstract. In this paper, we show how proper benchmarking, which
matches day-to-day use of formal methods, allows us to assess direct im-
provements for SAT use for formal methods. Proper uses of our bench-
mark allowed us to prove that previous results on tuning SAT solver
for Bounded Model Checking (BMC) were overly optimistic and that a
simpler algorithm was in fact more efficient.

1 Introduction

Over the past decade, verification via model checking has evolved from a theo-
retical concept to a production-level technique. It is being actively used in chip
design projects across the industry, where formal verification engineers can now
tackle the verification of large industrial hardware designs.

Assessing theoretical results requires more than simply getting experimental
results on some benchmarks. Rather, results must be attained for a wide range of
benchmarks, under conditions as close as possible to real-life formal verification.
In order to illustrate the significance of proper benchmarking, we demonstrate
how applying overly restrictive benchmarking can be misleading. We, then, show
how proper benchmarking, which matches day-to-day use of formal methods,
allows us to assess direct improvements. We present a method of splitting up
the problem, which verification engineers usually meet in day-to-day real-life
work. This allows us to distribute the problem in a simple and efficient way.
This distribution technique is simple, but we, nevertheless, prove that it is very
efficient by benchmarking. In a more general way, our goal is to show how very
simple ideas can be proven to have great impact by experimentation.

This paper is organized as follows: Section 2 discusses our work in tuning
decision-heuristics for a SAT solver and shows how proper benchmarking proved
that the results were too optimistic. Section 3 explains how we assessed the
performance of a straightforward distributed SAT Bounded Model Checking
algorithm. Section 4 summarizes our conclusions. The benchmark we mainly
used in this paper (the IBM Formal Verification Benchmark), is presented in
Appendix A.

2 Decision Heuristics for Tuning SAT

This section presents some decision heuristics for tuning the zChaff VSIDS for
bounded model checking as in [15]. The experimental results use a predecessor

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 174–185, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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of the IBM Formal Verification Benchmark. The next section shows how proper
use of the IBM Formal Verification (Cf. appendix A). Benchmarking proves the
results in this section are too optimistic.

2.1 Bounded Model Checking and SAT Basis

BMC Basis: BMC translates a safety formula from LTL [14] into a propositional
formula under bounded semantics. The general structure of a G(P) formula, as
generated in BMC [5], is as follows:

where is the initial state, is the transition between cycles and
and is the property in cycle

If this propositional formula is proven to be satisfiable, the satisfying assign-
ment provided by the SAT solver is a counterexample to the property G (P). To
convert the initial propositional formula into Conjunctive Normal Form (used as
the input format by most SAT solvers), extra variables are introduced to avoid
combinatory explosion. Usually, these extra variables represent more than 80%
of the total number of variables in the CNF formula.

SAT Basis: SAT is the problem of determining the satisfiability of a Boolean
formula. The problem was used by Cook to define NP-completeness [6]. Today,
many implementations are available for solving the problem, such as Grasp[16]
and zChaff [12]. Most of them are based on the complete DPLL algorithm [7],
we now describe as in [12]:
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decide() is a function that chooses the next variable according to which
branching will occur. There are many heuristics for choosing this next variable,
such as DLIS (Dynamic Largest Individual Sum) and VSIDS (Variable State
Independent Decaying Sum). zChaff uses VSIDS as its decision heuristic. bcp()
returns true when the boolean constraint propagation (bcp) [12] finishes without
conflict. Our next subsection focuses on tuning this heuristic for BMC.

2.2 Tuning VSIDS

The original zChaff decision VSIDS strategy is as follows:
1. Each variable in each polarity has a counter, which is initialized to 0.
2. When a clause is added (by learning) to the database, the counter associ-

ated with each literal in the clause is incremented.
3. The (unassigned) variables and polarity with the highest counter are chosen

at each decision.
4. Periodically, all counters are divided by a constant.

One of Strichman’s [17] main ideas is as follows: in the Davis-Putnam de-
cision procedure, the variable of the original propositional formula is used first
and in a specific static order. This static order is determined by a breadth first
search of the of the) variable dependency graph; the search starts
from the set Roughly speaking the intuition behind this, is that the
formula variables are the most critical. We chose to implement several decision
heuristics on top of zChaff1. We tuned the zChaff VSIDS decision heuristic in
several different ways. First, we wanted to reflect the idea of static order (SO)
[17]. Second, we wanted to implement a heuristic that gives priority to dominant
variables (DV) over any other variables, but otherwise relies on zChaff decisions.
This is because it is unclear from [17] whether the improvements were due to the
static order or to the priority given to the dominant variables (i.e., the variables
from the initial propositional formula before the conversion to CNF, or domain
variables). Because zChaff uses the VSIDS decision strategy, which is less time
consuming than the decision heuristic used by Strichman with GRASP (i.e.,
DLIS), it is not clear whether the benefits from a static order would still be
realized. Therefore, we also implemented a static order heuristic and dominant
variables priority heuristics to act as a tie breaker for the zChaff decision (re-
spectively SB and DVB). The four decision strategies implemented are described
in details in [15].

We used the zChaff SAT solver because this solver has been stable for a few years and
its source code is available for research and academic purposes. Even though zChaff
did not win the SAT2003 contest, its results on the IBM benchmarks are comparable
to the results achieved by the winning tools. In fact, our own experiment [23] with
the IBM CNF benchmark show results slightly better for zChaff than for Berkmin561
[10]. We believe these heuristic results should be re-usable for other modern SAT
solvers [10, 13, 8].

1
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2.3 Experimental Results

For the experiments described in this paper we used zChaff 2001.2.17 (for a
comparaison between performances of zChaff 2001.2.17 and 2004.5.13, see for
examples [23]).

In our first experiments, we used a predecessor of the IBM Formal Verification
Benchmark. For each model we used only one CNF (see Table 1 contend for ex-
perimental results). In Table 2, we computed speedup, taking the VSIDS heuris-
tic as a reference: therefore we did not take into account IBM_16 and IBM_19,
for which VSIDS times out. We could also have decided to take the Static Order
(SO) heuristic as a reference and not take IBM_10 and IBM_17 into account.
However, SO is the only heuristic that times out for IBM_10 and IBM_17, while
three out of five heuristics time out for IBM_16 and IBM_19. When we compared
min(DVB,SB,DV,SO) with VSIDS for each case, we were impressed: Running
four concurrent instances of SAT, each with a different heuristic, should give a
theoretical speedup greater than six. Indeed if we could build a tool which would
run concurrently SAT instances with DVB, SB, DV and SO heuristics, this would
solve SAT problems about six times faster than with VSIDS heuristics2.

2 Arguably we should have compared it to VSIDS run on six machines concurrently.
Anyway we will see in the following that using these six heuristics concurrently gives,
in real-life situations, unenthusiastic results.
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In order to evaluate this claim, we made some additional experiments, with a
different approach. First, we decided to use the IBM Formal Verification Bench-
mark, which is wider than its predecessors; the fact that it is available online
(for academic organizations) allows to reproduce our results. Second, we decided
not to run SAT as a stand-alone with one or two CNFs per model, but to run
our global bounded model checking tool, as a regular user would, without any
prior knowledge of the model. We began with a bound equal to 10, and in the
case where no satisfiable assignment is found for the CNF generated by BMC
translation, we incremented the bound by 5, and so on. In other words, in order
to try to falsify a safety formula, say G (P)) , we usually try to find a satisfiable
assignment for

if it fails, we try

and keep incrementing until a satisfiable assignment is found for some some
timeout is reached, or a user defined maximal bound is reached.

This is the most common approach for day-to-day use of BMC. Even when
the completeness threshold (as in [5]) is known, it is very often too big to
allow the BMC to finish with Therefore, most of the time, users will try
to falsify a formula with BMC, without knowing whether the formula holds or
not, or which would be needed to get a satisfiable

We ran RuleBase with five concurrent SAT BMC instances (each of them
using a different decision heuristic from VSIDS, DV, DVB, SB, SO). Each in-
stance was independent and run on a single workstation with a 867841X Intel(R)
Xeon(TM) CPU 2.40GHz with 512 KB first level cache, and 2.5 GB physical
memory, running with Red Hat Linux release 7.3. Surprisingly, we got a speedup
of only 1.14 (see the following section and Concur 5/5 heuristics results in Table
4). This can be explained by several factors:

The search includes a SAT search together with pre-processing and BMC
translation (translation from the model with a given bound to a CNF). SAT
is only a part of the whole process, however the bottom line for formal
verification is performance of this global process.
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For each model, several CNFs (from BMC translation with different bounds)
are searched for satisfiability. All in all, SAT was run in many more CNFs
than for the 2001 benchmark (several CNFs from the 2001 benchmarks are
generated from the IBM Benchmark). Running SAT on a benchmark that
was too small did not accurately reflect the conditions of day-to-day formal
verification. This led us to anticipate overly optimist conclusions.

3 A Simple but Efficient Distributed
SAT BMC Algorithm

We conducted several experiments with the IBM Formal Verification Benchmark.
In fact, it has become one of our main tools to assess new search engines and
algorithms. The experiments we present here were conducted to offer a better
assessment of different decision heuristics for zChaff and to assess a straightfor-
ward distributed algorithm for bounded model checking. The results provide a
good perspective on the importance of the IBM Formal Verification Benchmark.

3.1 Experimental Settings

We ran RuleBase on the IBM benchmark with several configurations on 867841X
Intel(R) Xeon(TM) CPU 2.40GHz with 512 KB first level cache, and 2.5 GB
physical memory, blade workstations running Red Hat Linux release 7.3. When
RuleBase was used with engines distributed on several workstations, they were
interconnected with a 1 Gb Ethernet LAN. The different configurations are as
follows:

Sequential: RuleBase runs SAT bounded model checking on a single work-
station. The bounds used sequentially include k=0. . .10, k=11. . . 15,. . . ,
k=46. . . 50. As soon as a satisfiable assignment is found, the search is over.
If no satisfiable assignment is found for any of the bounds, the result is then
unsat with bound 50.
Concur 7: RuleBase distributes the tasks corresponding to the seven first
bounds to seven workstations (i.e., BMC translation and SAT search for
k=0. . . 10, k=11. . . 15,. . . , k=36. . . 40). As soon as a satisfiable assignment is
found, the whole search is over. If a task finishes without finding a satisfiable
assignment, the next task is then assigned to the now idling workstation
(until there are no tasks left, in which case the result is unsat 50).
Concur 5: This uses the same principle as Concur 7, but distributes tasks in
a five by five manner to five workstations.
Concur 3: This uses the same principle as Concur 7, but distributes tasks in
a three by three manner to three workstations.
Concur 5, 5 heuristics: RuleBase runs five independent SAT BMC instances
(similar to sequential). Each of the SAT BMC instances uses a different
decision heuristic for zChaff, from VSIDS, SO, SB, DV, DVB.
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Concur 9 2/nodes: RuleBase distributes the nine SAT BMC tasks (corre-
sponding to bounds k=0. . . 10, k=11. . . 15,. . . , k=46. . . 50) on five bi-pro-
cessors workstations.

Table 3 presents the experimental results for the rules from the IBM Bench-
mark. We omitted the rules that ran in under two minutes with Sequential con-
figuration and the rules that timed out (timeout was set at two and a half hours)
for every configuration. For this experiment, we used bi-processor workstations
with 867841X Intel(R) Xeon(TM) CPUs 2.40GHz with 512 KB first level cache,
and 2.5 GB physical memory, running with Red Hat Linux release 7.3. Speedup
NA means the search timed out for both configurations (i.e., Sequential and the
given configuration).

3.2 Interpretation of Results

We noticed that Concur 9 2/node performs more poorly than Concur 5. This
may seem quite surprising at first. However, we should keep in mind that BMC
translation and SAT solving are very memory accesses consuming. Therefore,
memory access can be a bottleneck when running two SAT instances on bi-
processor workstations.
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Heuristic tuning sometimes allows spectacular speedup for SAT solving (the
only way we were able to achieve a result for 22). However, the overall im-
provement for SAT BMC, even when concurrently running several heuristics,
is altogether marginal (though this approach could be mixed with the Concur
approach).

Concur 7 and Concur 5 produce results that are similar, however, the Concur
3 results are significantly poorer. Therefore, the ideal configuration for our search
(incremental bounded model checking with a maximal bound of 50) appears to
be Concur 5.

Concur k (i. e. Concur 3, Concur 5, Concur 7) configurations may give more
than linear3 speedup (e.g., 11 rule 1 and 29). The difficulty of a SAT BMC search
does not necessarily grow with the bound. For some rules, it is far more difficult
to prove there are no satisfiable assignment for k-5 than to find a satisfiable
assignment for k, when searching concurrently. On the other hand, for some
models, if k is the smallest bound for which a satisfiable assignment can be found,
it will be easier to find a satisfiable agreement for k+5 than for k. Because k is
the length of the shortest counter-examples to the model, it is likely that there
will be more counter-examples of a longer length, eg k+5, and so more satisfiable
assignments.

In summary, Concur k configurations have the biggest speedup potential for
models that fail (in a number of cycles less than the maximal bound). Most
such models from our benchmark fail in less than 30 cycles. This explains why
Concur 7 displays little improvement when compared to Concur 5. In order to
exhibit better performance for Concur k with k greater than or equal to 7, we
would have to run the SAT BMC with a greater maximal bound and probably a
broader benchmark (with models failing within a greater number of cycles). As
can be observed in Table 4, the Concur 5 and Concur 3 results are quite good,
especially considering that these two configurations distribute their tasks in a
straightforward manner on five and three nodes, respectively.

4 Conclusions

We explained how we used the IBM Formal Verification Benchmark to prove that
previous results on SAT tuning were too optimistic and to assess the efficiency of
a straightforward distribution for day-to-day SAT bounded model checking. We

3 With respect to the number of processors.
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noted that a wider benchmark would allow even better and sounder assessments.
As a result, we plan to make the IBM Formal Verification Benchmark library a
living repository. We will add new design models in the future, to increase the
benchmark diversity and keep it relevant in light of new technological advances.
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A The IBM Formal Verification Benchmark

With the increased use of formal verification, benchmarking new verification al-
gorithms and tools against real-life test-cases is now a must in order to assess
performance gains. However, industrial designs are generally highly proprietary;
therefore, models generated from these designs are usually not published. This
makes difficult to assess the results reported in papers from the industry, as
their benchmarks are usually not available and it is not possible to compare
the published results with those achieved by other engines. Additionally, for-
mal verification algorithms described in academic papers are often difficult to
assess in terms of performance, since they are usually not applied to “real-life”
benchmarks.

We want to stress how difficult it is to assess the real practical value of
more sophisticate theoretical results without proper benchmarking. In the past,
benchmarking enabled significant technology improvements, such as those for
BDD packages in [18]. In the same way, many major improvements to boolean
satisfiability solvers were proven useful by experimental results [19]. This may
appear trivial, however there are many examples in the literature where elabo-
rated and complex algorithms are not evaluated in a satisfactory manner. From
the author’s experience, the claims of several papers could not be reproduced
using the IBM Formal Verification Benchmark.

The IBM Formal Verification Benchmark library encompasses 37 declassi-
fied models, from 31 different hardware designs. The IBM Formal Verification
benchmark library is available for academic users from the IBM Haifa verification
projects web site [21].

The designs presented in the library are industrial designs that were verified
by IBM teams. Each of the benchmark’s 37 files contains:

A group of one or more temporal formulas, collectively called “rule”. To
avoid language compatibility issues related to the specification language,
the original PSL/Sugar [3,1] formulas were translated into very simple
formulas (still written in PSL/Sugar), which most model checkers can readily
address.
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A design model in PSL/Sugar environment description layer format. Some
variables were renamed and some simple reductions were applied to hide the
original design intent.

The models presented are of different sizes (Cf. Table 5) and varying degrees
of complexity. However, as shown in Table 6 and Table 3, the same problem
can sometimes be easily solved by one verification engine and at the same time
with difficulty for another engine. For this reason, we tried to use a variety of
problems. This benchmark is available in PSL/Sugar [1] and in Sugar1 format
[3]. It was also translated to BLIF[20] format. The CNF output of BMC, applied
to the benchmark for several bounds, is available from [22]. Some of these CNFs
were used for the SAT2003 and SAT2004 contests[11, 26].

We present some sample results4 achieved against this benchmark. To achieve
these results, we used the Discovery engine, one of the RuleBase Classic [2] BDD
engines. Each rule was run “from scratch” (i.e., without taking advantage of
any pre-existing BDD orders). In real-life projects, the Discovery engine runs
considerably faster when a good BDD order was found previously. This occurs
because RuleBase can take advantage of rules previously run for this design, and
get the best BDD order for a new rule. However, since the notion of “good order”

4 These sample results were achieved with the RuleBase version available through the
RuleBase University Program [25].
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is not very precise, and because an accurate description of such an order would
comprise its entire listing, we only present results of runs without pre-existing
orders.

In fact, RuleBase includes a set of engines of significantly higher performance
than those referenced here.

We used an IBM Cascades PC with a Pentium III 700 MHz microprocessor
running Red Hat Linux Advanced Server Release 2.1AS (Pensacola). The results
are presented in Table 6 in an hh:mm:ss format.

References

Accelera. PSL/Sugar LRM. http://www.eda.org/vfv/
I. Beer et al. RuleBase: An Industry Oriented Formal Verification Tool. In 33rd
Design Automation Conference, DAC 96. ACM/IEEE, 1996.
I. Beer et al. The Temporal Logic Sugar. In Computer Aided Verification, Proceed-
ings of the 13th International Conference, CAV 2001. LNCS 2102, July 2001.
A. Biere et al. Symbolic Model Checking Without BDDs. In Proceedings of the
workshop on Tools and Algorithms for Construction and Analysis of Systems
(TACAS99), 1999.
A. Biere et al. Bounded Model Checking. In Vol. 58 of Advances in Computers.
Academic Press (pre-print), 2003.
S. Cook. The Complexity of Theorem Proving Procedures. In Proceeding, Third
Annual ACM Symp. on the Theory of Computing, 1971.

1.
2.

3.

4.

5.

6.



Simple Yet Efficient Improvements of SAT Based Bounded Model Checking 185

M. Davis, G. Logemann, and D. Loveland. A machine program for theorem proving.
In Journal of the ACM, 5(7), 1962.
N. Een, N. Sorensson. An Extensible SAT-solver, SAT 2003.
E. Emerson and C. Lei. Modalities for Model Checking: Branching Time Strikes
Back. In Science of Computer Programming, 8:275-306, 1986.
E. Goldberg, Y. Novikov. BerkMin: a Fast and Robust SAT-solver In Proceedings
of the Design, Automation and Test in Europe. DATE’02., 2002.
D. Le Berre, L. Simon. The essentials of the SAT 2003 competition. In Proceeding
of the Sixth International Confetence on Theory and Applications od Satisfiability
Testing (SAT 2003), LNCS 2919, pp 468-487, 2003.
M. Moskewicz et al. Chaff: Engineering an Efficient SAT Solver. In 38th Design
Automation Conference, page 530-535. ACM/IEEE, 2001.
A. Nadel. JeruSAT satisfiability solver. Available on-line.
http://www.geocities.com/alikn78/
A. Pnueli. A Temporal Logic of Concurrent Programs. In Theoretical Computer
Science, Vol 13, pp 45-60, 1981.
O. Shacham, E. Zarpas, Tuning the VSIDS Decision Heuristic for Bounded Model
Checking. In Proceeding of the 4th International Workshop on Microprocessor, Test
and Verification, IEEE Computer Society, Austin, Mai 2003.
J. Silva, K. Sakallah. Grasp - a New Search Algorithm for Satisfiability. In Technical
Report TR-CSE-292996, University of Michigan, 1996.
O. Strichman. Tuning SAT Checkers for Bounded Model Checking. In Computer-
Aided Verification: 12th International Conference, Lecture Notes in Computer Sci-
ence, 1855. Springer-Verlag, 2000.
B. Yang et al. A Performance Study of BDD-Bases Model Checking. In Formal
Methods in Computer-Aided Design: 2nd International Conference, Lecture Notes
in Computer Science, 1522. Springer-Verlag, 1998.
L. Zhang and S. Malik The Quest for Efficient Boolean Satisfiability Solvers, in Pro-
ceedings of 14th Conference on Computer Aided Verification (CAV2002), Copen-
hagen, Denmark, July 2002
Berkley Logic Interechange Format (BLIF). University of California, Berkley, 1992.
http://www-cad.eecs.berkeley.edu/Respep/Research/vis/usrDoc.html
IBM Formal Verification Benchmark Library.
http://www.haifa.il.ibm.com/projects/verification/RB_Homepage/
fvbenchmarks.html
CNF Benchmarks from IBM Formal Verification Benchmarks Library.
http://www.haifa.il.ibm.com/projects/verification/RB_Homepage/
bmcbenchmarks.html
IBM CNF Benchmark Illustration.
http://www.haifa.il.ibm.com/projects/verification/RB_Homepage/
bmcbenchmarks_illustrations.html
Web version of the RuleBase User Manual.
http://www.haifa.il.ibm.com/projects/verification/RB_Homepage/
RuleBase University Program.
http://www.haifa.il.ibm.com/projects/verification/Formal_Methods-
Home/university.html
SAT2004 contest. http://satlive.org/SATCompetition/2004/

7.

8.
9.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.



Simple Bounded LTL Model Checking

Timo Latvala1,*, Armin Biere2, Keijo Heljanko1,**, and Tommi Junttila3,***

1 Laboratory for Theoretical Computer Science
Helsinki University of Technology

P.O. Box 5400, FI-02015 HUT, Finland
{Timo.Latvala,Keijo.Heljanko}@hut.fi

2 ETH Zürich, Computer Systems Institute
CH-8092 Zürich, Switzerland
biere@inf.ethz.ch

3 ITC-IRST
Via Sommarive 18, 38050 Povo, Trento, Italy

junttila@irst.itc.it

Abstract. We present a new and very simple translation of the bounded model
checking problem which is linear both in the size of the formula and the length
of the bound. The resulting CNF-formula has a linear number of variables and
clauses.
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1 Introduction

Bounded model checking [1] (BMC) is a technique for finding bugs in finite state sys-
tem designs violating properties specified in linear temporal logic (LTL). The method
works by mapping a bounded model checking problem to the satisfiability problem
(SAT). Given a propositional formula encoding a Kripke structure M representing the
system, an LTL formula and a bound k, a propositional formula is created
that is satisfiable if and only if the Kripke structure M contains a counterexample to
of length k.

BMC has established itself as a complementary method to symbolic model checking
methods based on (ordered) binary decision diagrams (BDDs). The biggest advantage
of BMC compared to BDDs is its space efficiency; there are some Boolean functions
which cannot be succinctly encoded as a BDD. BMC also produces counterexamples
of minimal length, which eases their interpretation and understanding for debugging
purposes. However, predicting the cases where BMC is more efficient compared to
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BDD-based methods is difficult [2]. Furthermore, BMC is an incomplete method unless
we can determine a value for the bound k which guarantees that no counterexample has
been missed. Several papers [1,3,4] have investigated techniques for computing this
bound.

The two main ways of improving the performance of BMC is either to improve
solver technology or to modify the encoding of the problem to SAT. Improvements of
the second kind usually rely on the appealing idea that simpler is better. The intuition is
that an encoding which results in fever variables and clauses is usually easier to solve.
We present a new simple encoding for the BMC problem which is linear in the bound,
the system description (i.e. the size of the transition relation as a propositional formula)
and the size of the specification as an LTL formula. The resulting propositional formula
has both a linear number of variables and clauses.

We have experimentally evaluated our new encoding. Our experiments compare the
sizes of the encodings and the required time to solve the instances.

2 Bounded Model Checking

In bounded model checking we consider finite sequences of states in the system, while
LTL formulas specify the infinite behaviour of the system. The key observation by Biere
et al. [ 1] was that a finite sequence can still represent an infinite path if it contains a loop.
An infinite path is a (k, l)-loop if there exists integers l and k such that

and (we also use the term k-loop). A bounded
path of length k can either have k +1 unique states or represent an infinite path
with a (k, l)-loop if for some This can actually be interpreted in two
different ways (corresponding to the same infinite path Either the back edge of the
loop is from to (the dashed back edge in Fig. 1) or the back edge is from
to (the solid back edge in Fig. 1). The new loop shape depicted on the right side of
Fig. 1 requires k > 0 for k-loops, which we will silently assume for the rest of the paper.
This loop shape allows a more compact translation than the one in [1], replacing the
k + 1 copies in the original translation for closing the loop by k comparisons between
bit vectors encoding states.

When k is fixed there are k+1 different loop possibilities for a bounded path. There
are k different (k, l)-loops and it is of course also possible that no loop exists. The
basic idea of Biere et al. [1] was to write a formula which is satisfiable iff the path is a
model of the negation of the LTL specification, for each of these cases. The complete
translation simply joins the cases in one big disjunction.

Fig. 1. The two possible cases for a bounded path
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Example. Consider a Kripke structure M and the formula “infinitely often
not p”. The negation of the formula is FGp “eventually always p”. We will write a
formula which encodes all possible witnesses of length k for the formula FGp. First,
we need a formula that captures all paths of length k. Let be the transition
relation of M as a propositional formula and I(s) a predicate over the state variables
defining the initial states. A path of length k is encoded by the formula:

Since the formula we are considering requires an infinite witness we can skip the no
loop case. For fixed k and l we use the following rules to build the formula for
capturing witnesses of adapted from [1] to our new loop shape (the dashed back
edge):

Thus For each possible (k, l)-loop we must express
the condition Here the states are bit vectors and equality
is defined by assuming the vectors have n elements and the m:th
element is denoted The final formula which is satisfiable iff there exists a coun-
terexample of length k > 0 is:

Without sharing the formula is obviously cubic in k. Let us focus on the LTL part, the
big underlined disjunction over l = 1,... ,k. A first level of sharing can be obtained by
associating the inner conjunction to the right, resulting in a quadratic DAG representa-
tion. Using the same general idea, the inner disjunction can be associated to the left. The
overall size becomes linear. As an example see the circuit in Fig. 2 for k = 4. It can still
be further optimised by applying which essentially results in removing
the middle column of or-gates. However, as has been noted in [5], using associativity
in synthesis is difficult and in general does not avoid the worst case, which is at least
cubic.

As an example for the non-linear behaviour of the original translation [1] consider
the (E)LTL formula In the result of the translation we focus on preposi-
tional subformulas, which represent the translation of the inner temporal operator at all
positions i = 0,... ,k – 1 and all loop starts l = 1,... ,k. Following Def. 13 in [1] these
formulas are sum of product forms. Each product is a cube of the predicates p and q at
various states. In Fig. 3 we list all cubes that occur as subformulas for k = 4. Each cube
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Fig. 2. Circuit encoding for the LTL formula FGp for k = 4

Fig. 3. Non-linear number of cubes in the translation of for k = 4

is represented by one row of the four matrices in Fig. 3. Each of the matrices collects
those cubes where q holds at the same position resp. in the same state.

The number of cubes is at least quadratic in k. For each position j where q holds,
the p sequences can be shared. Therefore an upper bound on the overall size is
and not The exact size is hard to calculate, but with different cubes in the
example, the size has a quadratic lower bound as well.

2.1 LTL

An LTL formula is defined over a set of atomic propositions AP. An LTL formula has
the following syntax:

is an LTL formula.
If and are LTL formulae then so are

1.
2. and
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The operators are the next-time operator X, the until operator U, and its dual the release
operator R.

Each formula defines a set of infinite words (models) over Let be
an infinite word. We denote the suffix of a word by
where and denotes the prefix When a formula defines a
word at time i this is denoted The set of infinite words defined by a formula
is The relation is inductively defined in the following way.

If we simply write This presentation of the semantics is intentionally
redundant. The additional operators allow us to transform any formula to a positive
normal form. Formulas in positive normal form have negations only in front of atomic
propositions. Using the dualities and De Morgan’s
law, any formula can be transformed without blowup to positive normal form by push-
ing in the negations. All formulas considered in this paper are assumed to be in positive
normal form. We also make use of the standard abbreviations for some ar-
bitrary (‘finally’), and (‘globally’).

A formula holds in a Kripke structure if all paths of the Kripke structure are ac-
cepted by the formula. Formally, a Kripke structure is a tuple where S
is a set of states, the transition relation, the initial state, and
a function labelling all states with atomic propositions. We require that the transition
relation is total. A path of the Kripke structure is a sequence of states
where is the initial state and for all we have that The correspond-
ing word of a path is We write if for
all paths of M the corresponding word is defined by i.e.

Bounded model checking uses a bounded semantics of LTL which safely under
approximates the normal semantics. It allows us to use a boundedprefix
of an infinite path to check the formula. The semantics does a case split depending
on if the infinite is a k-loop or not. Biere et al. [1] have shown that if a formula is
true in the bounded semantics, denoted this implies that The definition
below assumes the formula is in positive normal form.

Definition 1. ([1,6]) Given an infinite path and bound a formula holds in a
path with bound k iff where
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3 A New Translation

Our new translation takes advantage of the fact that for lasso-shaped Kripke structures
the semantics of LTL and CTL coincide [7,8]. The intuition is that when each state
has one successor (i.e. the path is lasso-shaped) the semantics of the path quantifiers
A and E of CTL agree. An LTL formula can therefore be evaluated in a lasso-shaped
Kripke structure by a CTL model checker by prefixing each temporal operator by an
E path quantifier [8], which results in a CTL formula1. We can thus use the fixpoint
characterisation of CTL model checking as a starting point for our translation. The new
translation also separates the concern of if the path has a (k, l)-loop from the semantics
to an independent part of the translation.

The intuition behind our translation is the following. Following [1], we generate
a propositional formula which generates all paths of length k. A part is added to the
translation which makes a choice between the following possibilities. Either (a) there
is no loop, or (b) there is a loop, i.e. a state such that for some index

The choice and additional constraints under which the choice can be made
are implemented as follows. Fresh variables which do not depend on the state vari-
ables in any way, are introduced with appropriate constraints such that if is true then

We allow at most one to be true in a satisfying truth assignment. This re-
sults in a lasso-shaped Kripke structure or a simple finite path if no is true. Allowing
simple finite paths is an optimisation and does not affect correctness, but can in some
cases (formulas with safety-counterexamples) result in shorter counterexamples. Model
checking is accomplished by generating propositional formulas to evaluate the greatest
and least fixpoints as required by the implicit CTL formula.

Let M be the Kripke structure of the system and the symbolic transition
relation. We consider an unrolling of states Each is a vector of state vari-
ables. The unrolling is obtained by equation (1). We require that the Kripke structure
is lasso-shaped or a finite path. The variables can seen as selecting one (or possibly
none) of the possible (k, l)-loops. This is accomplished by the following constraints.

1 Naturally, we could also use the A path quantifier.



192 Timo Latvala et al.

In contrast to [1], our definitions also allow the no loop case even if the path has a
(k,l)-loop.

The until operator can be evaluated by computing the least fixed point
(see e.g. [9]) while the release operator

can be evaluated by computing the greatest fixpoint
The fixpoints are evaluated by first computing an approximation for each state
and subformula. After this the results of the approximation are used to compute the
final result We evaluate the fixpoints for where The last case k +1
is added to make the connections to fixpoints easier to see from the translation.

The auxiliary translation which computes the approximations for the fixpoints is
defined in the last two rows.

Let us consider the case We initialise to true since we are
approximating a greatest fixpoint. When the auxiliary translation is
the normal fixpoint definition of the release operator. The computed approximation of
the fixpoint is used to initialise with the value of the value of the
approximation in the successor of when we are dealing with a (k, l)-loop. Finally,

where computes the accurate values for each state again using the
standard fixpoint characterisation of release.

Given a Kripke structure M, an LTL formula and a bound k, the complete encod-
ing as a propositional formula is given by

Theorem 1. Given a finite Kripke structure M, a bound and an LTL formula
M has a path with iff is satisfiable.

Proof. The proof sketch follows the argument at the beginning of this Section. For both
directions we can assume that is given and is a path of M. Further assume that is a
(k, l) loop. The other case is obvious from the definitions. The bounded semantics on a
(k, l) loop coincides with the unbounded semantics. What remains to be proven is that
the LTL part of the translation when partially instantiated with is satisfiable iff

Instead of checking whether holds along we check the corresponding CTL
formula on interpreted as a Kripke structure itself. The CTL formula is ob-
tained from by prefixing every temporal operator with the existential path quantifier
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E. The ECTL formula can be translated into an alternation free formula of the modal
mu-calculus, which in turn can be transformed into a set of mutual recursive boolean
equations with fixpoint semantics as in [10]. The event-driven linear fix point algorithm
of [10] is then reformulated symbolically as a non-recursive boolean equation system,
which is equivalent to our definition of

As in Theorem 9 of [1] we can lift our Theorem 1 to the unbounded semantics. An
upper bound on k would then be of the order This is easy to show
using the automata-theoretic approach to model checking.However, our main result is
the following:

Theorem 2. seen as Boolean circuit is linear in and k. More pre-
cisely, it is of the size where and are the sizes of the initial
state predicate and the transition relation seen as Boolean circuits, respectively2

.

Proof. Obviously the translation of is linear w.r.t. k, since both
and loop once over k. We will argue the linearity of using the until-
case, as it is the most complex. For each the translation adds a constant
number of constraints. The case i = k + 1 adds k constraints that refer to This
does not result in a quadratic formula, even though is linear, because
can clearly be shared between the constraints. Linearity of is obvious as only a
constant number of constraints are added for each

3.1 Optimising the Translation
A simple way to optimise the translation is to introduce special translations for certain
derived operators. We have developed special translations for and
These formulas have similarities which can also be seen in the way they share trans-
lations in the case i = k+1. Note that the translations of and are
only dependent on the case i = k + 1 since the semantics of the formulas only places
requirements on states inside the loop.

The translations for the above derived operators can be further optimised at the cost of
introducing k +1 additional variables. However, the new variables are functionally de-
pendent on the variables and are shared by all subformulas using them. The variables
2 This bound applies to both to the number of gates and the number of wire connections between

the gates of the Boolean circuit in question.
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where express the fact that the state is in the loop selected by
the variables. Additionally, we introduce the variable LoopExists which is true iff the
path has a (k, l)-loop. In other words, LoopExists is false iff is treated as a
simple path without a loop. This is encoded by the following definitions.

With the variables we can eliminate the need for the auxiliary translation
for the derived operators. This simplifies the translation in most cases. The change in
the translation is small as only the case i = k + 1 changes. Sharing also occurs between
the translation for different operators as the translations for and and for
and are the same.

3.2 Fairness

In many cases we wish to restrict the possible executions of the system to disallow ex-
ecutions which are unrealistic or impossible in the physical system. The standard way
is to add fairness constraints to the model in order to only obtain interesting counterex-
amples.

There are a few well-known notions of fairness. Justice (weak fairness) requires that
certain conditions are true infinitely often. Compassion (strong fairness) requires that if
certain conditions are true infinitely often then certain other conditions must also hold
infinitely often.

Let be a set of Boolean predicates over the state variables which define
the conditions that should be true infinitely often. Justice can then be expressed as the
LTL formula

Similarly, compassion can be expressed as an LTL formula. A set of pairs of Boolean
predicates over the state variables define the compassion sets.
Compassion is defined by the formula

We include the fairness constraints in the specification. Thus, instead of model checking
the formula we check the formula Since our propositional encoding of
LTL formulas is linear, our overhead for handling fairness is linear in the number of
fairness constraints.
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4 Related Work

This work can be seen as a continuation of the work done in [11]. There the bounded
model checking problem for LTL is translated into the problem of finding a stable model
of a normal logic program (another NP-complete problem, see references in [11]) of
essentially (modulo a constant) the same size as the translation presented here. The
main differences to that work are the following. (i) The translation of [11] uses the close
correspondence between the stable model semantics with the notion of a least fixpoint of
a set of Boolean equations. The “formula variable dependency graphs” of the translation
of [11] are in fact cyclic, while in this work they are acyclic. Seeing the translation
of [11] as a propositional formula would result in a translation which is not sound. By
using the correspondence between least fixpoints and stable models the translation for
until and release formulas in [11] do not require the auxiliary translations Thus the
translation of [11] had to be significantly changed in order to use SAT. Additionally, the
best known automatic translation of the stable model problem to SAT is non-linear [12].
(ii) The translation in [11] employs a different system modelling formalism, which
allows for partial order semantics based optimisations. (iii) Moreover, the translation
in [11] also allows for deadlocking systems with LTL interpreted over finite paths in
the case of a deadlock, a feature left for further work in this paper. (iv) Finally, the
implementation presented in this work is new, and based on the NuSMV2 [13] system.

Others have also considered the problem of improving the BMC encoding [5,6,
4]. Cimatti et al. [5] analyse the original encoding [1] and suggest several optimisa-
tions. For instance, they propose a linear encoding for formulas of the form GFp. Their
translation is, however, not linear in general. Frisch et al. [6] approach the translation
problem by using a normal form of LTL and take advantage of the properties of the
normal form. Their procedure modifies the original model and is similar to symbolic
tableau-style approaches for LTL model checking. According to their experiments their
approach produces smaller encodings than [5]. However, their encoding is also non-
linear in the general case. The non-linearity occurs at least in those cases when model
checking a formula such that after converting to positive normal form it contains
until or finally operators. Closest to their method is the so called semantic translation
for BMC [14,4]. The method follows closely the standard automata theoretic approach
to model checking and creates a product system where is a Büchi au-
tomaton representing the negation of the property. The existence of a counterexample
is demonstrated by finding a fair loop in the product system. Since only fair loops are
accepted the method does not find counterexamples without a loop. This is the main
drawback of the method, and is something which could be improved upon in the future.
The greatest advantage of the method is that it can leverage the significant amount of
research which has been invested in improving the efficiency of LTL to Büchi automata
translators. The translation results in a linear number of variables but a quadratic num-
ber clauses because of the way fairness is handled. Naturally, the semantic translation
could also be improved to linear by e.g. using the translation presented in this work
or that of [5]. Furthermore, the approach used in the experiments of [4] results in a
translation which is exponential in the LTL formula length as the Wring system used
produces explicit state Büchi automata instead of symbolic ones. Related to the seman-
tic translation is the work of [15], which uses a similar product construction. Although
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Fig. 4. Plots for NuSMV and New, averages over random formulae

the method is linear in general, the number of state bits in the model is doubled. This
blowup does not occur with our method.

Many researchers have also investigated improving SAT solver efficiency. Strich-
man [2] uses the special properties of the formula Gp to improve solver efficiency of
BMC problems. As most safety properties can be reduced to checking invariants, the
methods introduced are applicable for safety properties in general. Gupta et al. [16] use
BDD model checking runs for training the solvers to achieve better performance.

5 Experiments

The translation has been straightforwardly implemented as a recursive procedure which
does case analysis based on the translation. Implementation simplicity is, in our opinion,
one of the main strengths of the new translation. The only implementation optimisation
used was a simple cache, implemented as a lookup table, for the values of and
This avoids a blow up in run time for certain formulas and speeds up the generation of
the Boolean formula. All encoding optimisations mentioned in Sect. 3.1 have of course
been implemented.

In order to evaluate the practical impact of our new linear translation we have per-
formed two series of experiments. The first series of experiments evaluates the perfor-
mance of the encoding on random formulae in small random Kripke structures, while
the second series of experiments benchmarks the performance on real-life examples.
Our implementation is compared against two bounded LTL model checking algorithms.
Firstly we compare against the standard NuSMV encoding [13], which includes many
of the optimisations of [5]. We also compare against the encoding of [6] which we will
call Fixpoint. We do not compare against the SNF encoding also available in [6] since
generally the Fixpoint encoding performs better than SNF. In order to make all other
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Fig. 5. Plots for Fixpoint and New, averages over random formulae

implementation differences as small as possible, all of the encodings were benchmarked
on top of the NuSMV version of D. Sheridan [6] (obtained from his homepage on 18th
of March 2004) which contains several BMC related optimisations not included in the
standard NuSMV 2.1 distribution. We expect that benchmarking the implementations
on top of NuSMV 2.1 would result in larger running times for all the implementations
in question at least in the random Kripke structures benchmark. It should be noted that
the compact CNF conversion [17] option of the tool was disabled.

In the first series of experiments we generated small random Kripke structures and
random formulae using techniques from [8]. The experiments give us some sense of
how the implementations scale when the bound or the size of the formula is increased.
To demonstrate the cases where the non-linearity of the Fixpoint translation occurs
we generated formulas which in positive normal form contains a larger percentage
of finally and until operators than other temporal operators. For each formula size we
generate 40 formulas, which we then model check by forcing the model checker to
look for counterexamples which are of exactly the length specified by the bound. The
random Kripke structures we use contain 30 states and one weak fairness constraint
which holds in two randomly selected states. We measure the time used to solve the
SAT instance and the number clauses and variables in the instance.

When benchmarking against NuSMV default translation we varied the size of the
formula from 3 to 10. For each formula size we let the bound grow up to k = 30.
When benchmarking against Fixpoint translation we were able to increase both the
bounds used and the formula sizes to better demonstrate the differences between the
two translations. We varied the size of the formula from 3 to 14. For each formula size
we let the bound grow up to k = 50.
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In Figures 4 and 5 there are nine plots in each figure which depict the results from
tests with random formulae of the new translation against NuSMV and Fixpoint, re-
spectively. The three top plots show the average time, average number of clauses, and
average number of variables for each formula size over all bounds. In the second row
we have computed the same measures when averaged for each bound over all formula
sizes. The last row shows the averages when the size of formula is fixed at ten. The
plots clearly show the non-linearity of the competing translations [5,6] with respect to
the bound. Something the plots do not show is time for generating the problems. Our
experience is that the new implementation and Fixpoint generated the Boolean formulas
almost instantaneously while for the NuSMV encoding there were cases where gener-
ation time dominated. In fact, a couple of NuSMV data points had to be omitted from
the averages due to the fact that the generation of the SAT instance took several hours.

In the second series of experiments we used real-life examples. As specifications
we favoured longer formulas since all implementations can translate simple formulas
linearly. The models we used were a model of the alternating bit protocol (abp), a dis-
tributed mutual exclusion algorithm (dme), a bounded resource protocol (brp), a model
of a pci bus (pci), and a model of a 16-bit shift register (srg16). The results for the
real-life examples are summarised in Table 1. We measured the number of variables,
cumulative number of clauses and the time used to verify formulas for the reported
maximum bound. For the real-life examples, Fixpoint or the new translation are usu-
ally the fastest. Our new translation is the most compact one in all cases. However, the
differences are small as the model part of the translation dominates the translation size.
The shift register example (srg16) shows the strength of a linear translation. NuSMV
could not manage k = 20 in a reasonable time while Fixpoint displays non-linear growth
with respect to k.

All experiments were performed on a computer with an AMD Athlon XP 2000+
processor and 1 GiB of RAM using the SAT solver zChaff [18], version 2003.12.04.

6 Conclusions

We have presented a translation of the bounded LTL model checking problem to SAT
which is linear in the bound and the size of the formula. The translation produces a
linear number of variables and clauses in the resulting CNF.
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Our benchmarks show that our new translation scales better both in size of the
bound and the size of the formula than previous implementations [5,6]. The transla-
tion remains linear in all cases. However, in some cases either the size of the formula
or the bound must be made large before the benefit shows. One avenue of future work
is to include some of the optimisations presented in [5] in order to the improve the
performance of our translation for short formulas and small bounds.

Other avenues of future work also exist. One fairly straightforward generalisation
of our translation is the ability to handle deadlocking executions. This could proba-
bly be done in a manner similar to [11]. Another interesting topic is generalising our
translation to include past temporal logic as the translation of [19]. The presented trans-
lation could also benefit from specific SAT solver optimisations. When the translation
is seen as producing Boolean circuits, all of the circuits are monotonic if the InLoop
variables and state variables (and their negated versions) are given as inputs. A solver
(also CNF-based) could be optimised to take advantage of this.
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Abstract. In this paper we describe QUBE++, an efficient solver for Quantified
Boolean Formulas (QBFs). To the extent of our knowledge, QUBE++ is the first
QBF reasoning engine that uses lazy data structures both for unit clauses propa-
gation and for pure literals detection. QUBE++ also features non-chronological
backtracking and a branching heuristic that leverages the information gathered
during the backtracking phase. Owing to such techniques and to a careful imple-
mentation, QUBE++ turns out to be an efficient and robust solver, whose perfor-
mances exceed those of other state-of-the-art QBF engines, and are comparable
with the best engines currently available on SAT instances.

1 Introduction

The implementation of efficient reasoning tools for deciding the satisfiability of Quan-
tified Boolean Formulas (QBFs) is an important issue in several research fields, in-
cluding Verification [1,2], Planning (Synthesis) [3,4], and Reasoning about Knowl-
edge [5]. Focusing on computer-aided design, both formal property verification (FPV)
and formal circuit equivalence verification (FCEV) represent demanding and, at the
same time, very promising application areas for QBF-based techniques. For instance,
in FPV based on bounded model checking (BMC) [6] counterexamples of lengths lim-
ited by a given bound are sought. BMC techniques showed to be excellent for bug
finding (see, e.g., [7]), but, unless the bound corresponds to the diameter of the system,
BMC tools cannot fully verify the system, i.e., certify it as bug-free. One possible solu-
tion, in the words of [6], is: “New techniques are needed to determine the diameter of
the system. In particular it would be interesting to study efficient decision procedures
for QBF”. Still in the FPV arena, it is well known that symbolic model checking of
safety properties amounts to solving a symbolic reachability problem (see, e.g., [8]):
symbolic reachability can be translated efficiently to the satisfiability of a QBF, while
corresponding SAT encodings do not have the same property. In the FCEV arena, a
possible application of QBF reasoning is checking equivalence for partial implemen-
tations [1]: as in the case of diameter calculation and symbolic reachability, this appli-
cation requires the expressive power of QBFs in order to be translated efficiently to an
equivalent automated reasoning task.

In the recent years, QBF tools have known a fast and steady development. Wit-
nessing the vitality of the field, the 2003 evaluation of QBF solvers [9] hosted eleven
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solvers that were run on 1720 benchmarks, about half of which coming from randomly
generated instances, and the other half coming from encoding of problems into QBF
(so called real-world instances). The encodings obtained considering Verification and
Synthesis problems [1–4] represented about 50% of the total share of real-world in-
stances. The evaluation showed that research in QBF reasoning reached a decent level
of maturity, but also that there is still a lot of room for improvement. For instance, al-
though QBF solvers are close relatives of the SAT solvers routinely used in FPV and
FCEV applications, they are still lagging behind SAT solvers in terms of efficiency and
sophistication.

In this paper we describe QUBE++, a QBF reasoning engine which using lazy data
structures both for unit clauses propagation and for pure literals detection. QUBE++
also features a specifically tailored non-chronological backtracking method and a
branching heuristic that leverages the information gathered during the backtracking
phase. To the extent of our knowledge, QUBE++ is the first solver that combines
all the above features in a single tool. Like most current state-of-the-art QBF solvers,
QUBE++ is based on the Davis, Putnam, Logemann, Loveland procedure (DPLL) [10,
11]. As such, QUBE++ explores an implicit AND-OR search tree alternating three
phases: simplification of the formula (lookahead), choice of a branching literal when no
further simplification is possible (heuristic), and backtracking when a contradiction or a
satisfying assignment is found (lookback). Each of these phases has been optimized in
QUBE++. As for lookahead, we implemented an extension of the lazy data structures
described in [12] which enable an efficient detection of unit and monotone literals.
Lookback is based on learning as introduced in [13], with improvements generalizing
those first used in SAT by GRASP [14]. The heuristic is designed to exploit information
gleaned from the input formula initially, and then to leverage the information extracted
during lookback. It is worth pointing out that the innovation in QUBE++ comes from
the above techniques, as well as from the effort of combining them. Despite their appar-
ent orthogonality, the specific algorithms that we have conceived (e.g., lookback-based
heuristic), the nature of the problems that we have faced (e.g., pure literal detection in
presence of learned clauses), and the quest for efficiency, posed nontrivial issues that
turned the engineering of QUBE++ into a challenging research task.

Since QUBE++ has been designed to perform at its best on real-world QBF in-
stances and to bridge the gap with SAT solvers, we have compared it with other state-
of-the-art QBF solvers using verification and synthesis benchmarks from the 2003 QBF
evaluation [9], and with the solver ZCHAFF [15] using the test set of challenging real-
world SAT benchmarks presented in [16]. Owing to the techniques that we describe
and to their careful implementation, QUBE++ turns out to be faster than QUBEREL,
QUBEBJ and SEMPROP, i.e., the best solvers on non-random instances according to [9],
and also faster and more robust than YQUAFFLE, a new and re-engineered version of
QUAFFLE [17]. On the SAT benchmarks, QUBE++ bridges the gap with SAT solvers
by conquering about 90% of the instances and losing, in a median-to-median compar-
ison of the run times, only a factor of two from ZCHAFF, while QUBEREL, the best
among the QBF solvers that we tried on real-world QBF instances, conquers only 50%
of the problems and it is, in a median-to-median comparison of the run times, one order
of magnitude slower than ZCHAFF.
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The paper is structured as follows. We first review the logic of QBFs. Then we
present the basic algorithm of QUBE++ and its three main features: optimized looka-
head, UIP-based lookback, and lookback-based heuristic. We comment the results of
the experiments outlining the efficiency of QUBE++, and then we conclude with re-
lated work and some final remarks.

2 Basics

Consider a set P of propositional letters. An atom is an element of P. A literal is an
atom or the negation thereof. Given a literal denotes the atom of and denotes the
complement of i.e., if then and if then while in
both cases. A propositional formula is a combination of atoms using the
connectives and the unary connective ¬. In the following, we use and as
abbreviations for the empty conjunction and the empty disjunction respectively. A QBF
is an expression of the form

where every is a quantifier, either existential or universal
are distinct atoms in P, and is a propositional formula. is the
prefix and is the matrix of (1). A literal is existential, if is in the prefix, and
universal otherwise. We say that (1) is in Conjunctive Normal Form (CNF) when     is a
conjunction of clauses, where each clause is a disjunction of literals in we say
that (1) is in Disjunctive Normal Form (DNF) when     is a disjunction of terms, where
each term is a conjunction of literals in We use the term constraints when
we refer to clauses and terms indistinctly. The semantics of a QBF can be defined
recursively as follows. If the prefix is empty, then satisfiability is defined according
to the truth tables of propositional logic. If is         is satisfiable if and
only if or (resp. and) are satisfiable. If is a QBF and is a literal,
is the QBF obtained from by substituting with and with

3 QUBE++

In Figure 1 we present the pseudo-code of SOLVE, the basic search algorithm of
QUBE++. SOLVE generalizes standard backtrack algorithms for QBFs by allowing in-
stances of the kind where is a conjunction of clauses,
and is a disjunction of terms: initially contains the matrix of the input QBF and
is Under these assumptions, clauses (resp. terms) are added to during the
learning process as shown in [13]. SOLVE returns TRUE if the input QBF is satisfiable
and FALSE otherwise. In Figure 1, one can see that SOLVE takes four parameters: Q
is the prefix, i.e., the list is the set of clauses corresponding to

is the set of terms corresponding to and S is a set of literals called assignment
(initially and In the following, as customary in search algorithms, we
deal with constraints as if they were sets of literals. SOLVE works in four steps (line
numbers refer to Figure 1):
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Fig. 1. Basic search algorithm of QUBE++.

Simplify the input instance with SIMPLIFY (lines 1-4): SIMPLIFY is iterated until
no further simplification is possible.
Check if the termination condition is met, i.e., if we are done with the current search
path and backtracking is needed (lines 5-6): if the test in line 5 is true, then S is a
solution, while if the test in line 6 is true, then S is a conflict;         stands
for the empty clause (resp. empty term), i.e., a constraint comprised of universal
(resp. existential) literals only.
Choose heuristically a literal (line 7) such that (i) is in Q, and (ii) there is no
other literal such that (i) is in Q and (ii) is quantified differently from
and it occurs before     in the prefix; the literal returned by CHOOSE-LITERAL is
called branching literal.
Branch on the chosen literal: if the literal is existential, then an OR node is explored
(line 9), otherwise an AND node is explored (line 11).

1.

2.

3.

4.

Consider an instance In the following we say that a literal is:

open if is in Q, and assigned otherwise;
unit if there exists a clause (resp. a term such that is the only
existential in (resp. universal in and there is no universal (resp. existential)
literal such that is before in the prefix;
monotone if for all constraints

Now consider the simplification routine SIMPLIFY in Figure 1:                         de-
notes a constraint which is unit in and returns the prefix obtained
from Q by removing          The function SIMPLIFY has the task of finding and assign-
ing all unit and monotone literals at every node of the search tree. SIMPLIFY loops
while either or contains a unit literal (line 12). Each unit literal is added to the
current assignment (line 13), removed from Q (line 14), and then it is assigned by:
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removing all the clauses (resp. terms) to which pertains (lines 15-18), and
removing from all the clauses (resp. terms) to which pertains
(lines 19-22).

We say that an assigned literal (i) eliminates a clause (resp. a term) when
is in the constraint, and (ii) simplifies a clause (resp. a term) when is in

the constraint. After assigning all unit literals, SIMPLIFY checks and propagates any
monotone literal.

For the sake of clarity we have presented QUBE++ with recursive chronological
backtracking. To avoid the expensive copying of data structures that would be needed
to save and at each node, QUBE++ features a non-recursive implementation of
the lookback procedure. The implementation is based on an explicit search stack and on
data structures that can assign a literal during lookahead and then retract the assignment
during lookback, i.e., restore and to the configuration before the assignment was
made.

4 Optimized Lookahead Algorithm

As reported by [15] in the case of SAT instances, a major portion of the runtime of
the solver is spent in the lookahead process. Running a profiler on a DPLL-based QBF
solver like QUBE++ confirms this result: on all the instances that we have tried, looka-
head always amounted to more than 70% of the total runtime. The need for a fast
lookahead procedure is accentuated by the use of smart lookback techniques such as
learning [13], where the solver augments the initial set of constraints with other ones
discovered during the search. With learning, possibly large amounts of lengthy con-
straints have to be processed quickly, otherwise the overhead will dwarf the benefits of
learning itself.

The implementation of lookahead in QUBE++ is based on an extension of the three
literal watching (3LW) and the clause watching (CW) lazy data structures presented
in [12] to detect, respectively, unit and monotone literals. The description of CW and
3LW in [12] considers only the case where but it is sufficient to understand CW
implementation in QUBE++. As for 3LW, in QUBE++ it is organized as follows. For
each constraint, QUBE++ has to watch three literals and if the constraint is
a clause, then are existential and is universal; otherwise, are universal
and is existential. Dummy values are used to handle the cases when a clause (resp. a
term) does not contain at least two existential (resp. universal) literals and one universal
(resp. existential) literal. 3LW for clauses works in the same way as described in [12],
while for terms it works as follows. Each time a literal is assigned, the terms where
is watched are examined. For each such term:

If is universal then, assuming
if or eliminate the term then stop;
if is open, then check the universal literals to see if there exists such that

and is either open, or it eliminates the term; if so, let and
stop, otherwise check the existential literals to see if there exists such that
either eliminates the term or is before in the prefix; if so, let
and stop, otherwise a unit literal is found;
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finally, if is assigned (i.e., simplified the term) then check the existential
literals to see if there exists such that eliminates the term; if so, let

and stop, otherwise an empty term is found.
If is existential then, if both and are open, or if or are eliminating the
term, then stop; if either or is open (say it is then check the existential
literals to see if there exists such that either eliminates the term or is before

in the prefix; if so, let and stop, otherwise a unit literal is found.

By keeping separate account of existential and universal literals in the constraints, 3LW
always performs less operations than the other lazy data structures described in [12].
The 3LW algorithm is sound and complete in the sense that it correctly identifies unit
and empty constraints, and that it detects all such constraints when they arise at a given
node of the search tree. The same can be stated for CW (as described in [12]) and mono-
tone literals. The use of 3LW and CW speeds up the lookahead process by examining
fewer constraints, and the search process as a whole, by avoiding the bookkeeping work
needed by non-lazy data structures when assignments are retracted during backtracking.

Lazy data structures do not provide up-to-date information about the status of the
formula, e.g, how many constraints have been eliminated, or how many binary, ternary,
etc. constraints are left. Therefore, they have an impact on the implementation of
QUBE++ and, in particular, on the termination condition (when are all the clauses
in eliminated?) and on the search heuristic (how to score literals?). The first issue is
solved having QUBE++ try to assign all the literals: if no empty constraint is detected
and all the literals have been assigned, then a solution is found. As for the heuristic, the
issue is more complicated and we have dedicated a separate section to it. Despite these
apparent limitations, we have run experiments using the real-world instances from the
QBF evaluation that confirm the efficiency of lazy data structures vs. a non-lazy coun-
terpart. We compared QUBE++ vs. an early version of the system using a non-lazy
data structure; both versions featured chronological backtracking so that no advantage
for fast exploration of large constraints sets is expected for lazy data structures. More-
over, the version using non-lazy data structures keeps track of eliminated clauses, and
therefore identifies solutions as soon as they arise. Even in this unfavorable setting, lazy
data structures are, on average, 25% faster then their non-lazy counterpart. Considering
the ratio of literal assignments vs. CPU time, lazy data structures perform, on average,
two times more assignments per second than a non-lazy data structure.

5 UIP-Based Lookback Algorithm

Only a minority of state-of-the-art QBF solvers uses standard chronological backtrack-
ing (CB) as lookback algorithm (see [9]). This is not by chance, since CB may lead to
the fruitless exploration of possibly large subtrees where all the leaves are either con-
flicts (in the case of subtrees rooted at OR nodes) or solutions (in the case of subtrees
rooted at AND nodes). This is indeed the case when the conflicts/solutions are caused
by some choice done way up in the search tree. To solve this problem [18] introduced
conflict backjumping and solution backjumping (CBJ, SBJ) for QBFs. Using CBJ (resp.
SBJ) the lookback procedure jumps over the choices that do not belong to the reason
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of the conflict (resp. solution) that triggered backtracking. Intuitively, given a QBF in-
stance if S is a conflict (resp. a solution), then a reason R is a subset of S
such that is logically equivalent to

Reasons are initialized when a conflict or a solution is detected, and they are
updated while backtracking. For details regarding this process, see [13]. With CBJ/SBJ
reasons are discarded while backtracking over the nodes that caused the conflict or the
solution, and this may lead to a subsequent redundant exploration. With learning as in-
troduced for QBFs by [13], the reasons computed may be stored as constraints to avoid
repeating the same search.

The fundamental problem with learning is that unconstrained storage of clauses
(resp. terms) obtained by the reasons of conflicts (resp. solutions) may lead to an expo-
nential memory blow up. In practice, it is necessary to introduce criteria (i) for limiting
the constraints that have to be learned, and/or (ii) for unlearning some of them. The
implementation of learning in QUBE++ works as follows. Assume that we are back-
tracking on a literal assigned at decision level where the decision level of a literal is
the number of nodes before The constraint corresponding to the reason for the current
conflict (resp. solution) is learned only if:

is existential (resp. universal),
all the assigned literals in the reason except are at a decision level strictly smaller
than and
there are no open universal (resp. existential) literals in the reason that are before
in the prefix.

1.
2.

3.

Once QUBE++ has learned the constraint, it backjumps to the node at the maximum
decision level among the literals in the reason, excluding We say that is a Unique
Implication Point (UIP) and therefore the lookback in QUBE++ is UIP-based. Notice
that our definition of UIP generalizes to QBF the concepts first described by [14] and
used in the SAT solver GRASP. On a SAT instance, QUBE++ lookback scheme behaves
similarly to the “1-UIP-learning” scheme used in ZCHAFF and described in [19]. Even
if QUBE++ is guaranteed to learn at most one clause (resp. term) per each conflict
(resp. solution), still the number of the learned constraints may blow up, as the number
of backtracks is not guaranteed to be polynomial. To stop this course, QUBE++ scans
periodically the set of learned constraints in search of those that became irrelevant, i.e.,
clauses (resp. terms) where the number of open literals exceeds a given parameter
The method, called relevance bounded learning and introduced for SAT solvers by [20],
ensures that the number of learned clauses and terms is where is the number
of distinct atoms in the input formula.

6 Lookback-Based Heuristic

The report by [9] lists the development of an effective heuristic for QBF solvers among
the challenges for future research. To understand the nature of such a challenge, con-
sider QBFs having the form
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where each and stands for Running a
heuristic on (2) amounts to choosing an open literal among a set with the pro-
viso that all the atoms in the sets with must be assigned before we can choose
atoms from the set Varying and each of the we can range from formulas
like

where for every to formulas like

where i.e., (4) is a SAT instance. If we consider QBFs of the sort (3) then it is
likely that the heuristic is almost useless: unless an atom is removed from the prefix
because is either unit or monotone, the atom to pick at each node is fixed. On the other
hand, considering QBFs of the sort (4), we know from the SAT literature that nontrivial
heuristics are essential to reduce the search space. In practice, QBF instances lay be-
tween the extremes marked by (3) and (4), and instances like (3) are fairly uncommon,
particularly in real-world problems. For this reason, it does make sense to try to devise
a heuristic for QUBE++, but to make it efficient, we must also minimize its overhead.
This task is complicated further by the fact that QUBE++ uses lazy data structures, and
therefore the heuristic cannot efficiently extract complete and up-to-date information
about the formula.

Given all these considerations, we designed CHOOSE-LITERAL in QUBE++ to use
the information gleaned from the input formula at the beginning of the search, and then
to exploit the information gathered during the learning process. This can be done with
a minimum overhead, and yet enable QUBE++ to make informed decisions at each
node. The heuristic is implemented as follows. To each literal we associate two coun-
ters, initially set to 0: the number of clauses such that and the number of terms
such that Each time a constraint is added, either because it is an input clause or a
learned constraint, the counters are incremented; when a learned constraint is removed,
the counters are decremented. This generates a tiny overhead since constraints are ex-
amined anyways during the learning/unlearning process. In order to choose a suitable
branching literal, we arrange literals in a priority queue according to (i) the prefix level
of the corresponding atom, (ii) the score and (iii) the numeric ID. In this way, atoms at
prefix level are always before atoms at prefix levels no matter the score; among
atoms that have the same prefix level, the open literal with the highest score comes first;
ties are broken preferring low numeric IDs. Choosing a branching literal is thus inex-
pensive, since it amounts to picking the first literal in the priority queue. Periodically,
we rearrange the priority queue by updating the score of each literal this is done by
halving the old score and summing to it the variation in the number of constraints
such that if is existential, or the variation in the number of constraints such
that if is universal. The variations are measured with respect to the last update.
Rearranging the priority queue is an expensive operation, and therefore QUBE++ does
it only at multiples of a fixed threshold in the number of nodes. In this way, the over-
head of the update is amortized over as many nodes as the threshold value. Clearly, a
higher threshold implies less overhead per node, but also a less accurate choice of the
branching literal.
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Fig. 2. Correlation plots of QUBE++ vs. state-of-the-art QBF solvers.

The intuition behind the heuristic is to favor existential literals which eliminate a
lot of clauses and simplify a lot of terms, thereby incrementing the chances of finding
a solution; conversely, the heuristic favors universal literals which simplify a lot of
clauses and eliminate a lot of terms, thereby incrementing the chances of finding a
conflict. The fact that the scores are periodically slashed helps the solver to keep focus
on more recent learned constraints (a similar technique is employed by ZCHAFF [15]
for SAT instances).

7 Experimental Results

In order to validate QUBE++ and tune its performances we have run several experi-
ments using real-world instances extracted from those available at QBFLIB [21]. Here
we show the results of a comparison between QUBE++ and the state-of-the-art QBF
solvers that were reported as best on non-random instances by [9]. In particular, we se-
lected the three top performers on this kind of instances: SEMPROP [22], QUBEBJ [18],
and QUBEREL [13]. Since at the time of the evaluation the performances of QUAFFLE
could not be fairly assessed because of a parser problem, we decided to include also
its new version YQUAFFLE in our analysis. For all the solvers considered, we report
the results of their most recent versions available at the time this paper was submit-
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ted for review (April 2004). To run the comparison, we have used the same set of 450
verification and planning (synthesis) benchmarks that constituted part of the QBF eval-
uation: 25% of these instances are from verification problems [1,2], and the remaining
are from planning domains [3,4]. All the experiments were run on a farm of PCs, each
one equipped with a Pentium IV 2.4GHz processor, 1GB of RAM, and running Linux
RedHat 7.2.

In Figure 2 we compare the performances of QUBE++ with the other state-of-
the-art QBF solvers. In the plots of Figure 2, each solid-fill square dot represents an
instance, QUBE++ solving time is on the x-axis (log scale), QUBEBJ (top-left), QU-
BEREL (top-right), SEMPROP (bottom-left) and YQUAFFLE (bottom-right) solving
times are on the y-axes (log scale). The diagonal (outlined diamond boxes) represents
the solving time of QUBE++ against itself and serves the purpose of reference: the dots
above the diagonal are instances where QUBE++ performs better than its competitors,
while the dots below are the instances where QUBE++ performances are worse than
the other solvers. By looking at Figure 2 we can see that QUBE++ performances com-
pare favorably with its competitors. Considering the number of instances solved both
by QUBE++ and each of its competitors, on 268/342, 301/342, 259/308 and 198/301
instances QUBE++ is as fast as, or faster than QUBEBJ, QUBEREL, SEMPROP and
YQUAFFLE respectively. A more detailed analysis reveals that QUBE++ is at least one
order of magnitude faster than QUBEBJ (resp. SEMPROP) on 112 (resp. 163) prob-
lems, and it is at least one order of magnitude slower on 36 (resp. 37) problems, i.e.,
about 44% (resp. 60%) of the instances where QUBEBJ (resp. SEMPROP) is faster than
QUBE++. QUBE++ is also at least one order of magnitude faster than QUBEREL
on 79 instances, and one order of magnitude slower on 15 instances only. In the case
of YQUAFFLE the plot thickens, since QUBE++ and YQUAFFLE results disagree on
54 instances. Noticeably, (i) for each one of these instances the satisfiability result
of QUBE++ is independently confirmed by at least one solver among QUBEBJ, QU-
BEREL and SEMPROP, and (ii) some of the instances where YQUAFFLE reports a satisfi-
ability (resp. unsatisfiability) result have been declared as unsatisfiable (resp. satisfiable)
by the benchmark author. However, since a certificate of satisfiability (or unsatisfiabil-
ity) in QBF is not as easy to produce and to check as it is in SAT, none of the solvers
that we have tried produces a witness that can be used to check its result. Therefore we
must rely on a majority argument to declare YQUAFFLE “wrong”, and to consider its
54 mismatching answers as if the solver failed to complete within the time limit. With
this proviso, on the remaining 396 instances (of which 360 solved both by QUBE++
and YQUAFFLE) QUBE++ is strictly faster than YQUAFFLE on 212 instances, and on
115 of them it is at least one order of magnitude faster. On the other hand, YQUAFFLE

is at least one order of magnitude faster than QUBE++ on 56 instances only. In conclu-
sion, it is fair to say that QUBE++ is more robust and also faster than YQUAFFLE, since
the above extrapolated data correspond to the best-case scenario in which YQUAFFLE
results agree with all the other solvers, and fixing it did not hurt its performances.

In Figure 3 (left) we compare the runtime distribution of QUBEREL, QUBEBJ and
SEMPROP1 with respect to QUBE++: the x-axis is an ordinal in the range (1-375), and

We have discarded YQUAFFLE from this analysis because we cannot fully rely on its answers
and, consequently, on its solving times.

1
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Fig. 3. Runtime distributions of QUBE++ vs. state-of-the-art QBF solvers (left) and on SAT
instances (right).

the y-axis is CPU seconds on a logarithmic scale. The plot in Figure 3 is obtained
by ordering the results of each solver independently and in ascending order. We show
only the part of the plot where at least one of the solvers completed within the time
limit of 900 seconds. By looking at Figure 3 (left) it is evident that QUBE++ advances
considerably the state of the art in the solution of real-world QBF instances. Within the
time limit, QUBE++ solves 22, 33, and 61 more instances than QUBEREL, QUBEBJ,
and SEMPROP, respectively. A quantitative analysis on the data shown in Figure 3 (left)
is obtained by comparing QUBE++ with the SOTA solver, i.e., SEMPROP, QUBEBJ

and QUBEREL running in parallel on three different processors. Focusing on a subset
of 273 nontrivial benchmarks, i.e., those where the run time of either QUBE++ or the
SOTA solver exceeds seconds, we see that:

On 215 instances, QUBE++ is as fast as, or faster than, the SOTA solver and, in
a median-to-median comparison of run times, QUBE++ is about five times faster;
on 49 of these instances the gap is more than one order of magnitude.
On 58 instances, QUBE++ is slower than the SOTA solver: on 18 of these in-
stances, QUBE++ (and QUBEREL) run time exceeds the time limit, while SEM-
PROP and QUBEBJ manage to solve 8 and 11 instances, respectively; on the re-
maining 40, QUBE++ is a factor of 7.5 slower than the SOTA solver, but, individ-
ually, it is only a factor of 1.9, 4.8 and 1.5 slower than SEMPROP, QUBEBJ and
QUBEREL, respectively (all the factors obtained comparing median run times).

On the remaining 177 trivial instances, all the solvers perform equally well. Summing
up, QUBE++ performances are individually much better than SEMPROP, QUBEBJ and
QUBEREL, and are even better than the SOTA solver obtained by combining all the
three of them.

As we said in the introduction, [9] reports that QBF solvers are still lagging behind
SAT solvers in terms of efficiency and sophistication. In Figure 3 (right) we checked
the standing of QUBE++ with respect to this issue using a set of 483 challenging real-
world SAT instances (described in [16]). We compared QUBE++, QUBEREL, the best
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state-of-the-art solver on real-world QBFs according to our experiments, and ZCHAFF,
the winner of SAT 2002 competition [23] and one of the best solvers in SAT 2003
competition [24] on real-world SAT instances. The results show that QUBE++ is only
a factor of two slower than ZCHAFF, while QUBEREL is one order of magnitude
slower than ZCHAFF (median-to-median comparison on the run times). Overall, both
QUBE++ and ZCHAFF conquer about 90% of the instances within 1200 seconds,
while QUBEREL can solve only 50% of them. Considering that QUBE++ has to pay the
overhead associated to being able to deal with QBFs instead of SAT instances only, it is
fair to say that QUBE++ is effectively bridging the gap between SAT and QBF solvers,
and that this is mainly due to the techniques that we proposed and their combination.

8 Conclusions and Related Work

In this paper we have described QUBE++, an efficient QBF solver QBF instances.
QUBE++ owes its efficiency to the propagation scheme based on lazy data structures
tied with the UIP-based learning method and a lookback-based search heuristic. To the
extent of our knowledge, QUBE++ is the first QBF solver to feature such a powerful
combination of techniques. On real-world QBF instances, QUBE++ shows order-of-
magnitude improvements with respect to SEMPROP, QUBEBJ, QUBEREL, and YQUAF-
FLE. On a test set of challenging real-world SAT benchmarks, QUBE++ bridged the gap
with SAT solvers as it was comparable to ZCHAFF, while QUBEREL lagged severely
behind both ZCHAFF and QUBE++.

Considering other state-of-the-art QBF solvers adopting some form of smart look-
back scheme, we have SEMPROP [22] that features a different form of learning, non-lazy
data structures and a different heuristic; QUBEBJ [18] and QUBEREL [13] that feature
non-lazy data structures, a different heuristic and lookback methods on which those of
QUBE++ are based, but with different implementations; QUAFFLE [17] restricted learn-
ing to conflicts, and featured a non-lazy data structure; as for YQUAFFLE, no detailed
description of its relevant features is available to the extent of our knowledge; finally,
WATCHEDCSBJ (see, e.g., [12] for a description of its implementation) features lazy
data structures restricted to clauses, and CBJ/SBJ without learning. We did not report
about QUAFFLE and WATCHEDCSBJ, since QUAFFLE has been replaced by YQUAF-
FLE, while WATCHEDCSBJ turned out to be slower than SEMPROP on real-world QBF
instances according to our experiments.
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Abstract. In this paper we present an explicit verification algorithm for
Probabilistic Systems defining discrete time/finite state Markov Chains.
We restrict ourselves to verification of Bounded PCTL formulas
(BPCTL), that is, PCTL formulas in which all Until operators are
bounded, possibly with different bounds. This means that we consider
only paths (system runs) of bounded length. Given a Markov Chain
and a BPCTL formula our algorithm checks if is satisfied in
This allows to verify important properties, such as reliability in Discrete
Time Hybrid Systems.
We present an implementation of our algorithm within a suitable exten-
sion of the verifier. We call (Finite Horizon Probabilis-
tic such extension of the verifier.
We give experimental results comparing with (a finite horizon
subset of) PRISM, a state-of-the-art symbolic model checker for Markov
Chains. Our experimental results show that can effectively
handle verification of BPCTL formulas for systems that are out of reach
for PRISM, namely those involving arithmetic operations on the state
variables (e.g. hybrid systems).

1 Introduction

Model checking techniques [5, 12, 19, 18, 25, 32] are widely used to verify correct-
ness of digital hardware, embedded software and protocols by modeling such
systems as Nondeterministic Finite State Systems (NFSSs).

However, there are many reactive systems that exhibit uncertainty in their
behavior, i.e. which are stochastic systems. Examples of such systems are: fault
tolerant systems, randomized distributed protocols and communication proto-
cols. Typically, stochastic systems cannot be conveniently modeled using NFSSs.
However, they can often be modeled by Markov Chains [2,15]. Roughly speaking,
a Markov Chain can be seen as an automaton labeled with (outgoing) probabil-
ities on its transitions.
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For stochastic systems correctness can only be stated using a probabilistic
approach, e.g. using a Probabilistic Logic (e.g. [33, 8, 14]). This motivates the de-
velopment of Probabilistic Model Checkers [9,1,20], i.e. of model checking algo-
rithms and tools whose goal is to automatically verify (probabilistic) properties
of stochastic systems (typically Markov Chains). For example, a probabilistic
model checker may automatically verify a system property like “the probability
that a message is not delivered after 0.1 seconds is less than 0.80”. Note that,
following [20, 21], we are using the expression “probabilistic model checking” to
mean model checking of probabilistic systems.

Many methods have been proposed for probabilistic model checking, e.g. [11,
3, 8, 14–16, 22, 31, 33].

To the best of our knowledge, currently, the state-of-the-art probabilistic
model checker is PRISM [30, 1, 21]. PRISM overcomes the limitations due to the
use of linear algebra packages in Markov Chain analysis by using Multi Terminal
Binary Decision Diagrams (MTBDDs) [7], a generalization of Ordered Binary
Decision Diagrams (OBDDs) [4] allowing real numbers in the interval [0, 1] on
terminal nodes. Roughly speaking, PRISM can use three approaches to Markov
Chain analysis. Namely: a sparse matrix based approach (based on linear algebra
packages), a symbolic approach (based on the CUDD package [10]) and a hybrid
approach, which uses MTBDDs to represent the system transition matrix and
sparse matrix algorithms to carry out the (quantitative) probabilistic analysis
[21]. As shown in [21], PRISM hybrid approach is faster than probabilistic model
checkers based only on MTBDDs (e.g., ProbVerus [34]) and avoids the state
explosion problem of probabilistic model checkers based only on sparse matrices
(e.g., ETMCC [17] or the algorithms in [14, 15]).

Here we are mainly interested in automatic analysis of discrete time/finite
state Markov Chains modeling Discrete Time Hybrid Systems. Such Markov
Chains can in principle be analyzed using PRISM. However, our experience is
that, using PRISM on our systems, quite soon we run into a state explosion
problem, i.e. we run out of memory because of the huge OBDDs built during the
model checking process. This is due to the fact that hybrid systems dynamics
typically entails many arithmetical operations on the state variables. This makes
life very hard for OBDDs, thus making usage of a symbolic probabilistic model
checker (e.g. like PRISM) on such systems rather problematic.

To this end in [27] is presented an explicit disk based algorithm for automatic
Finite Horizon safety analysis of Markov Chains. The algorithm in [27] has
been implemented in the probabilistic model checker (Finite Horizon
Probabilistic [6].

The experimental results in [27] show that outperforms PRISM
on (discrete time) hybrid systems verification. Note however that PRISM can
handle all PCTL [14] logic, whereas only handles finite horizon safety
properties (e.g. like “the probability of reaching an error state in steps is less
than a given threshold”). Moreover, in [28] it is shown that input
language is more natural than the PRISM one in order to specify many Stochastic
Systems.



216 Giuseppe Della Penna et al.

Unfortunately there are many interesting (finite horizon) properties that can-
not be expressed as safety properties. For example reliability and robustness
properties like: “the probability of reaching within steps an undesired state,
which will not be left with high probability within steps, is low” cannot be
verified using the algorithm given in [27]. By an undesired state we mean a state
in which the system should not be, e.g. a state in which the system cannot stay
for a too long time, otherwise a damage occurs. Of course such properties can
also be handled by PRISM, however then we hit the state explosion barrier quite
soon when handling hybrid systems (our goal here).

The above considerations suggest extending capabilities so as to
handle all Bounded PCTL (BPCTL) properties. That is, PCTL properties in
which all Until operators are bounded, possibly with different bounds. In other
words, we consider only paths (system runs) of bounded length. Clearly BPCTL
allows us to define reliability properties and, indeed, much more. Our results can
be summarized as follows.

We present (Section 3) a new explicit verification algorithm for finite state/
discrete time Markov Chains. Our present algorithm can handle all BPCTL
formulas, whereas the one presented in [27] can only handle safety properties.
Moreover, our present algorithm is not a simple extension of the one in [27],
since, to handle the reliability properties we are interested in, which result in
BPCTL properties with nested Untils, we had to completely re-engineer it.
Namely, the BF (Breadth First) visit of the state transition graph in [27] has
been changed into a DF (Depth First) visit (see Section 3), with an ad-hoc
caching strategy that allows to better handle BPCTL properties with nested
Untils. Finally, our algorithm is disk based, therefore, because of the large
size of modern hard disks, memory is hardly a problem for us. Computation
time instead is our bottleneck. However, our algorithm can trade RAM with
computation time, i.e. the more RAM available the faster our computation
(see Section 3.1). To the best of our knowledge, this is the first time that
such an algorithm for probabilistic model checking is proposed.
We present (Section 3.2) an implementation of our algorithm within the

verifier.
We present (Section 4.1) experimental results comparing our BPCTL en-
hanced with PRISM on the two probabilistic dining philosophers
protocols included in the PRISM distribution, and also on the two modified
version of the same protocols presented in [27]. Our experimental results
show that BPCTL enhanced can handle systems that are out of
reach for PRISM. However, as long as PRISM does not hit state explosion,
PRISM is faster than our (as to be expected).
We present (Section 4.2) experimental results on using BPCTL enhanced

for a probabilistic analysis of a “real world” hybrid system,
namely the Turbogas Control System of the Co-generative power plant de-
scribed in [26]. Because of the arithmetic operations involved in the definition
of system dynamics, this hybrid system is out of reach for OBDDs (and thus
for PRISM), whereas can complete verification of interesting
reliability properties within a reasonable amount of time.
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2 Basic Notation

2.1 Markov Chains

Let S be a finite set. We regard functions from S to the real interval [0, 1] and
functions from S × S to [0, 1] as row vectors and as matrices, respectively. If x
is a vector and we also write or for If P is a matrix and

we also write or for
On vectors and matrices we use the standard matrix operations. Namely: xP

is the row vector y s.t. and AB is the matrix C s.t.

We define in the usual way, i.e.: where I (the
identity matrix) is the matrix defined as follows: if then 1 else
0.

We denote with the set {0,1} of boolean values. As usual 0 stands for false
and 1 stands for true.

We give some basic definitions on Markov Chains. For further details see,
e.g. [2].

A distribution on S is a function s.t. Thus a dis-
tribution on S can be regarded as a row vector x. A distribution
x represents state iff (thus when

If distribution x represents by abuse of language we also write to
mean that distribution x represents a state and we use x in place of the element
of S represented by x.

In the following we often represent states using distributions. This allows us
to use matrix notation to define our computations.

Definition 1. 1. A Discrete Time Markov Chain (just Markov Chain in the
following) is a triple where: S is a finite set (of states),

and is a transition matrix, i.e. for all
(We included the initial state in the Markov Chain

definition since in our context this will often shorten our notation.)
An execution sequence (or path) in the Markov Chain is a
nonempty (finite or infinite) sequence where are states
and If we write for
The length of a finite path is (number of transitions),
whereas the length of an infinite path is We denote with the length of

We denote with the set of infinite paths in s.t.
whereas is set of paths in s.t. and If

we write also for
Moreover, we say that a state is reachable in steps when it exists a
path such that
For we denote with the smallest on which,
for any finite path starting at contains the basic cylinders

is a prefix of The probability measure Prob on is
the unique measure with is a prefix of

2.

3.
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E.g. given a distribution x, the distribution y obtained by one execution step
of Markov Chain is computed as: y = xP. In particular if y =
xP and we have that

The Markov Chain definition in Definition 1 is appropriate to study math-
ematical properties of Markov Chains. However Markov Chains arising from
probabilistic concurrent systems are usually defined using a suitable program-
ming language rather than a stochastic matrix. As a matter of fact the (huge)
size of the stochastic matrix of concurrent systems is one of the main obstructions
to overcome in probabilistic model checking.

Thus a Markov Chain is presented to a model checker by defining (using a
suitable programming language) a next state function that returns the needed
information about the immediate successors of a given state. The following def-
inition formalizes this notion.

Definition 2. A Probabilistic Finite State System (PFSS) is a 4-tuple
where S is a finite set (of states), is a finite set of labels and

next is a function taking a state as argument and returning a set of
triplets s. t.

We can associate a Markov Chain to a PFSS in a unique way.

Definition 3. Let be a PFSS. The Markov Chain associated
to is where

Moreover, a state sequence is a path in iff it is a path in

2.2 BPCTL

In this Section we give syntax (Definition 4) and semantics (Definition 5) for
BPCTL (Bounded PCTL). BPCTL formulas only consider PCTL formulas in
which all Until operators are bounded, possibly with different bounds. This
means that we consider only paths (system runs) of bounded length.

Definition 4. Let AP be a finite set of atomic propositions, i.e. of functions
The BPCTL language is the language generated by the

following grammar:

where and and the symbol is one of the symbols

Definition 5. Let be a Markov Chain. Then, the satisfaction
relation is defined, for all as follows:
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iff
iff and

iff
iff

iff s. t.
and

Moreover, let F be a BPCTL formula. Then, iff
Finally, let be a PFSS. Then, iff

Finally, we give two definitions that will be useful in the following.

Definition 6. Let be a Markov Chain, be BPCTL formulas,
and Then we write for

Definition 7. A BPCTL formula is said to be a U-formula iff there are
BPCTL formulas s.t.

Remark 1. From Definition 5, we can intuitively see that the truth value for
can be evaluated by taking into account only paths of finite length

provided that is large enough and computing, when needed,
(for some path property as

If we denote with the semantics that considers only paths of length
then we have the following theorem.

Theorem 1. Let be a Markov Chain and be a BPCTL formula.
Then, there exists a such that, for all and for all iff

The reader is referred, for the mathematical details, to the online appendices
of the present paper [13] (Appendix A).

3 Explicit BPCTL Model Checking

In this Section we present an explicit algorithm to verify if a PFSS
next) satisfies a given BPCTL formula

By Definition 5, it is clear that the most difficult case in the verification of
F is to compute the truth value of a U-formula. In [27], we solved this problem
by implementing a BF (Breadth First) visit of the state space. However, a BF
visit it is not effective when dealing with nested U-formulas, which are exactly
the kind of formulas defining the robustness and reliability properties we are
interested in.

In fact, suppose that with being
and atomic proposition. To determine if a state is such that we have

to check, for all states that are reachable from in at most steps, if
that is, we have to start, for all a nested BF visit. However, it is possible to
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avoid some of these nested visits. Now we will show how, using a DF visit and
a cache, we reach this goal.

Our idea is that, using a DF visit, it is possible to compute, for all states
reached during the computation of (needed to check if
the value being the number of transitions steps leading from

to this comes from the recursiveness of the DF visit itself. So, if we save in
a cache slot and then this latter value may be used to
avoid a nested DF visit when is possibly reached again.

Note that the BF visit proposed in [27] is only able to say if the state from
which we start the visit is such that (or so it is hard to apply
such a caching strategy to the algorithm proposed in [27].

The rest of this Section is organized as follows. In Sect. 3.1 we give a formal
description of our algorithm, explaining it also by means of a simple running
example; in Section 3.2 we explain how we implemented the algorithm in the

verifier.

3.1 Explicit Verification of BPCTL Formulas

In this Section we give a formal description of the algorithm, verifying a generic
BPCTL formula. Let be a PFSS and F be a BPCTL formula.
We want to check if (see Definition 5) holds.

The main function BPCTL, taking and F and returning true iff is
in Figure 1. This function uses, as auxiliary functions, the following ones:

BPCTL_rec (also in Figure 1), is a recursive function that calls itself or the
other auxiliary functions, as needed by the syntactical structure of the given
BPCTL formula;

Fig. 1. Functions BPCTL,BPCTL_rec and evalX
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Fig. 2. Functions evalU and DF_Search

evalX (also in Figure 1), is dedicated to the evaluation of formulas of form

evalU (Figure 2), is dedicated to the evaluation of formulas of form

DF_Search (also in Figure 2), is a recursive auxiliary function for evalU, com-
puting a finite horizon DF visit of the PFSS

Correctness of the Algorithm. The reader is referred, for the proof of the
algorithm correctness, to the online appendices of the present paper [13] (Ap-
pendix B).

We illustrate how our algorithm works by means of the simple PFSS shown
in Figure 3. Given the BPCTL formula where is an atomic
proposition such that and is 0 on the other states (as
shown in Figure 3), we want to verify if

Then, from going through BPCTL_rec andevalU,
is called, and the DF visit of begins. Supposing that is the

value for the variable prob when DF_Search is called on the state we have
that and a recursive call to is made. Here, (since

and no recursive call is made; on the return to the previous call (on
we have Then, a recursive call on is made, from which

other two recursive calls are made, first on and then on None of these
two calls makes other recursive calls: because is called with horizon =2,
because This latter call will set and then
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Fig. 3. A PFSS simple example

Now, we return in the visit to and now
Then, other two nested calls on and are made but, since none of the two
satisfies does not change. So, the final result is that since

Note that and are never reached: the former because is only
reachable from that is not expanded since the latter because is
beyond the F horizon, i.e. it is not reached in at most 2 steps from

For what concerns the cache, it is organized as follows. Each cache slot
contains a state    (C[h].state in Figure 4) together with a U-formula

(C[h].form), an integer (C[h].horizon) and the respective
(C[h].prob). In this way, we exploit the recursiveness of the DF

visit, which allows us to compute, for every state reached during the computa-
tion of the number where is the number of steps that
needs to reach the horizon (i.e. being the number of steps from to

In this way, we avoid to perform already done computations, so saving time
with a fixed amount of memory.

This saving may take place in two ways:

when evalU calls try_to_evaluate (see Figure 4), to attempt to avoid a
call to DF_Search. This function is based on the fact that

for all BPCTL formulas and This implies
that, even if the searched pair (state, formula) is not present in the cache
with the required horizon, we can say if as an example, this happens
if the horizon stored in the cache is less than the required one, but the stored
probability is already greater than
when DF_Search calls present_cache, to attempt to avoid a recursive call.
In this case, the recursive call can be avoided only if we find in the cache the
exact entry for the state, the formula and the horizon, since here we need
the exact probability value. To exemplify this, consider again Figure 3, and
suppose that there were two transitions from to both with probability

Then, the second recursive call on is avoided, since the first call has
put on the cache the value which is returned by function
present_cache.
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Fig. 4. Function try_to_evaluate

Fig. 5. Function insert_cache

Finally, function insert_cache, being slightly different from the usual im-
plementation, is in Figure 5. In this function, when a free cache slot has not been
found, a slot is overwritten only if it refers to the same pair (state, formula), and
has minor horizon. In this way, we overwrite only information obtained with less
computation resources. Moreover, the hash collision chain due to open address-
ing is dynamically extended when too many insertions fail. It is so clear that
our algorithm trades memory with time: if we are given more memory, we will
have a larger cache, which will be able to store more probabilities, thus avoiding
more recursive calls to the DF visit.

3.2 Implementation Within the Verifier

We implemented the algorithm given in Section 3 within the verifier. We
started from [27], a probabilistic version of in which only a
subset of BPCTL formulas can be verified.

Since already allows specification of PFSSs, the input language
has been modified only to allow definition of BPCTL formulas.
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On the other hand, the verification algorithm has been implemented along
the lines shown in Figure 1, 2 and 4. The only adjustment is in function evalU,
that cannot be implemented using standard C recursion. So, a stack has been
implemented to explicitly handle the recursive calls. Since we are in a bounded
framework, the stack size is limited, and is given by the following definition.

Definition 8. Let stack_size: be the function returning the stack
size that is needed to verify a BPCTL formula Then stack_size is defined as
follows:

Hence, the amount of memory needed by the verification task is fixed, so we
have that our real bottleneck is time, and not memory. However, to handle the
case in which we need more memory than the available one, we implemented
the swap-to-disk mechanism stack cycling, which is also implemented in the
DF-based verifier SPIN [19]. With this technique, only a part of the stack is
maintained in RAM: when there is a push or a pop operation outside of the
stack part in RAM, then a disk block (containing a certain number of states) is
used to store or retrieve the desired states. This mechanism avoids too frequent
disk accesses due to repetition of push-pop operations.

In this way, we use the RAM to store part of the DF stack and of our cache.
Our experiments show that typically we can take the RAM size for the DF stack
as inversely proportional to the number of nested U-formulas, since, in this case,
it is important to have a large cache in order to speed up the verification process.

4 Experimental Results

To show the effectiveness of our approach we run two kinds of experiments.
First, in Section 4.1, we compare verifications of BPCTL formulas done with

with verifications of the same models done with the probabilistic
model checker PRISM [30].

Second, in Section 4.2, we run to verify a robustness property
on a quite large probabilistic hybrid systems. Since our main goal is to use

to prove hybrid systems robustness properties, this second kind of
evaluation is very interesting for us.

4.1 Probabilistic Dining Philosophers

In this Section we give our experimental results on using on the
probabilistic protocols included in PRISM distribution [30]. We do not consider
the protocols that lead to Markov Decision Processes or to Continuous Time
Markov Chains, since cannot deal with them. Hence we only consider
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Fig. 6. Results for the Pnueli-Zuck protocol as it is found in the PRISM distribution.
We use a machine with 2 processors (both INTEL Pentium III 500Mhz) and 2GB of
RAM. options: -m500 (use exactly 500MB of RAM). PRISM options: default
options

Fig. 7. Results for the Lehmann-Rabin protocol as it is found in the PRISM distribu-
tion.The fields have the same meaning of Fig. 6

Fig. 8. Results for the Pnueli-Zuck protocol as it was modified in [27]. The fields have
the same meaning of Fig. 6. N/A means that PRISM was unable to complete the
verification; in this case, also the -m and -s (totally MTBDD and algebraic verification
algorithm respectively) have been used, with the same result

Fig. 9. Results for the Lehmann-Rabin protocol as it was modified in [27]. The fields
have the same meaning of Fig. 6

Pnueli-Zuck [29] and Lehmann-Rabin [23, 24] probabilistic dining philosophers
protocols. For both of these protocols, we use two versions: the one which can
be found in the PRISM distribution, and the modified version allowing quality
of service properties verifications, as it is described in [27].

For what concerns the BPCTL properties to be verified, we proceed as fol-
lows. For the models in the PRISM distribution, we choose one of the relative
BPCTL properties and we modify it so as to obtain an equivalent BPCTL prop-
erty. In fact, the PRISM BPCTL properties about these protocols are of the
type where and are atomic propositions. How-
ever, these formulas are not evaluated on the initial state (which is the standard
PCTL semantics), but on all reachable states. To obtain a comparable result
with we verify the property
where is the diameter of the protocol state space, i.e. the length of maximum
path between two states. In this way, we have that iff, for all reachable
states

Our results are in Figure 6 and 7 (with Note that, in these set
of experiments, which do not involve mathematical operations, PRISM works
better, while take too much time to complete the verifications.
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For the modified models, we verify a reliability property. In fact, in this mod-
els, there is a set of error states, i.e. those satisfying a special atomic proposition

(informally, “a philosopher does not eat for a too long time, and dies for
starvation”). To define our reliability property, we introduce a new atomic propo-
sition which is a weaker version of in the sense that, for all states
if satisfies then it satisfies also (informally, “a philosopher does not
eat for a long time, and he is in danger”). So, our undesired states are those
satisfying The reader is referred, for a detailed description of and

to the online appendices of the present paper [13] (Appendix C).
Now, we want to say that, when an undesired state is reached, then the

system almost always reaches, from and in a few steps, a non-error state. Then,
our property states that there is a low probability that if we reach in steps a
state such that holds, and there is not a high probability of reaching,
from and in steps, a state such that The corresponding
BPCTL formula is We give this BPCTL
formula both to PRISM and

Our results are in Figures 8 and 9 (with We can observe that,
requiring these protocols some mathematical operations, there are cases (i.e.,
the last rows in Figures 8 and 9) in which no PRISM strategy (i.e., MTBDD
based, sparse matrix based, hybrid approach) is able to complete the verification
task, while does.

4.2 Analysis of a Probabilistic Hybrid System with

In this section we show our experimental results on using for the
analysis of a real world hybrid system. Namely, the Control System for the Gas
Turbine of a 2MW Electric Co-generative Power Plant (ICARO) in operation at
the ENEA Research Center of Casaccia (Italy).

Our control system (Turbogas Control System, TCS, in the following) is the
heart of ICARO and is indeed the most critical subsystem in ICARO. Unfortu-
nately TCS is also the largest ICARO subsystem, thus making the use of model
checking for such hybrid system a challenge.

In [26] it is shown that by adding finite precision real numbers to
we can use to automatically verify TCS. In particular in [26] it has been
shown the following. If the the speed of variation of the user demand for electric
power (MAX_D_U in the following) is greater than or equal to 25 (kW/sec), TCS
fails in maintaining ICARO parameters within the required safety ranges. A
TCS state in which one of ICARO parameters is outside its given safety range
is of course considered an error state. On the other hand, a state is considered
a undesired state when it is outside a larger safety range (the system will crash
if it stays in such a state for a too long time).

In [27] has been used to verify finite horizon probabilistic safety
properties of TCS.

Here we show that by using BPCTL enhanced we can verify
robustness properties of TCS. Here is an example: “if the system reaches an
undesired state, it is able to return to a non-undesired state with a high prob-
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Fig. 10. Results on a machine with 2 processors (both INTEL Pentium III 500Mhz)
and 2GB of RAM. options used: -m500 (use 500 MB of RAM)

ability”. Our robustness property is so equivalent to say that there is a low
probability of reaching an undesired state such that there is not an high
probability of reaching a non-undesired state from The relative BPCTL for-
mula is where defines the undesired states.
The two constants and are chosen in such a way that is sufficient to
reach an undesired state (if the first undesired state is reached in steps, then

and is not too high (in our experiments, we took
Our results are in Figure 10, where we show, in the field “Probability” the

value being the system initial state.

5 Conclusions

We presented (Section 3) an explicit verification algorithm for Probabilistic Sys-
tems defining discrete time/finite state Markov Chains. Given a Markov Chain

and Bounded PCTL formula our algorithm checks if
We presented (Section 3.2) an implementation of our algorithm within a

suitable extension of the verifier that we call (Finite Horizon

We presented (Section 4) experimental results comparing with
(a finite horizon subset of) PRISM, a state-of-the-art symbolic model checker
for Markov Chains. Our experimental results show that can handle
systems that are out of reach for PRISM, namely those involving arithmetic
operations on the state variables (e.g. hybrid systems).

PRISM handles Continuous Time Markov Chains (CTMC) using a symbolic
approach. This works well as long as the system dynamics does not involve
heavy arithmetical computations. To enlarge the class of automatically verifiable
probabilistic systems, future work includes extending our explicit approach to
CTMCs. Another possible research direction is to extend so as to handle
unbounded until PCTL formulas.
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Abstract. Most symbolic model checkers are based on either Binary Decision
Diagrams (BDDs), which may grow exponentially large, or Satisfiability (SAT)
solvers, whose time requirements rapidly increase with the sequential depth of
the circuit. We investigate the integration of BDD-based methods with SAT to
speed up the verification of safety properties of the form G where is either
propositional or contains only the next-time temporal operator X. We use BDD-
based reachability analysis to find lower bounds on the reachable states and the
states that reach the bad states. Then, we use these lower bounds to shorten the
counterexample or reduce the depth of the induction step (termination depth).
We present experimental results that compare our method to a pure BDD-based
method and a pure SAT-based method. Our method can prove properties that are
hard for both the BDD-based and the SAT-based methods.

1 Introduction

BDD-based symbolic model checking [11] is widely used in formal verification of hard-
ware and software systems. Recently, however, this technique has been challenged by
the use of propositional satisfiability (SAT) with the introduction of Bounded Model
Checking (BMC) [2]. BMC has been able to refute LTL formulae for models that have
proved too hard for BDD-based methods. The disadvantages of this technique are that
it is not complete in practice because a tight bound of the maximum length of a coun-
terexample is often not available; and that its time requirements rapidly increase as the
depth of the search increases.

The issue of completeness is addressed in [16] and [8], which add an induction proof
to BMC so that both verification and falsification of safety properties becomes possible.
In [12], the same problem is solved by the use of interpolants. The induction proof of
[16] concludes that an invariant holds if all states of all paths of length starting from
the initial states satisfy the invariant, and, moreover, there is no simple path of length

starting at an initial state or leading to a state that violates the property. The
disadvantage of this method is that the number and sizes of the SAT instances increase.
In addition, the induction proof depends on the longest simple paths between two states,
which may be much longer than the shortest paths between them.

In a simple path each state differs form all the others. This condition can be eas-
ily expressed with a number of clauses that is quadratic in the length of the path
Recent work [10] reduces the number of additional clauses to A bitonic
sorting network is used to obtain an ordered permutation of the states in the path. A path
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contains two equal states if and only if its corresponding ordered (sorted) permutation
contains two equal adjacent states.

The interpolation method [12] uses the refutation proofs generated by the SAT
solver to compute an interpolant. An interpolant can be used to compute an over-
approximation of the reachable states.

Reachability analysis computes a set of states that are reachable from a given set of
states; it may prove that an invariant holds at all states that are reachable from the initial
states (forward reachability); or it may prove that no initial state has a path to a state
that violates the invariant (backward reachability). The success of using reachability
analysis to check invariants owes much to the use of the canonical Binary Decision Di-
agrams (BDDs) [4] to represent Boolean functions. However, for large systems, BDDs
may grow too large. Several techniques have been proposed to overcome this limita-
tion. Among them, High Density reachability analysis [15] attempts to reduce the size
of the BDD representation of the reached states, while reaching as many states as pos-
sible. At each iteration, a subset of the newly reached states is chosen such that its BDD
represents many states with few nodes. Hence, the high-density approach computes an
under-approximation of the reachable states.

A combination of over-approximated forward reachability and exact backward
reachability is described in [5]; however, this technique is limited by the exact back-
ward traversal step which may become very expensive.

Target enlargement is used in [1] to prove reachability. The authors use SAT-based
bounded model checking to check for the reachability of the current enlarged target. If
reachability can not be proved, then they perform composition-based pre-image com-
putations until the size of the BDD that represents the enlarged target exceeds a given
limit. If the property is not proved, a simpler enlarged target is constructed and added
to the netlist of the model for a subsequent verification flow. The enlargement of the
target states is bounded by an over-approximation of the diameter of the circuit that can
be computed by analyzing the netlist representing the model. This requires a model to
have special structure; hence, this bound is not always useful.

In this paper, we present a new technique for symbolic model checking that inte-
grates BDD-based reachability analysis and BMC augmented with induction. We use
SAT to check for the existence of a counterexample of length or to find the termi-
nation depth, which is bounded by the recurrence diameter [2]. The path of length
does not necessarily connect initial states to target states as in traditional BMC; in-
stead, BDD-based reachability analysis reduces the gap between the initial states and
the target states. Since for large systems, reachability analysis is very expensive, we
aggressively under-approximate.

We compute a subset of the states that are reachable from the initial states; this sub-
set includes all the initial states. Then, we compute all the successors of the states in this
subset. Similarly, we compute a subset of the states from which the target states can be
reached; this subset includes all the target states. Then, we compute all the predecessors
of the states in this subset. Finally, we look for a path connecting these two subsets of
states or try to prove that no such path exists.

Our method differs form the method of [1] in that we control the size of the in-
termediate BDDs by under-approximation rather than applying early quantification of
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primary input variables. Our approach has the advantage that it goes deeper in the reach-
able states, and hence has more chances to reduce the counterexample and the termina-
tion depth. Another important difference is that we use the SAT-based method after we
compute the under-approximation of the enlarged target and initial states, whereas the
method of [1] alternates between using SAT to check for the reachability of the enlarged
target states and BDDs to compute the enlarged target states.

BDD-based method and SAT-based method have been combined in the context
of abstraction refinement [7, 13]. In [7, 13], the SAT-based method is used to check
whether a counterexample found in the abstract model is a true counterexample in the
concrete model. If the SAT instance is unsatisfiable, [13] uses the proofs of unsatisfia-
bility derived from the SAT-based method as a guide to refine the abstract model.

Integrating BDD-based methods with SAT-based methods helps one to check prop-
erties that are hard for both approaches. Specifically, our method simplifies the SAT
instances, while using BDDs only for manageable subsets of the reachable states.

We present an experimental comparison of our new method with the methods im-
plemented in VIS [3]. For invariants, we compare our method to the BDD-based in-
variant checking in VIS, and to VIS’s BMC. For safety properties that contain only the
next-time temporal operator X, we compare our method to the BDD-based LTL model
checking in VIS and to VIS’s BMC.

In Section 2, we review background material. In Section 3, we present our approach,
while in Section 4 we explain how to generate a counterexample for failing properties.
We present experimental results In Section 5 and conclude in Section 6.

2 Background

We model the systems to be verified as Kripke structures and we specify properties in
Linear-time Temporal Logic (LTL).

Definition 1. A Kripke structure M over a set of atomic propositions AP is a 4-tuple
where:

S is a finite set of states.
is a set of initial states.

is a transition relation that is total: For every state there is a
state such that

is a function that labels each state with a set of atomic propositions
that are true in that state. For we write the predicate to indicate

Each state is a valuation of the state variables. Current state is defined over
the state variables Next state is defined over the state variables

The state at time is written

Definition 2. A path in Kripke structure M is an infinite sequence of states
such that for any two consecutive states and in holds. We define
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Definition 3. An LTL formula is defined as follows

An atomic proposition true, and false are LTL formulae.
If and are LTL formulae, then so are and

A propositional formula is an LTL formula that does not contain the temporal operators
(X and U). We define and

The semantic of LTL formulae are defined over infinite paths. An atomic proposition
holds along a path if holds. Satisfaction for true, false, and the Boolean

connectives is defined in the obvious way; iff and iff there
exists such that and for

A safety property states that something bad will never happen. Sistla [17] provides
a syntactic characterization of LTL safety formulae: Every propositional formula is a
safety formula, and if and are safety formulae, then so are and

Not all safety properties are captured by this definition. The violation of safety
property G is witnessed by a path starting from an initial state and leading to a state
that violates We call the set of states that violate target states, and we denote them
by T.

Our method works on LTL safety properties of the form G where is either a
propositional formula, or a path formula that contains only the temporal operator X
(e.g., For these properties, we use BDD operations to find the states sat-
isfying Since no fixpoint computations are required, these BDD operations seldom
result in unwieldy BDDs1.

Image computation is the process of computing the successors of a set of states
in the state transition graph described by and is defined by:

Pre-image computation is the process of computing the predecessors of a set of
states in the state transition graph described by and is defined by:

A set of states forms a path of length if it satisfies:

A simple path is a path along which all states are unique. It satisfies:

Invariants are safety properties of the form G where is a propositional formula.
If holds in all reachable states, the invariant is called an inductive invariant. Reach-
ability analysis can be used to check the validity of invariants. It may compute all the

1 We explain in Sect. 6 how to generalize our method to verify all safety properties.
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states reachable from the initial states and prove that holds at all of them (forward
reachability); or, it may compute all the states from which a state that violates may be
reached, and prove that no initial state is included in them (backward reachability). The
success of this technique often depends on the use of the canonical Binary Decision Di-
agrams (BDD) [4] for representing Boolean functions. However, in some cases, BDDs
grow too large and make reachability analysis too expensive. High Density reachability
analysis [15] was introduced to contain the size of BDDs.

High Density reachability analysis mixes breadth-first and depth-first searches in
computing the reachable states. A BDD is used to represent the reachable states, but its
size is controlled by dropping states that decrease its density. The density of a BDD is
the ratio of the number of states it represents to the number of its nodes. By controlling
the density of the BDD that represents the reachable state, one obtains a BDD that
represents an under-approximation of the reachable states.

Boolean Satisfiability (SAT) is a well-known NP-complete problem. It consists of
determining a satisfying variable assignment of a given propositional formula or deter-
mining that no such assignment exists. Many SAT solvers assume that the propositional
formula is represented in conjunctive normal form (CNF). A CNF formula is a con-
junction of clauses. Each clause is a disjunction of literals. A literal is a variable or its
complement.

Bounded Model Checking (BMC) [2] is a SAT-based model checking approach for
linear time properties. BMC reduces the search for a counterexample to propositional
satisfiability. Given a model M, an LTL formula and a bound BMC tries to falsify

by proving the existence of a witness of length for the negation of the LTL
formula.

BMC generates a propositional formula that is satisfiable if and only if a
counterexample to of length exists; is defined as follows:

where is a propositional formula describing a path of length that starts at the
initial states:

and expresses the satisfaction of along that path. For a safety property
we are looking for a state that violates Hence, is defined as:

In [16], the authors use induction to verify invariants. An invariant G holds if all
states of every path of length starting from an initial state satisfy and if holds in
all the states of some simple path of length (not necessarily starting from the initial
states), then it also holds in all the successors of the last state of the path. We refer to
as the termination depth.

SAT can be used to prove the induction in two steps. First, one calls the SAT solver
on a propositional formula that describes an initialized path of length    to a target state.
If the SAT solver returns unsatisfiable, then one calls the SAT solver on a propositional
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formula that describes a simple path of length to a target state, such that no other state
along the path is a target state. If the SAT solver returns unsatisfiable, then the formula
passes. Likewise, one can check for the existence of a simple path such that the first
state, and no other state, is initial.

3 The Algorithm

We verify a safety property G where is either propositional or contains only the
next-time temporal operator X, by attempting to prove or disprove the reachability of
from the initial states I. We integrate the BDD-based under-approximation reachability
analysis with the SAT-based method in procedure bdd_sat. As illustrated in Fig. 1, first
we compute the outer boundary of a subset of the states reachable from the initial states
I by calling the function ComputeReach(I, T, Fwd). If we cannot conclude, that is, if no
target state has been reached, we find the outer boundary of a subset of the states that
reach the target states T by calling the function ComputeReach(T, I, Bwd). If we could
not reach any conclusion because the results of the two reachability analyses do not
intersect, then we invoke the SAT solver to find a path between the new sets of states,
or to prove that such a path does not exist and the property holds. We call the newly
computed subsets the boundary states. Figure 2 depicts our new technique.

Fig. 1. The bdd_sat algorithm

Figure 4 shows the algorithm ComputeReach(S, E, dir) that returns either a forward
or a backward under-approximation of the reachable states. In this algorithm, R at the

iteration of the while loop denotes the set of states proved reachable in or fewer
iterations. denotes the set of new states at iteration We store for later
use in the generation of a counterexample in case the property fails. The frontier F
denotes the set of states in the interval between the newly reached states and the
reached states R. We control the size of the BDD of the approximate reachable states by
computing partial images of the frontier set, and we stop computing the reachable states
when no new states are reached, when the size of the BDD of the approximate reachable
states exceeds a certain threshold, or when a counterexample is found, whichever comes
first.



236 Mohammad Awedh and Fabio Somenzi

Fig. 2. bdd_sat technique Fig.3. Forward and Backward under-approximation
reachability analysis

To compute approximate forward reachability, we call the function Compute-
Reach(I, T, Fwd). Initially, the frontier F is equal to the initial states I. At each it-
eration, we compute a set of states that can be reached in one time frame by calling
computeImage(F, Fwd). The iteration is terminated if the set of newly reached states,

is empty. Then, we check if intersects the target states. If it does, the
property fails otherwise, we compute the new frontier F by calling the BDD operation

where BddBetween picks a set of states between and R
such that its BDD size is not larger than the BDD size of either. The set of reachable
states R is the collection of all new reachable states and the initial states I.

In order to deal with the possible explosion of BDD sizes, the new frontier F is
calculated by computing an under-approximation of the BDD that represents the states
in If the size of the resulting BDD exceeds a certain limit (500
BDD nodes in our experiments), we compute a subset of the frontier by extracting a
cube that is closest to the target states by calling ComputeCloseCube. This function
extracts an implicant of F that is at minimum Hamming distance from T, thus select-
ing states expected to be closer to the target. Figure 3 illustrates the above algorithm
graphically.

Finally, we compute the outer boundary of the under-approximation of the reachable
states R (boundary states):

is the set of states that are reachable in one step from R but are not in R. Hence,
we reduce the size of the BDD that represents the boundary states. In consequence we
reduce the number of generated clauses when using the SAT-based method. Similarly,
we use approximate backward reachability, ComputeReach(T, I, Bwd), to compute the
outer boundary of the subset of the states that reach the target states.

If the set of boundary states is empty, then R contains the complete reachable
states. So, if R intersects T, then the property fails, otherwise the property passes. Simi-
larly, if is the empty set, a null intersection of R with newI indicates that the property
passes; otherwise the property fails. Finally, if and do not intersect, then we use
BMC to find a path between and or use the induction proof to prove that there is
no path between and and hence the property holds.

Both and are represented by BDDs. So, we need to generate a propositional
formula in CNF from a BDD when using the SAT-based method. We follow the method
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Fig. 4. Compute under-approximate reachable states R starting from set of states S and heading
toward set of states E. Based on dir, computeImage(R, dir) performs either forward image
computation, or backward image computation

Fig. 5. Induction proofs can be sped up by reachability lower bounds

that is presented in [6], which decomposes the BDD into sub-BDDs and introduces
an auxiliary variable for each sub-BDD. The CNF is generated for each sub-BDD F
by expressing ¬F in disjunctive normal form (DNF), and generating a clause for each
disjunct in the DNF.

We use Fig. 5, which shows a fragment of a Kripke structure, to illustrate how our
method reduces the termination depth. States 0 , . . . , 9 are unreachable from the initial
states (which are not shown) and state 9 is a bad state – one that violates The longest
simple path reaching this state is of length 9. When we apply backward reachability
for two steps, states 8, 3, and 7 are added to the target states. As a result, the length of
the longest simple paths to a target state that does not go through another target state
decreases to 3.
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4 Counterexample Generation

If a property fails, we generate a counterexample to help debugging. This counterex-
ample may not be a shortest counterexample due to the approximation of forward and
backward reachability. In our method, we prove that a property fails in three ways: Us-
ing only forward approximate reachability analysis; using both forward and backward
approximate reachability analyses; and using both reachability analyses and SAT.

If we initially set then we combine the above three cases into two situations.
If the boundary states and do not overlap, we use the variable assignment returned
by the SAT solver to construct a path which starts from state and ends at state

If we generate a path from to Similarly, we generate a
path form to when If the boundary states and overlap, then

and
In summary, if there exists a counterexample in M between I and T, then this

counterexample can be constructed from the following three paths, each of which may
be empty:

A path from to when
A path from to when
A path from to when

5 Experimental Results

We have implemented our new method in VIS [3, 18]. We implemented both the basic
BMC algorithm of [2] and the induction proof as in [16]. We use zChaff [14] to check
for the satisfiability of propositional formulae. The experiments were performed on an
IBM IntelliStation with a 1.7 GHz Pentium IV CPU and 2 GB of RAM running Linux.
The datasize limit was set to 1.5 GB.

The results presented in the following tables are for models that are either from
industry or from the VIS Verification Benchmark set [19]. For each model, we count
each safety property G where is either propositional or contains only the next-time
temporal operator X, as a separate experiment. We exclude experiments such that all
the methods that we compare finish in less than 60 seconds. For all experiments, we
increase the value of the bound by 1 every time, and we check for termination at each
step.

In our experiments, the threshold value that we use to control the size of the BDD of
the approximate reachable states is 10000. We have chosen this value so that all models
of different sizes use our method efficiently. If the size of this threshold is too small,
larger models will not benefit from using approximate reachability. However, a larger
value of this threshold causes a large number of clauses to be generated when applying
the SAT-based method, and hence a slower model checking.

Table 1 shows the results of using our method for the invariants G where is a
propositional formula. We compare the performance of our method bdd_sat to the pure
SAT-based method bmc and the pure BDD-based method check invariant, both in VIS.
The first column in this table is the name of the model, the second is the number of state
variables, and the third, labeled #, is the property number. The remaining columns are
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1

2

3

Inductive proof (termination depth).
Time Out.
Always True.
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divided into three groups: bdd_sat, bmc, and ci, respectively. The column labeled st in
each group indicates whether each property passes (P), fails (F), or remains undecided
(U); if a property fails, the number in the column labeled is the length of the coun-
terexample. The columns labeled give the times in second for each method; a TO in
this column indicates a time greater than 1800 s. The columns labeled img and pre give
the number of image and pre-image computations respectively.

The column labeled in each group may provide additional information. If the entry
in this column is a dash, it indicates that the bdd_sat method proves the property without
using the SAT-based part. A in this column, indicates that the method proves that
the property passes using the induction proof with termination depth of If equals 0
the property is an inductive invariant.

Table 2 shows the results of using our method for safety properties G where is
not propositional, but contains only the temporal operator X. It is organized similarly to
Table 1, except that we use the pure BDD-based method ltl, which checks for language
emptiness, instead of check invariant. Passing properties of this form cannot be proved
by bmc because the induction proof is restricted to invariants in our implementation.

From both tables one sees that our new method could prove properties that are hard
for both the BDD-based and the SAT-based methods. In Table 1, our method fails to
decide 5 out of 43 properties, whereas bmc fails to decide 11 and ci fails to decide 24.
In Table 2, bdd_sat decides all the 14 properties, whereas bmc fails to decide 10 of them
and ltl fails to decide 3 of them. For example, in Table 1 bdd_sat refutes the property
for the model palu in less than ten minutes, while bmc and ci time out. In addition, for
the model viper in Table 2, bdd_sat proves the property true in 25.31 seconds, while ltl
and bmc do not reach a decision in 1800s.

Our new method decreases the length of the paths to be found by SAT and reduces
the termination depth. For model b12 in Table 1, bdd_sat finds a counterexample in 2
steps, while bmc finds the counterexample in 14 steps. In model D24 in Table 1, second
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Fig. 6. Run times of bdd_sat against other methods

property, bdd_sat proves the property with termination depth 6; bmc proves the same
property with termination depth 10. For model fabric in Table 2, bdd_sat proves the
property with termination depth 2; bmc can not reach a decision in 1800s.

For a given value of our method explores longer paths than BMC. So, our method
has more chances to conclude for the same value of For the second property of the
ball model in Table 1, bdd_sat computes 8 images and 5 preimages; hence, bdd_sat
actually explores paths of length up to 33.

Our method can go much deeper than BMC within the same amount of memory.
For the IBM02_1 model, bdd_sat computes 37 images and 4 pre-images before calling
the SAT solver. For the same example, if we run bmc for zChaff runs out
of memory. The search of a larger fraction of the state space explains the longer time
reported in Table 1 for bdd_sat in this experiment.

For inductive invariants, whose termination depth is 0, both bdd_sat and bmc per-
form better than ci. For instance, for model nd3 in Table 1, bdd_sat and bmc prove the
property in 0.3 seconds, while ci times out.

By only using the BDD-based part of our method, we have successfully proved
properties that are hard for the pure BDD-based method. For the model vsaR in Table 1,
we have proved the properties in a short amount of time while ci times out. Similarly,
ltl times out for the model viper in Table 2.

Our method has a major advantage over ci because it combines forward and back-
ward searches. For examples like the inductive invariants, backward reachability may
be much more efficient than forward reachability. For model s1269b in Table 1, bdd_sat
proves the second property with termination depth of 0, while ci times out. Backward
reachability proves that all bad states are unreachable in one step, while approximate
forward reachability does not take as much time as ci.

In addition, our method can decide that a formula passes or fails by checking if
the formula is equivalent to either true or false before using either the BDD-based or
the SAT-based method. The first property of model UsbPhy in Table 1 and am2910
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in Table 2 are both proved to pass by showing that the BDD of both properties is the
constant one.

Varying the degree of approximation in bdd_sat obviously produces different re-
sults, and no specific setting works uniformly well for all examples. One should spend
less time in reachability analysis, or even skip it altogether, for those models for which
pure BMC is fast. Our implementation uses a fixed approach, which leads to mixed
results. This is illustrated in Table 1 by the second property of model blackjack and by
the only property of model bpb. Comparing to the pure SAT-based method, the BDD-
based under-approximation method of bdd_sat significantly slows down verification for
blackjack. In contrast, it significantly reduces the verification time of bpb. In both cases,
bdd_sat is faster than ci. More importantly, aggressive approximation causes the frac-
tion of time spent in reachability analysis to decrease as the size of the model increases.
Hence, our mixed approach is more robust than one based exclusively on SAT.

Occasionally, bdd_sat fails to decide properties that ci successfully verifies. This is
because SAT-based methods are not uniformly superior to BDD-based methods. Indeed,
for all the experiments in which bdd_sat fails to decide the properties, bmc also fails.

In Fig. 6, we plot the performance of bdd_sat against the performance of bmc (left
graph) and check invariant (right graph) methods. The vertical axes give the times in
seconds taken by the bdd_sat method. The horizontal axes give the times in seconds
taken by the other methods. Each point represents one model checking run. Points below
the diagonal,labeled D, indicate a faster run time for the bdd_sat method. In the direct
comparison over 59 experiments, our method performs better than bmc in 30 of them,
and ties with bmc in 9 of them. Our method outperforms ci in 45 experiments, and ties
with ci in 5 experiments, ci times out in 23 experiments.

We also plot in Fig. 6, where and are obtained by least-square
fitting of the experiment data. The line labeled A is for all properties, the line labeled
P is for the passing properties, and the one labeled F is for the failing properties.
Using Student’s test, we can infer that the improvement by our method is statistically
significant. However, the improvement for the passing properties is statistically more
significant than the improvement of the failing properties.

6 Conclusions

We have presented a new symbolic model checking method that integrates SAT-based
BMC with BDD-based approaches. Our method reduces the lengths of the paths to be
examined by the SAT solver to find a counterexample or to prove termination. As a
result, our new method can prove properties that are hard for both the BDD-based and
the SAT-based methods. Since forward and backward under-approximations contain all
the initial states and all the bad states, respectively, then given enough resources, our
method is correct and complete.

We have tested our method on safety property G is either a propositional for-
mula or a path formula that contains only the temporal operator X). However, our
method could be used to verify other safety properties. For instance, a counterexam-
ple to the safety property is an initialized path that starts at a state that
satisfies goes through states that satisfy and ends at a state that satisfies
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The BDD-based methods can be used to enlarge the initial and target states, and
the SAT-based method is used to look for a path between the two enlarged sets of states
along which      is true.

In our method, we use BDDs to improve the SAT-based method. We may do the
opposite by letting SAT help the BDD-based methods. One way to do so is to use
the SAT solver to get an over-approximation of the reachable states. In [12], when the
SAT solver finds the formula unsatisfiable, an interpolant is derived from a proof of
unsatisfiability. This interpolant is an over-approximation of the reachable states. This
information could be used to reduce the size of BDDs in the BDD-based method. In
addition, we may analyze the proof of unsatisfiability produced by the SAT solver, to
extract hints for BDD-based guided search, or variable orders for the BDDs.

Because the search for a counterexample and the induction proof are growing in-
crementally, our technique should benefit from the use of an incremental SAT solver
[20, 9].
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Abstract. Temporal logics with past operators are gaining increasing
importance in several areas of formal verification for their ability to
concisely express useful properties. In this paper we propose a new ap-
proach to bounded verification of PLTL, the linear time temporal logic
extended with past temporal operators. Our approach is based on the
transformation of PLTL into Separated Normal Form, which in turn is
amenable for reduction to propositional satisfiability. An experimental
evaluation shows that our approach induces encodings which are signif-
icantly smaller and more easily solved than previous approaches, in the
cases of both model checking and satisfiability problems.

1 Introduction

Temporal logics with past operators are being devoted increasing interest in a
number of application areas (e.g. formal verification [12,5,10], requirement engi-
neering [13,17], and automated task planning [2]). In the widely-used setting of
Linear Temporal Logics (LTL), past operators do not add expressive power with
respect to pure-future: any LTL formula with past operators can be rewritten
by only using future-time operators [11]. On the other hand, past operators are
very useful in practice, since they help to keep specifications compact, simple,
and easy to understand. This practical consideration has a formal counterpart
in the fact that LTL with past operators is exponentially more succinct than
LTL with pure-future operators [14].

In this paper we tackle the problem of lifting SAT-based verification tech-
niques, which are becoming a prominent technology in many application areas,
to deal with past operators. We focus on bounded verification for PLTL, where
the analysis is limited to behaviors of a fixed number of time steps.
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Our interpretation of bounded verification encompasses both Bounded Model
Checking and Bounded Satisfiability. Bounded Model Checking [4] focuses on
design verification: given a model M (typically representing a design) and a
formula (typically representing a desired property), checking the existence of
a counterexample (a behavior of M which violates over steps is reduced to
a purely propositional satisfiability problem, and solved with an efficient SAT
solver.

Bounded Satisfiability is more directed to the analysis of requirements, which
is gaining a significant practical interest. In fact, we are witnessing the take off
of property-based design paradigms (e.g. with the acceptance of the PSL/Sugar
language [1] as a IEEE standard language for property specification). This high-
lights the increased recognition of the importance of properties that are intended
to specify the design intent, rather than the design itself. The object of the ver-
ification is now a set of requirements, represented as a set of PLTL formulae
Different forms of analysis can be envisaged: for instance, we may be interested
in checking whether is that is, if it admits a model which can be
presented within steps; checking whether a certain formula is with
respect to corresponding to being and checking whether a
certain formula is a necessary consequence (an assertion) for corresponding
to not being These problems can be easily reduced to check-
ing the (bounded) satisfiability of a generic set of formulae (or, equivalently, of
their conjunction). They can also be seen as a bounded model checking problem
where the model is completely unspecified; compared to model checking, how-
ever, we notice that a model might not even be available at an early stage of
the development process. This shift in focus makes the problems significantly
different from a pragmatic point of view.

In this paper, we propose a new encoding of PLTL into propositional logic,
based on the use of Separated Normal Form (SNF) for PLTL [8]. The main idea
underlying the SNF reduction is the introduction of additional variables (sub-
sequently referred to as ‘SNF variables’) to take into account the truth value of
sub-formulae. The evolution of SNF variables is constrained by rules that can
be seen as defining a transition relation of an observer automaton. The encoding
can be enhanced further by considering that, in the bounded case, eventualities
can be expressed with a fix-point construction. Our approach generalizes the
construction of Frisch et al. [9], that shows significant improvements over the
original construction presented in [4]. We carried out an experimental evalua-
tion, where the SNF-based approach proposed in this paper is compared with
the direct extension of BMC to past from [3]. The results show that the SNF
approach results in a much more efficient implementation, yielding encodings
that are smaller (in terms of clauses) and that are solved much more easily by
the propositional solver.

This paper is structured as follows. Section 2 covers the syntax and seman-
tics of PLTL. In Section 3 we introduce the Separated Normal Form for PLTL.
In Section 4 we discuss how to generate efficient encodings for bounded model
checking of PLTL. Section 5 provides an experimental evaluation of our tech-
nique, and we draw some conclusions in Section 6.
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2 Linear Temporal Logic with Past Operators

In this paper we consider PLTL, i.e. the Linear Temporal Logic (LTL) aug-
mented with past operators. The starting point is standard LTL, the formulae
of which are constructed from propositional atoms by applying the future tem-
poral operators X (next), F (future), G (globally), U (until), and R (releases),
in addition to the usual Boolean connectives. PLTL extends LTL by introducing
the past operators Y, Z, O, H, S, and T, which are the temporal duals of the
future operators and allow us to express statements on the past time instants.
The Y (for “Y esterday”) operator is the temporal dual of X and refers to the
previous time instant. At any non-initial time, is true if and only if holds
at the previous time instant. The Z operator is similar to the Y operator, and
it only differs in the way the initial time instant is dealt with: at time zero,
is false, while is true.

The O (for “Once”) operator is the temporal dual of F (sometimes in the
future), so is true iff is true at some past time instant (including the
present time). Likewise, H (for “Historically”) is the past-time version of G
(always in the future), so that is true iff is always true in the past. The S
(for “Since”) operator is the temporal dual of U (until), so that is true iff

holds somewhere in the past and is true from then up to now. Finally, we
have (T is called the “Trigger” operator), exactly as in the
future case we have

The syntax of PLTL is formally defined as follows:

Definition 1 (Syntax of PLTL). The grammar for PLTL formulae is

where and is a finite set of atomic propositions, stands
for a Boolean connective, and are future temporal
operators (unary and binary, respectively), and and

are past temporal operators (unary and binary).

In the following, we use and to denote PLTL formulae, and to denote
propositions in We write for and for
As usual, PLTL formulae are interpreted over (linear) structures, that are basi-
cally infinite sequences of assignments to the propositions.

Definition 2 (Semantics of PLTL). A linear structure over a finite set of
propositions is a function

Let be a linear structure over let and be PLTL formulae, and let
Then holds in at time written is inductively defined

in Figure 1. is true in written iff

Although the use of past operators in LTL does not introduce expressive
power, it may allow to express temporal properties in an exponentially more
succinct manner [14]. On an informal (but very important) level, past operators
allow us to formalize properties more naturally. For instance, if a problem is



248 Alessandro Cimatti, Marco Roveri, and Daniel Sheridan

Fig. 1. The semantics of PLTL

diagnosed, then a failure must have previously occurred, can be represented in
PLTL as

that is more natural than its pure-future counterpart ¬(¬failure U problem).
Similarly, the property grants are issued only upon requests can be easily specified
as

compared to the corresponding pure-future translation

As for the pure future case, any formula in PLTL can be reduced to Negation
Normal Form (NNF), where negation only occurs in front of atomic propositions.
This linear time transformation is obtained by pushing the negation towards the
leaves of the syntactic tree of the formula, and exploiting the dualities between
conjunction and disjunction, F and G, U and R, O and H, and S and T. Notice
that, in the case of previous time we have to rely on the two properties

and which extend the single future-case rule
(we have both and because of their semantics at
the initial time point). We write the transformation to NNF of a formula as
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3 Separated Normal Form for PLTL

The Separated Normal Form (SNF) [7] is a clause-like normal form for temporal
logic, based on the Separation Theorem [11]. A formula in SNF has the general
form

where each implication also referred to as a rule, relates some past time
formula to some future time formula Each rule has one of the following
forms:

where are literals (i.e. either atomic propositions or negations of atomic
propositions), and start is an abbreviation for Z In the following, the rules
are referred to as start, invariant, next, and eventuality rules, respectively.

Every PLTL formula can be mapped onto a formula in SNF which is equi-
satisfiable [8]. With respect to [8], we generalize the form of the rules to permit
general propositional formulae in place of and A further slight dif-
ference is that we adopt a non-strict semantics for time operators, so that all
temporal operators other than X, Y and Z take into account the present time
instant. In order to reduce to SNF a generic PLTL formula we define a trans-
formation that manipulates sets of formulae. We start from the singleton set

which intuitively states that has to hold in the initial
state of any satisfying structure. Then, the conversion is carried out by the
function SNF(·), which takes in input a set of formulae, and applies some trans-
formation to a member of the set. The function is applied repeatedly until a set
of rules is obtained. Intuitively, the transformations are devoted to eliminating
occurrences of “complex” temporal operators by reducing them to more basic
ones (i.e. X and F). To this end, each transformation can introduce new SNF
variables, one for each temporal sub-formula being eliminated. In order to high-
light their intuitive meaning, SNF variables are denoted as underlined temporal
formulae (e.g.

The transformations defining SNF(·) are reported in Figures 2 and 3. We write
for the subset of formulae which are not affected by the transformation, and
for PLTL formulae in NNF, and and for propositional formulae. In the

rule being transformed, is the sub-formula that is not affected. We also write
to say that occurs in while stands for the formula obtained by

substituting every occurrence of with in The same notation is used for
the other temporal operators. The first four transformations in Figure 2,

and are used to rename sub-formulae. The others have
an intuitive interpretation, based on the fix-point characterizations of temporal
operators. Consider the simple case of a formula: the corresponding set of
rules is The intuitive interpretation
for the SNF variable is that holds in the next state. Similarly, consider
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Fig. 2. Part of the transformation function for SNF

the rule the corresponding set of rules is
The intuition here is that the SNF variable will hold in the next

state if holds in the current state, or it held in some previous state. It is easy to
see that the above transformations only introduce SNF variables, and F, X, Y
and Z operators; together, and replace previous operators
with next operators, so that the only remaining operators are F and X.

The transformations in Figure 2 rely on past operators appearing on the left
side of rules and future operators on the right. The transformations
and reported Figure 3, are used to move operators onto the appropriate
side (we use to denote a PLTL formula with at least an occurrence of a past
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Fig. 3. The transformation functions to deal with combining past and future

temporal operator applied to a purely propositional formula, and to denote
a formula with no such occurrences). The other transformations in Figure 3 avoid
renaming Y and Z operators in trivial cases.

In order to guarantee the termination of the transformation described above,
some syntactic restrictions need to be enforced. The application of is for-
bidden in cases where the F operator is the main connective of the conclusion,
i.e. when the transformed rule has the form similar restrictions ap-
ply to and Furthermore, transformations and

must not be used while the right hand side is ¬start.

4 Encoding Bounded Verification of PLTL into SAT

Traditionally, temporal logics are used to express requirements over designs,
represented as Kripke structures.

Definition 3. A (Boolean) Kripke structure over is a tuple
where is a finite set of states, is the set of initial states,
S × S is a transition relation between states. A path in M is an infinite sequence
of states such that and, for all Given a path

the corresponding linear structure maps to for every A formula
is existentially valid in M iff it is true in the linear structure

associated to some path in M. Conversely, is universally valid in M
iff it is true in every linear structure associated to a path in M.

Clearly, there is a duality between the existential and the universal versions of
the model checking problem, i.e. iff The universal model
checking problem can be intuitively interpreted as checking if all the behaviors
in the system represented by M comply with the requirement the existential
version is often interpreted as the problem of finding a witness to a violation
of a required property. In the following, we assume that a Kripke structure
M is given, and do not distinguish between a path in M and the corresponding
linear structure. The satisfiability problem for can be seen as a model checking
problem where M is a completely unconstrained Kripke structure of the
form with and is the set of atomic propositions in

Bounded Verification. The idea underlying bounded verification is to look
for linear structures that can be presented with a number of steps (i.e. transi-
tions) which is fixed a priori. We assume that the number of steps, also called
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the bound, is denoted and given. While completeness may be lost, the ex-
ploitation of the bound often enables the use of alternate search techniques. The
idea of Bounded Model Checking [4] is to reduce an existential model checking
problem with bound to the problem of checking the satisfiability of
a propositional formula this is satisfiable iff there exists a path in
M which can be presented with transitions and satisfies The encoding is
structured as a conjunction where the (propositional) models of
the first conjunct correspond to finitely-expressible paths in M, while the second
component encodes the requirements induced by In the following, we assume
that is the set of atomic propositions occurring in M and in We do not
address the construction for which is standard. The case of bounded
satisfiability simply reduces to the case of bounded model checking by simply
dropping the component from the encoding.

The problem of bounded satisfiability for is reduced to a propositional
satisfiability problem as follows. The language of the propositional theory is
defined by introducing, for each atomic proposition in propositional
variables of the form with ranging from 0 to When the propositional
variable is assigned to true [false, respectively], the intuitive meaning is that

holds [does not hold] in the state of the linear structure. In addition, the
language of the propositional theory contains, for each SNF variable associated
to propositional variables.

Intuitively, with bounded verification, it is possible to encode two different
kinds of linear structures for without loops, and with loops. When no loop is
required, the propositional model corresponds to a whole class of linear structures
sharing the same finite prefix, and which is sufficient to show the satisfiability of
the formula Intuitively, this is the case of violations to safety properties, which
require that nothing bad ever happens – and it is therefore sufficient to show a
finite path leading to a bad situation. When a loop is required, the propositional
model corresponds to a lasso-shaped linear structure, which is made up of a finite
prefix followed by a portion repeated infinitely many times. Intuitively, this
is the case of violations to liveness properties, which requires that something
good should happen. In this case, the structure reaches a point where only bad
states keep repeating. While the case of a “finite” prefix requires no additional
constraints, in order to find a looping behavior we enforce that the state be
equal to same preceding state. In the propositional theory, a loop-back from
to with is captured by stating that, for each atomic proposition
the corresponding propositional variables at and are assigned the same truth
values, i.e.

Encoding the SNF Rules. The problem of for a PLTL formula
is obtained by encoding each rule in over the time instants,

depending on the existence of a loop. The encoding is structured as follows:
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where stands for the encoding operator over a path of steps, at step
with loop-back at We use to denote the loop-back point, while
denotes the absence of a loop. The rules are encoded as follows:

Intuitively, the rules are expanded as follows. The start rules express con-
straints only on the initial situation, and therefore have no effect on the subse-
quent time points. The invariant rules equally affect all of the time instants. The
next rules are encoded in three different ways, depending on and Before
the last state, the expansion is independent of and the premise is codified
at state and the matrix of the conclusion at At the last state, the
premise is codified at while the matrix of the conclusion is either expanded
at when a loop exists, or reduces to false, in case of no loop-back. The
expansion of the eventuality rule requires the preliminary creation of an SNF
variable, representing the fact that the eventuality is to be fulfilled at next
state. Then, in the case of no loop-back, the expansion basically performs a re-
naming, generating an invariant rule, and a next rule describing the dynamics
together with the enforcement of the eventuality before the end of the path. This
description expresses the loop optimization obtained in [9] with the introduction
of the bound operator. The loop case is reduced to the case without a loop at

this encompasses both the possibility of i.e. is in the loop, and
of i.e. is before the loop.

The expansion of purely propositional formulae is straightforward. Notice
however that their conversion may impact the way in which the corresponding
CNF is obtained, and therefore on the efficiency of the SAT solver. For lack of
space we do not address these issues here (see e.g. [16]).

The number of propositional variables in the encoding is
where is the number of occurrences of temporal operators in In fact, each
transformation introduces one new SNF variable, and each temporal operator
can result in the introduction of up to two new variables. The worst case is
the U operator, that requires the application of with the encoding for
F introducing a second variable. We also notice that the number of rules in

is linear in for each occurrence of a temporal operator, SNF applies
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exactly one transformation, which can in turn require the application of another
transformation. The worst case is again associated with the expansion of U.
The number of rule instances in the above encoding is because of the
different loop-back points.

Loop Independence Optimization. In order to overcome the quadratic de-
pendence on we further develop the encoding, arriving at a formulation with
a number of rule instances that is We exploit the fact that the encoding
for most of the rules can be written to be the same in both the loop and non-loop
cases, and we explicitly factor it out. This is obtained by rewriting the rules in a
way that is independent of the actual existence and position of a loop-back, and
by factoring them out of the big disjunction over the possible loop-back points.
The encoding is structured as follows:

where and denote the loop-independent encoding and the loop-
dependent encoding operators. The definition of for the start, invariant and
next rules coincides with For the eventuality rule we first notice
that the dependence on in in the loop case, can be eliminated with a
disjunction of the encodings at and at That is, is replaced by

The factorization is completed by renaming every occurrence of
with a newly introduced variable The same variable is disjuncted to

in the case without a loop. The encoding thus becomes, regardless of
the loop-back point,

The encoding of the loop-dependent part for the start, invariant and next
rules coincides with the encoding operator defined in previous section. (For the
sake of clarity, we do not make explicit the fact that the invariant rules are
independent of the loop, and could therefore be factored out; this fact is however
exploited in the implementation.) The case of eventuality is encoded as follows.

We remark that “ATL” variables are untimed: unlike the variables in and
from the SNF variables, they are not replicated times. We achieve in-
dependence from the loop since different characterising clauses are activated,
depending on the particular value of
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5 Experimental Analysis

In this section, we compare the SNF approach with the method for bounded
model checking for PLTL proposed in [3], hereafter referred to as the direct
encoding, that is a generalisation of the encoding for LTL [4]. The direct encoding
is defined by recursively descending the structure of the formula being encoded,
and distinguishing between the case without a loop and the case with a loop. In
the case without a loop, the truth of a PLTL formula only depends on the finite
prefix, and the interpretation of past operators always progresses towards the
points closer to the origin (i.e., from to 0). In the case of the loop, the problem is
significantly more complicated: in fact, when interpreting a PLTL formula within
the loop, the interpretation of going into the past may correspond either to going
into the prefix before the loop-back point, or back to the future. The problem
is solved by introducing the notion of past temporal horizon of a formula, that
is then used as an upper bound to the number of virtual unrolls needed when
generating the encoding for the formula. Similar to the pure-future case, the
direct encoding does not introduce additional variables, so that witnesses of the
form can be reached with steps.

Both methods were implemented in NuSMV [6]. For each problem instance,
and for each method, we report the total time required by NuSMV (on a Pentium
4, l.8GHz processor with 1Gb RAM) to build and solve the encodings up to the
reported bound, using zChaff [15] as the SAT solver; the reported bound cor-
responds to the first satisfiable instance, or to the largest unsatisfiable instance
solved within the time limit.

We first ran the test from [3] involving past operators, i.e. the Alternating
Bit Protocol (from the NuSMV distribution) with a property of the form

The direct encoding required 87.2 secs, to generate the encoding and solve the
problem, while the SNF-based encoding requires only 56.2 secs. Both methods
find a counterexample at depth 17.

In order to stress the ability of the two methods to process past operators
and to find short counterexamples, we conceived the Counter(N) problem set: a
counter starts at 0, progresses up to N, and then loops back at N/2. We evaluate
a set of parameterized properties, of the form

The value of is a measure of the nesting of past operators, while the structure of
the property requires that the loop (of length N/2) must be traversed backwards
several times in order to reach a counterexample.

The results are reported in Table 1, where T.O. indicates a runtime exceeding
1800 secs. The direct encoding suffers from the nesting of the property, which
influences the past temporal horizon and therefore requires a larger number
of virtual unrolls. Most of the time is in fact spent in the generation of the
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encodings. On the contrary, the encodings are generated efficiently by the SNF-
based method, and the time required by the SAT solver is also very limited.
SNF-based encodings seem to yield a significant speed up, even if longer paths
need to be explored in order to find a counterexample. Notice however that in
this problem set the component related to the model is not very significant.
Although the ability to construct counterexamples with virtual unroll of the
past might be a win, there is clearly a tradeoff between the time that is saved
in searching shortened counterexamples compared to the time that is invested
in generating more complex encodings.

As a further step, we compared the SNF and the direct encodings on a test
set from the domain of requirement engineering for software systems. The start-
ing point is a description of a real-world scenario written in Formal Tropos [10],
a language for the description of early requirements. The test set is obtained
by conversion from the Formal Tropos model, parameterized in the number of
instances for each class in the model, to a set of (ground) PLTL formulae. The
parameterization sets the number of instances with which each class in the de-
scription is populated. Different kinds of checks are performed, ranging from fea-
sibility of built-in or domain-specific properties (EXISTS and POSS), for which
witnesses are sought, and assertion violations (ASS), for which counterexamples
are sought1.

The results are reported in Table 2. We tackle problems for three degrees of
instantiation: Size 1 corresponds to one object per class; Size 1.5 corresponds to
the instantiation of one object for some classes and two objects for the remain-
ing ones; in Size 2, each class is instantiated twice. The first column identifies
the problem; three sets of columns follow, one for each size instantiation. T.O.
indicates that the run-time exceeded 1800 secs. The maximum bound was set
to 20. The instances which reached the maximal bound or timed out are un-
satisfiable. The reported bound represents the length of the witness (for POSS
and EXISTS), or of the counterexample (for ASS); or, in case of a timeout, the
depth of the largest for which the analysis was completed.

The results show that, on this class of problems, the direct encoding is some-
what superior on easier instances which are satisfiable with a small bound. How-
ever, on the harder instances, often requiring the exploration to higher bounds,

1 More details on the Formal Tropos problem set can be found at
http://sra.itc.it/tools/t-tool/experiments/cm/
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the gain obtained by means of the SNF encoding with respect to the direct
encoding is uniform. For the hardest problem instances, the speed up becomes
very significant, sometimes bigger than an order of magnitude. The use of SNF
also allows problems to be tackled that were previously out of reach within the
time limit; when both methods time out, SNF is uniformly able to cover problem
instances with higher length.

6 Conclusions and Future Work

In this paper, we have proposed the use of Separated Normal Form for the gener-
ation of encodings for bounded verification of Linear Temporal Logic with Past.
We have shown the effectiveness of the approach by an experimental comparison
with the previously available direct method [3], where our SNF-based approach
is able to gain up to one order of magnitude.

The SNF transformation appears to bring the benefits of a pure future encod-
ing without the usual exponential blowup associated with past to future trans-
formations; this is believed to be a result of the bounded nature of the encoding,
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and future work will examine fully the theoretical implications of this. For the
experimental work, the similarity between SNF and alternating automata calls
for a comparison with this, and other, automata techniques.

Broadening the scope of the work, we expect that the techniques presented
will be amenable to SAT-based induction in order to achieve completeness. Sim-
ilarly, the SNF encoding is particularly suitable for use with incremental SAT
solvers. These systems have proved useful for bounded model checking to re-
duce the amount of work involved in iterating up to a bound; for requirements
verification the amount of repeated work currently necessary when testing mul-
tiple formulae with respect to a set of requirements will be reduced. Finally, we
plan to extend the work to make use of non-Boolean SAT solvers to avoid the
Booleanization of the data paths.
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A Hybrid of Counterexample-Based
and Proof-Based Abstraction

Nina Amla and Ken L. McMillan

Cadence Design Systems

Abstract. Counterexample- and proof-based refinement are comple-
mentary approaches to iterative abstraction. In the former case, a single
abstract counterexample is eliminated by each refinement step, while in
the latter case, all counterexamples of a given length are eliminated.
In counterexample-based abstraction, the concretization and refinement
problems are relatively easy, but the number of iterations tends to be
large. Proof-based abstraction, on the other hand, puts a greater burden
on the refinement step, which can then become the performance bot-
tleneck. In this paper, we show that counterexample- and proof-based
refinement are extremes of a continuum, and propose a hybrid approach
that balances the cost and quality of refinement. In a study of a large
number of industrial verification problems, we find that there is a strong
relation between the effort applied in the refinement phase and the num-
ber of refinement iterations. For this reason, proof-based abstraction
is substantially more efficient than counterexample-based abstraction.
However, a judicious application of the hybrid approach can lessen the
refinement effort without unduly increasing the number of iterations,
yielding a method that is somewhat more robust overall.

1 Introduction

Abstraction is a necessary element of any approach to applying model checking
to large scale systems. Abstraction means, in effect, removing information about
a system which is not relevant to a property we wish to verify. Although there
are many kinds of abstraction available, one simple approach that works well in
verifying large hardware designs is to simply throw away those parts of the circuit
that are not deemed relevant to the property. This is known as a localization
abstraction. In effect, we view the system as a large collection of constraints,
and abstraction as removing irrelevant constraints. The goal in this case is not
so much to eliminate constraints per se, as to eliminate state variables that
occur only in the irrelevant constraints, and thereby to reduce the size of the
state space. A reduction of the state space in turn increases the efficiency of
model checking, which is based on exhaustive state space exploration.

The first attempt to automate this simple kind of abstraction is due to Kur-
shan [10], and is known as counterexample guided abstraction refinement. This
method begins with an empty set of constraints (or a seed set provided by the
user), and applies model checking to attempt to verify the property. If a coun-
terexample is found, it is analyzed to find a set of constraints whose addition

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 260–274, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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to the system will rule out the counterexample. The process is then repeated
until the property is found to be true, or until a concrete counterexample is
produced. To produce a concrete counterexample, we must find a valuation for
the unconstrained variables, such that all the original constraints are satisfied.

A number of variations on this basic technique have appeared [1, 4, 7, 17].
Some of the recent methods pose the concretization problem (construction of a
concrete counterexample) as a Boolean satisfiability (SAT) problem and apply
modern SAT methods [12] to this problem. Another approach [5] also applies ILP
and machine learning techniques to the refinement problem (choosing which con-
straints to add to rule out an abstract counterexample). Yet another method [3]
uses a SAT solver for both concretization and refinement, deriving a refinement
from a refutation proof generated by the SAT solver in the concretization step.

An alternative to this counterexample-driven refinement loop is called proof-
based abstraction [11]. In this approach, a SAT solver or other decision procedure
is used to generate a proof that there is no counterexample of steps. The set
of constraints used in this proof becomes the abstraction. The advantage of this
approach is that all counterexamples of length are ruled out at once, whereas
the counterexample-driven approach may require many refinement iterations to
accomplish this. Moreover, choosing an abstraction refinement based on a single
abstract counterexample is risky, since there may be many ways to eliminate one
specific counterexample that are not relevant to the property being proved. In the
proof-based approach, the choice of abstraction is based only on the property and
the system being verified, so this problem is eliminated. The main disadvantage
of the proof-based approach, however, is that it may be much more costly to
prove that there are no counterexamples of length than to refute a single
abstract counterexample. Thus, the refinement step becomes the bottleneck in
the verification process.

In this paper, we show that counterexample- and proof-based refinement are
extremes of a continuum, and propose a hybrid approach that balances the cost
and quality of refinement. That is, instead of attempting to refute all coun-
terexamples of a given length, we use a SAT solver to refute as large a class of
counterexamples as possible within a given time bound. This is done in such a
way that the one abstract counterexample found by the model checker is always
refuted. Thus, as the time bound increases, we approach proof-based abstrac-
tion, while as the time bound goes to zero we approach counterexample-based
abstraction. We set the time bound in such a way that the times spent on the re-
finement and model checking phases of the procedures are balanced. In the case
when the SAT solver terminates quickly, we gain the advantages of proof-based
abstraction. On the other hand, if the SAT solver is slow, the procedure sacri-
fices some quality in the refinement for speed. Conversely, if the model checker
is running quickly we spend little time on refinement, but if it runs slowly, we
spend more time on refinement in the hope of producing a better abstraction.

We tested these three approaches on over one thousand industrial circuit
verification problems, being careful to obtain an “apples to apples” comparison.
The main conclusions from this study are:
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The number of refinement iterations is strongly related to the effort expended
in the SAT solver in the refinement step, with greater effort resulting in fewer
iterations.
Because of this, the overall performance of proof-based abstraction is sub-
stantially better than counterexample-based abstraction for this benchmark
set.
Any attempt to reduce the refinement effort must be carefully tuned so as not
to unduly increase the number of iterations. By a conservative application of
the hybrid approach, we obtained a method that, overall, is more somewhat
more robust than proof-based abstraction, reducing the number of unsolved
problems by approximately 6%.

1.1 Related Work

In [8], proof-based and counterexample-based abstraction are used in different
phases of an iterative abstraction refinement process. Here, by contrast, we use
a single abstraction phase that is intermediate between the proof-based and
counterexample-based approach, in such a way that the effort applied in abstrac-
tion and model checking can be balanced. Other methods have been proposed
that attempt to mitigate the problems associated with refinement based on a
single counterexample. These are based on generalizing the abstract counterex-
ample is some way, in the hope of preventing the refinement procedure from
refuting the counterexample based on irrelevant facts. For example, in [6], the
abstract counterexample is generalized by removing valuations of variables that
do not affect the truth value of the property in the given counterexample. In [16],
the generalized counterexample is derived from the sequence of reachable states
approximations computed by the model checker (the so-called “onion rings”).
In these approaches there is no means of balancing the computational effort
spend on refinement and model checking. In the present work, by contrast, we
let the refinement procedure itself determine the generality of the refinement.
The greater the run time bound, the more general will be the result. In the limit,
the class of refuted counterexamples becomes, in effect, all counterexamples of
the same length as the abstract counterexample. By adjusting the time bound
appropriately, we can prevent the refinement step from becoming a bottleneck.

1.2 Outline

We begin in the next section with some relevant background on SAT techniques.
Then, in section 3, we introduce the hybrid abstraction method. Finally, in
section 4, we present the test results.

2 Extracting Proofs from SAT Solvers

The Boolean satisfiability problem (SAT) is to determine if a given Boolean
formula has a satisfying assignment. Most solvers assume that the formula is
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given in conjunctive normal form (CNF), that is, as a set of clauses. This is not
a significant restriction since, using a standard construction, we can transform
an arbitrary formula into a satisfiability-equivalent CNF formula in linear time.
Given a CNF formula, a SAT solver can then produce a satisfying assignment if
one exists.

If the formula is unsatisfiable, it is also possible to produce a refutation, that
is, a proof that the formula is inconsistent, typically using resolution steps. Most
modern SAT solvers, such as CHAFF [12], or GRASP [14] can be modified to do
this. Refutations are a key element of the refinement algorithm presented here.To
understand the hybrid refinement algorithm, we need to understand at least at
an abstract level, how the solver works and how refutations are produced.

2.1 Refutations

To begin at the beginning, a clause is a disjunction of zero or more literals,
each being either a Boolean variable or its negation. We assume that clauses are
non-tautological, that is, no clause contains a variable and its negation. A clause
set is satisfiable when there is a truth assignment to the Boolean variables that
makes all clauses in the set true.

Given two clauses of the form and we say that the
resolvent of and is the clause provided is non-tautological. For
example, the resolvent of and is while and have
no resolvent, since is tautological. It is easy to see that any two clauses
have at most one resolvent. The resolvent of and (if it exists) is a clause
that is implied by (in fact, it is exactly We will say that
a refutation P for a set of clauses C is a derivation of the empty clause (false)
from the clauses in C using resolution steps.

2.2 Basic SAT Algorithm

The main loop of a typical DPLL-style SAT solver is represented in pseudo-
code in figure 1. While searching for a satisfying assignment A, the solver makes
decisions, or arbitrary truth assignments to variables, and generates from these
an implication graph. This is a directed acyclic graph whose vertices are truth
assignments to variables, where each node is implied by its predecessors in the
graph together with single clause.

As an example, suppose that our clause set is and
we have already decided the assignments A possible implication graph
is shown below:

The literal is implied by node and the clause while is implied
by the nodes and clause
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Fig. 1. Basic DPLL SAT procedure

A clause is said to be in conflict when the negations of all its literals appear
in the implication graph. When a conflict occurs, the SAT solver generates a
conflict clause – a new clause that is implied by the existing clauses in the set.
This is usually explained in terms of finding a cut in the implication graph,
but from our point of view it is better understood as a process of resolving the
“clause in conflict” with clauses in the implication graph to generate a new clause
(that is also in conflict). We can also think of each resolution step as applying
an implication from the implication graph in the contrapositive.

A crucial point about conflict clauses for present purposes is that a conflict
clause contradicts some subset of the current decisions. To be specific, this is the
set of decisions which derive the negations of its literals in the implication graph.
Thus, in effect, the conflict clause rules out a space of possible assignments. We
will use this fact later in our refinement procedure to eliminate classes of possible
counterexamples.

In order to generate a refutation in the unsatisfiable case, we have only to
record, for each generated conflict clause, the sequence of clauses that were re-
solved to infer that clause. The SAT solver produces an “unsatisfiable” answer
when it generates the empty clause as a conflict clause (and thus rules out all
possible assignments). At this point, we can produce a proof of unsatisfiability
by, for example, a depth-first search starting from the empty clause, recursively
deducing each clause in terms of the sequence of clauses that originally pro-
duced it. Note that, in general, not all conflict clauses generated during the SAT
procedure will actually be needed to derive the empty clause.

3 A Hybrid Approach to Abstraction Refinement

We now consider how a proof-generating SAT solver can be used in the con-
cretization and refinement steps of the iterative abstraction process. As men-
tioned above, we think of a system as a set of constraints and a localization
abstraction as simply a subset of these constraints that is sufficient to prove a
given property.
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The properties we wish to verify are linear-time temporal properties ex-
pressed, for example, in the logic LTL. This problem can be reduced, however,
to the simpler problem of existence of an accepting run of a finite automaton.
This transformation has been extensively studied [13,15,2], and will not be de-
scribed here. To further simplify matters, we will consider only the problem of
finding finite counterexamples to safety properties. We assume that the problem
of safety property verification is given in terms of a one-letter automaton on
finite words, such that the property is false exactly when the automaton has an
accepting run. Such a construction can be found, for example, in [9].

As in symbolic model checking, the automaton itself will be represented im-
plicitly by Boolean formulas. The state space of the automaton is defined by a
set V of Boolean variables. We will denote by for any the set con-
sisting of a distinct variable for every and A valuation
of can be thought of as a sequence of states of the automaton. A state
predicate P is a Boolean formula over V. We will denote by the predicate P
with variable substituted for every The predicate can be thought of
as “P at time To represent transition relations, we introduce a set of “next
state” variables consisting of a distinct variable for each A state
relation C is a Boolean formula over We will denote by the formula C
with substituted for and substituted for for each

We will define a (one-letter) automaton as a triple M = (I, C, F), where the
initial constraint I and final constraint F are state predicates, and the transition
constraint C is a state relation. Typically, F represents the set of states that
violate some safety property. A run of M, of length is a truth assignment to

satisfying That is, the initial constraint must hold
in the first state, the transition constraint must hold in all consecutive pairs of
states, and the final condition must hold in the last state. We will refer to the
above formula as the reachability formula, and denote it

In our framework, a run of the automaton corresponds to a counterexample
to the safety property. Thus, to verify the property we need to prove that
is unsatisfiable for any This can be done using standard symbolic model
checking methods [2], for example by iteratively computing the states reachable
from I and checking whether the intersection of this set with F is empty.

3.1 Localization Abstraction

To allow localization abstraction, we assume that the formulas I, C and F are
each formed as the conjunction of a set of component constraints. A component
constraint may represent, for example, the behavior of a single gate in a circuit,
or some larger aggregate, such as the “fanin cone” of a register. A localization
of an automaton M = ( I ,C ,F ) , is an automaton such that

and (where we take the liberty of confusing a set of
constraints with its conjunction). In other words, localization abstraction means
just taking a subset of the available constraints. If the constraints represent gates
and registers in a circuit, this means in effect removing some gates and registers,
leaving their outputs as free variables. It is immediate that if does not admit
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a run, then M also does not admit a run. The advantage of this from a practical
point of view is that may refer to fewer variables than M, and hence may be
easier to verify, owing to the smaller set of states that must be considered.

Of course the difficulty is how to choose which constraints to include in
The iterative approach, introduced by Kurshan [10], starts with a small “seed”
localization (which could be empty). Suppose the model checker finds a run
of We will refer to as an abstract counterexample. We then attempt to
concretize the abstract counterexample by filling in the values of those variables
not present in so as to obtain a run of M. If the concretization succeeds we
have obtained a concrete counterexample and we are done. Otherwise, we refine
the abstraction by adding a sufficient set of constraints to to rule out the
abstract counterexample The procedure is then repeated using the new
This continues until either proves the property or concretization of an abstract
counterexample succeeds. This general procedure is known as counterexample
guided abstraction refinement.

Now let us consider the problems of concretization and refinement in a little
more detail. Let be the “support” of that is, the set of variables such
that either or occurs in Suppose now that we have a run of the
localization That is, is a truth assignment to satisfying The
problem of concretization is to find a run of M that agrees with over
This is easily stated as a SAT problem. A concretization of is a satisfying
assignment to the following concretization formula:

Thus, a SAT solver can be used find a concretization if one exists. On the other
hand, if the concretization formula is unsatisfiable, then the SAT solver can pro-
duce a refutation proof. As observed in [3], we can use this proof to induce a
refinement (that is, a set of constraints that rule out the abstract counterex-
ample). We will assume that all the component constraints in M have been
expressed in conjunctive normal form, as sets of clauses. Now suppose that P
is a refutation of the concretization formula. The extension of constraint set Q
induced by P is defined as:

In other words, is the set of constraints in Q that have at least one
clause occurring in the proof, at some time. If we refine our localization by
adding the constraints occurring in the proof, we are guaranteed that the abstract
counterexample cannot be concretized in the new To be more precise, let

Since contains all the constraints used in proof P, it follows that P is also
a proof that abstract counterexample cannot be concretized in Thus,
is a suitable refinement of with respect to the abstract counterexample
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3.2 Proof-Based Abstraction

An alternative approach introduced in [11] is called proof-based abstraction. The
idea is that instead of eliminating one abstract counterexample at a time, we
disregard the content of the abstract counterexample and eliminate all coun-
terexamples of length at once. One way of looking at this is that we let
Thus the concretization formula reduces to simply A concretization is
thus defined as any run of the concrete automaton M that has the same length
as the abstract counterexample. Moreover, if the concretization formula is un-
satisfiable, the extension induced by its refutation is sufficient to rule out all
counterexamples of length

This approach has two potential advantages. First, because a large class of
abstract counterexamples is eliminated in one iteration, the number of iterations
of the refinement loop may be dramatically reduced. Second, it may be possible
to refute a specific abstract counterexample for many reasons that are unrelated
to the actual property being proved. Thus the counterexample based approach
runs the risk of adding irrelevant constraints due to accidents in the choice of the
abstract counterexample. The proof based approach, since it is based on only
the circuit and the property should in principle be less prone to this pitfall.

A potential disadvantage of the proof-based approach is that the SAT solver
is given a much less constrained problem to solve, since the abstract counterex-
ample values are not applied as constraints. In most cases it is substantially more
time consuming to refute all counterexamples of a given length than to refute
one specific counterexample. In fact, in [11] it was observed that in most cases
the majority of run time was taken by the concretization phase rather than the
model checking phase.

3.3 A Hybrid Approach

To avoid this latter difficulty, we propose here a hybrid approach. That is, we
attempt a full refutation of all counterexamples of length However, if the run
time of the SAT solver becomes excessive, we terminate the solver and settle
for a refutation of some smaller space of counterexamples, as represented by a
conflict clause. This is done in such a way that, in the worst case, at least the
abstract counterexample is refuted. Thus at one extreme, as the SAT solver
run time is allowed to increase without bounds, we have proof-based abstraction,
while at the other, as the SAT solver run time limit tends to zero, we have
counterexample-based abstraction. In practice, we balance the run time of the
SAT solver and model checker, so that neither one becomes a bottleneck.

In order to do this we need to solve the following problem. The concretization
formula contains a set of constraints of the form for each
These correspond to the values in the abstract counterexample. We would like
to refute the concretization formula using as few of these constraints as possible,
within an allotted time. The fewer constraints we use in the refutation, the larger
the class of counterexamples we will eliminate from the localization. To do this
we take the following heuristic approach. We begin with the formula as
in proof-based refinement. We then “warm up” the SAT solver by making an
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initial series of decisions that correspond to the valuation We allow the SAT
solver to run for a limited amount of time. If the solver does not terminate within
this time, we then add the constraints and continue until the solver
terminates. If, during the warm-up phase, the solver backtracks out of any of
the initial decisions, it will infer a conflict clause that contradicts some subset of
the abstract counterexample valuations. This corresponds to a class of abstract
counterexamples. The longer we allow the warm-up phase to run, the larger this
class will become. After we apply the constraints from this conflict clause will
cause the solver to terminate immediately, without making any decisions. The
smaller the subset of that is contradicted in the warm-up phase, the smaller
will be the set of constraints used in the refutation, and hence the larger will be
the space of counterexamples refuted. If we run the warm-up phase long enough
the empty clause will be inferred, and no constraints from will be used in the
refutation.

Figure 3.3 gives a pseudo-code representation of the hybrid concretization
procedure. It takes as parameters the concrete model M, the abstract counterex-
ample the support of the localization, and a time limit. It returns either
a concrete counterexample A, or an extension that rules out The procedure
“solve” in the figure executes the main loop of the SAT solver until termina-
tion, or until the given time limit is reached. In our implementation, time is
measured by the number of implications made in the implication graph, since
this correlates well with actual run time and is deterministic. Our SAT solver
is incremental, in the sense that we can add new clauses and restart the solver,
while maintaining all previously inferred conflict clauses.

Lines 3–6 represent the warm-up phase. We ignore any result produced by
this phase. The only information preserved from the warm-up phase is the set
of inferred conflict clauses. Note that if lines 3–6 are removed, we revert to
a fully counterexample based procedure. On the other hand, if the time limit
is we have a fully proof-based procedure. In practice,we set the limit so that
the run time of the SAT solver is proportional to the run time of the model
checker in generating thus balancing the effort used for model checking and
concretization.

3.4 Optimizations
A number of optimizations can be used to make the above procedure more
efficient. First, it is impractical to use the entire support of the localization
in The concretization problem in this case is too constrained, resulting in
very small refinements and a large number of iterations. Instead we let be just
the set of state-holding variables occurring in the localization In hardware
designs, these are the outputs of the registers.

Second, the localization reduction tends to introduce a large number of free
variables, corresponding to the outputs of gates and registers that have been
eliminated. This slows down the BDD-based model checker substantially. For
this reason, we use a technique described in [11] that uses the refutation P as a
guide in replacing free variables with a constant “don’t care” value in a sound
and complete manner.
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Third, we use constraints to represent the behavior of individual gates rather
than than the “fanin cones” of the registers as done in the other methods of
localization abstraction cited here. This also tends to substantially reduce the
number of free variables in some cases, resulting in better performance of the
model checker.

Fourth, with the proof-based approach, another optimization is possible.
That is, when a new value of is encountered, we discard the previous local-
ization. Heuristically speaking, when we rule out all counterexamples of length
exactly we also tend to rule out all counterexamples of length less than
Thus in most cases the previously obtained localization is redundant and can
be discarded. In some cases this may cause us to redo previous work in refuting
shorter counterexamples, but in most cases the result is a net performance gain.
We will call this the “non-cumulative” optimization.

Finally, we should note that the counterexample-based refinement procedure
described in [3] uses refutations to induce a refinement, but is somewhat more
complex than the simple approach described above. It considers the prefixes of
the abstract counterexample in order of increasing length. When concretization
fails for some prefix of length it uses as the extension only those constraints
occurring in the proof at time The apparent motivation for this is that
these constraints are in some sense the ones responsible for separating the reach-
able abstract counterexample state at time from the unreachable one at
time This approach is not guaranteed to rule out the abstract counterexam-
ple, since the entire proof is not used. It does however guarantee the length of
the shortest unconcretizable prefix of the abstract counterexample is reduced, so
that eventually the counterexample must be eliminated. In this paper, we do not
use this technique, though in principle it can be applied to all three refinement
approaches: the counterexample-based method, the proof-based method and the
hybrid approach. The reason is that it would tend to increase the number of
refinement iterations, which we found to be the most important factor in per-
formance. For the same reason, we do not attempt to improve the localizations
by detecting and eliminating unnecessary constraints, as this would introduce
overhead, and also potentially increase the number of iterations.
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4 Practical Experience

We now compare the practical performance of the three refinement approaches,
using a large set of hardware verification problems as benchmarks. The purpose
here is to provide an “apples to apples” comparison, between the approaches.
Thus, all three methods use the same basic loop and the same SAT solver. The
primary difference between them is that the proof-based approach puts no limit
on the warm-up time, the counterexample-based approach uses no warm-up, and
the hybrid approach approximately balances the warm-up time with the model
checker run time. As mentioned in the previous section, the proof-based method
also uses the “non-cumulative” optimization.

The results presented here do not provide direct comparison with the many
counterexample guided abstraction refinement techniques in the literature, which
use various methods of localization, counterexample generalization, and localiza-
tion improvement. Rather, we are attempting to quantify the tradeoff of effort
in the refinement step vs. the number of refinement iterations, as represented by
the counterexample- and proof-based approaches.

We apply the methods to three benchmark sets. These are collections of
hardware verification problems developed by users of formal verification tools
on commercial hardware designs. For each benchmark set, we set an upper time
limit for verification, and measure the number of problems that can be resolved
within this time. The time limit, which is chosen automatically based on a user
defined effort limit, is 3600 seconds for the first set, 1000 seconds for second set
and 100 seconds for the last benchmark set.

Table 1 shows, for each benchmark, the number of problems, the number of
problems that can be resolved by all three methods and the number of unresolved
problems for each method. The method with the fewest unresolved problems is in
some sense the most robust. We have divided the problems into true properties
and false properties. The conclusion we can draw from the table is that the
proof-based method is the most robust.
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The results can be explained by considering the number of refinement iter-
ations required for each method. Table 2 shows, for each method, the average
number of refinement iterations, the last bounded model checking depth and the
average size of the final abstraction, for problems that completed. As might be
expected, the counterexample-based method requires a considerably larger num-
ber of iterations than the proof-based method, with the hybrid method falling
somewhere in between. We also observe that the proof-based method goes deeper
than the other two methods on average and yields smaller abstractions. The ra-
tio column in Table 2 is the ratio of the time spent in the model checker to
the time spent in the SAT solver, Note that this number does not take into
account the time spent in constructing the bounded model checking problem
which in many cases was not trivial. Not surprisingly, we see that the hybrid
and counterexample-based techniques spend more time in the model checking
phase than the proof-based technique. Clearly, whatever time is saved in each
individual refinement step by considering only one counterexample is being off-
set by the larger number of iterations. The hybrid approach, while reducing the
number of iterations somewhat, still requires too many iterations to make it
competitive with the proof-based approach.

To remedy this problem, we then effected the following proviso: if two succes-
sive refinement iterations produce abstract counterexamples of the same length,
the next iteration is always proof-based (without restriction on SAT solver ef-
fort). That is, if the single-counterexample or the hybrid refinement approach
happens to rule out all counterexamples of a given length, then we benefit from
a shorter run time in the SAT solver. If not, we do not allow continued iteration
at a given counterexample length, but instead use a full proof step to force the
counterexample length to increase.

Tables 3 and 4 show the robustness and iteration data for the three meth-
ods with the proviso (the numbers for proof-based abstraction are, of course,
unchanged). With this approach, the number of iterations for counterexample-
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Fig. 2. Run time of Proof-based method versus Hybrid method with the proviso

based and hybrid are reduced. We find that the most robust method overall is the
hybrid method, which reduces the number of unsolved problems by about 6%.
Figures 2 and 3, which plot run time in seconds, show that the three methods are
highly correlated in general. The hybrid method with the proviso appears to be
slightly slower than the proof-based method but dominates the counterexample
method with the proviso.

We now consider the quality of refinement for the hybrid and proof-based
methods. Both methods do bounded model checking at the same depth 690
times, and the average size of the resulting abstractions at these depths is ap-
proximately 19% smaller with the proof-based method. However, it appears that
smaller abstractions may not always be better, since the hybrid method seems
to benefit from getting larger abstractions at a lower depth. For instance, on
the 27 properties that were unresolved by the proof-based method but were re-
solved by the hybrid method, we found that the proof-based method needed to
go deeper on average because it gets a smaller abstraction, and this appears to
be a contributing factor in not resolving these problems.

5 Conclusion

We have seen that counterexample- and proof-based refinement form two ex-
tremes of a continuum in refinement effort, and that between these two, a hy-
brid approach is possible that balances the cost and quality of refinement. Rather
than refuting a single abstract counterexample, or attempting to refute all coun-
terexamples of a given length, we can use an incremental SAT solver to attempt
to refute as large a space of counterexamples as possible within a given time
bound. Our approach involves “warming up” the SAT solver using the abstract
counterexample to provide the initial decisions.
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Fig. 3. Run time of Counterexample-based versus Hybrid methods with the proviso

Tests on industrial circuit verification problems show that the refinement
effort strongly effects the number of refinement iterations, to the extent that
reductions in refinement effort are more than offset by the resulting increase in
the number of iterations. However, by applying the hybrid approach conserva-
tively, we can obtain an abstraction mechanism that is more robust than either
a purely counterexample- or proof-based approach.

For future work, it would be useful to develop more sophisticated approaches
to the problem of “strongest proof within a time bound”. This could in turn lead
to techniques to reduce the number of system constraints used in the proof, and
hence improve the quality of the abstraction, within resource limits.
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Memory Efficient All-Solutions SAT Solver
and Its Application for Reachability Analysis

Orna Grumberg, Assaf Schuster, and Avi Yadgar
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Abstract. This work presents a memory-efficient All-SAT engine which, given a
propositional formula over sets of important and non-important variables, returns
the set of all the assignments to the important variables, which can be extended
to solutions (satisfying assignments) to the formula. The engine is built using
elements of modern SAT solvers, including a scheme for learning conflict clauses
and non-chronological backtracking. Re-discovering solutions that were already
found is avoided by the search algorithm itself, rather than by adding blocking
clauses. As a result, the space requirements of a solved instance do not increase
when solutions are found. Finding the next solution is as efficient as finding the
first one, making it possible to solve instances for which the number of solutions
is larger than the size of the main memory.
We show how to exploit our All-SAT engine for performing image computation
and use it as a basic block in achieving full reachability which is purely SAT-
based (no BDDs involved).
We implemented our All-SAT solver and reachability algorithm using the state-
of-the-art SAT solver Chaff [19] as a code base. The results show that our new
scheme significantly outperforms All-SAT algorithms that use blocking clauses,
as measured by the execution time, the memory requirement, and the number of
steps performed by the reachability analysis.

1 Introduction

This work presents a memory-efficient All-SAT engine which, given a propositional for-
mula over sets of important and non-important variables, returns the set of all the as-
signments to the important variables, which can be extended to solutions (satisfying
assignments) to the formula. The All-SAT problem has numerous applications in AI
[21] and logic minimization [22]. Moreover, many applications require the ability to
instantiate all the solutions of a formula, which differ in the assignment to only a subset
of the variables. In [14] such a procedure is used for predicate abstraction. In [7] it is
used for re-parameterization in symbolic simulation. In [ 18, 6] it is used for reachability
analysis, and in [13] it is used for pre-image computation. Also, solving QBF is actually
solving such a problem, as shown in [15].

Most modern SAT solvers implement the DPLL[9, 8] backtrack search. These sol-
vers add clauses to the formula in order to block searching in subspaces that are known
to contain no solution. All-SAT engines that are built on top of modern SAT solvers
tend to extend this method by using additional clauses, called blocking clauses, to block
solutions that were already found [18, 6, 13, 14, 7, 20]. However, while the addition of
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blocking clauses prevents repetitions in solution creation, it also significantly inflates
the size of the solved formula. Thus, the engine slows down corresponding to the num-
ber of solutions that were already found. Eventually, if too many solutions exist, the
engine may saturate the available memory and come to a stop.

In [6] an optimization is employed to the above method. The number of blocking
clauses and the run time are reduced significantly by inferring from a newly found solu-
tion a set of related solutions, and blocking them all with a single clause. This, however,
is insufficient when larger instances are considered. Moreover, the optimization is ap-
plicable only for formulae which originated from a model.

In this work we propose an efficient All-SAT engine which does not use blocking
clauses. Given a propositional formula and sets of important and non-important vari-
ables, our engine returns the set of all the assignments to the important variables, which
can be extended to solutions to the formula. Setting the non-important variables set to
be empty, yields all the solutions to the formula. Similar to previous works, our All-SAT
solver is also built on top of a SAT solver. However, in order to block known solutions,
it manipulates the backtracking scheme and the representation of the implication graph.
As a result, the size of the solved formula does not increase when solutions are found.
Moreover, since found solutions are not needed in the solver, they can be stored in ex-
ternal memory (disk or the memory of another computer), processed and even deleted.
This saving in memory is a great advantage and enables us to handle very large instances
with huge number of solutions. The memory reduction also implies time speedup, since
the solver handles much less clauses. In spite of the changes we impose on backtrack-
ing and the implication graph, we manage to apply many of the operations that made
modern SAT solvers so efficient. We derive conflict clauses based on conflict analysis,
apply non-chronological backtracking to skip subspaces which contain no solutions,
and apply conflict driven backtracking under some restrictions.

We show how to exploit our All-SAT engine for reachability analysis, which is
an important component of model checking. Reachability analysis is often used as a
preprocessing step before checking. Moreover, model checking of most safety tempo-
ral properties can be reduced to reachability analysis [1]. BDD-based algorithms for
reachability are efficient when the BDDs representing the transition relation and the set
of model states can be stored in memory [4, 5]. However, BDDs are quite unpredictable
and tend to explode on intermediate results of image computation. When using BDDs,
a great effort is invested in finding the optimal variables order. SAT-based algorithms,
on the other hand, can handle models with larger number of variables. However, they
are mainly used for Bounded Model Checking (BMC) [2].

Pure SAT-based methods for reachability [18, 6] and model checking of safety prop-
erties [13, 20] are based on All-SAT engines, which return the set of all the solutions to
a given formula. The All-SAT engine receives as input a propositional formula describ-
ing the application of a transition relation T to a set of states S. The resulting set of
solutions represents the image of S (the set of all successors for states in S). Repeating
this step, starting from the initial states, results in the set of all reachable states.

Similar to [18, 6], we exploit our All-SAT procedure for computing an image for a
set of states, and then use it iteratively for obtaining full reachability. Several optimiza-
tions are applied at that stage. Their goals are to reduce the number of found solutions
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by avoiding repetitions between images; to hold the found solutions compactly; and to
keep the solved formula small.

An important observation is that for image computation, the solved formula is de-
fined over variables describing current states inputs next states and some aux-
iliary variables that are added while transforming the formula to CNF. However, many
solutions to the formula are not needed: the only useful ones are those which give dif-
ferent values to This set of solutions is efficiently instantiated by our algorithm by
defining as the important variables. Since the variables in typically constitute just
10% of all the variables in the formula [23], the number of solutions we search for,
produce, and store, is reduced dramatically. This was also done in [18, 6, 13, 20].

Other works also applied optimizations within a single image [6] and between im-
ages [18, 6]. These have similar strength to the optimization we apply between images.
However, within an image computation we gain significant reductions in memory and
time due to our new All-SAT procedure, and the ability to process the solutions outside
the engine before the completion of the search. This gain is extended to the reachability
computation as well, as demonstrated by our experimental results.

In [11], a hybrid of SAT and BDD methods is proposed for image computation.
This implementation of an All-SAT solver does not use blocking clauses. The known
solutions are kept in a BDD which is used to restrict the search space of the All-SAT
engine. While this representation might be more compact than blocking clauses, the All-
SAT engine still depends on the set of known solutions when searching for new ones.
Moreover, since our algorithm does not impose restrictions on learning, we believe it
can be used to enhance the performance of such hybrid methods as well.

In [3, 12] all the solutions of a given propositional formula are found by repeatedly
choosing a value to one variable, and splitting the formula accordingly, until all the
clauses are satisfied. However, in this method, all the solutions of the formula are found,
while many of them represent the same next state. Therefore, it can not be efficiently
applied for quantifier elimination and image computation.

We have built an All-SAT solver based on the state-of-the-art SAT solver Chaff [19].
Experimental results show that our All-SAT algorithm outperforms All-SAT algorithms
based on blocking clauses. Even when discovering a huge number of solutions, our
solver does not run out of memory, and does not slow down. Similarly, our All-SAT
reachability algorithm also achieves significant speedups over blocking clauses-based
All-SAT reachability, and succeeds to perform more image steps.

The rest of the paper is organized as follows. Section 2 gives the background needed
for this work. Sections 3 and 4 describe our algorithm and its implementation. Section
5 describes the utilization of our algorithm for reachability analysis. Section 6 shows
our experimental results, and Section 7 includes conclusions.

2 Background

2.1 The SAT Problem

The Boolean satisfiability problem (SAT) is the problem of finding an assignment A
to a set of Boolean variables V such that a Boolean formula will have the value
‘true’ under this assignment. A is called a satisfying assignment, or a solution, for
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We shall discuss formulae presented in the conjunctive normal form (CNF). That
is, is a conjunction of clauses, while each clause is a disjunction of literals over V.
A literal is an instance of a variable or its negation: We shall
consider a clause as a set of literals, and a formula as a set of clauses.

A clause cl is satisfied under an assignment A iff For a
formula given in CNF, an assignmentsatisfies iff it satisfies all of its clauses. Hence,
if, under an assignment A (or a partial assignment), all of the literals of some clause in

are false, than A does not satisfy We call this situation a conflict.

2.2 Davis-Putnam-Logemann-Loveland Backtrack Search (DPLL)

We begin by describing the Boolean ConstraintPropagation (bcp()) procedure. Given a
partial assignment A and a clause cl, if there is one literal with no value, while the
rest of the literals are all false, then in order to avoid a conflict, A must be extended such
that  cl is called a unit clause or an asserting clause, and the assignment
to is called an implication. The bcp() procedure finds all the implications at a given
moment. This procedure is efficiently implemented in [19,10,26,17,16].

The DPLL algorithm [9, 8] walks the binary tree that describes the variables space.
At each step, a decision is made. That is, a value to one of the variables is chosen, thus
reaching deeper in the tree. Each decision is assigned with a new decision level. After a
decision is made, the algorithm uses the bcp() procedure to compute all its implications.
All the implications are assigned with the corresponding decision level. If a conflict is
reached, the algorithm backtracks in the tree, and chooses a new value to the most recent
variable not yet tried both ways. The algorithm terminates if one of the leaves is reached
with no conflict, describing a satisfying assignment, or if the whole tree was searched
and no satisfying assignment was found,meaning is unsatisfiable.

2.3 Optimizations

Current state of the art SAT solvers use Conflict Analysis, Learning, and ConflictDriven
Backtracking to optimize the DPLL algorithm [27,17]. Upon an occurrence of a con-
flict, the solver creates a conflict clause which implies the reverse assignment to some
variable in the highest level. This clause is added to the formula to prune the search
tree [27, 17]. In order to emphasize the recently gained knowledge, the solver uses con-
flict driven backtracking: Let be the highest level of an assigned variable in the conflict
clause. The solver discards some of its work by invalidating all the assignments above
The implication of the conflict clause is then added to [27]. This implies a new order of
the variables in the search tree. Note that the other variables for which the assignments
were invalidated, may still assume their original values, and lead to a solution.

Next we describe the implication graph, which is used to create conflict clauses. An
Implication Graph represents the current partial assignment during the solving process,
and the reason for the assignment to each variable. For a given assignment, the implica-
tion graph is not unique, and depends on the decisions and the order used by the bcp().
We denote the asserting clause that implied the value of by and refer to it as
the antecedent of If is a decision, Given a partial assignment A:
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The implication graph is a directed acyclic graph G(L, E).
The vertices are the literals of the current partial assignment:

The edges are the reasons for the assignments:
That is, for each vertex the incident edges represent the clause

A decision vertex has no incident edge.
Each vertex is also assigned with the decision level of the corresponding variable.
When a conflict occurs, there are both true and false vertices of some variable,

denoted conflicting variable. A Unique Implication Point (UIP) in an implication graph
is a vertex of the current decision level, through which all the paths from the decision
vertex of this level to the conflict pass. There may be more than one UIP, and we order
them starting from the conflict. The decision variable of a level is always a UIP. When
conflict driven backtracking is used, the conflict analysis creates a conflict clause which
is a unit clause. This clause implies the reverse assignment to one of the UIPs. After
backtracking, the opposite value of the UIP becomes an implication, and the conflict
clause is its antecedent [27]. Figure 1(a,b) shows an implication graph with a conflict
and two UIPs, and the pruning of the search tree by a conflict clause.

Fig. 1. (a) An implication graph describing a conflict. The roots are decisions. and are
UIPs. (b) Adding the clause prunes the search tree of the subspace defined by

2.4 The All-SAT Problem

Given a Boolean formula presented in CNF, we would like to find all of its solutions as
defined in the SAT problem.

The Blocking Clauses Method: A straight forward method to find all of the formula’s
solutions is to modify the DPLL SAT solving algorithm such that when a solution is
found, a blocking clause describing its negation is added to the solver, thus preventing
the solver from reaching the same solution again. The last decision is then invalidated,
and the search is continued normally. Once all of the solutions are found, there will be
no satisfying assignment to the current formula, and the algorithm will terminate.

This algorithm suffers from exponential space growth as it adds a clause at the
size of V for each solution found. Another problem is that the increasing number of
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clauses in the system will slow down the bcp() procedure which will have to look for
implications in an increasing number of clauses.

3 Memory Efficient All-SAT Algorithm

3.1 Conventions

Assume we are given a partition of the variables to important and non-important vari-
ables. Two solutions to the problem which differ in the non-important variables only are
considered the same solution. Thus, a solution is defined by a subset of the variables.

A subspace of assignments, defined by a partial assignment is the set of all assign-
ments which agree with on its assigned variables. A subspace is called exhausted if
all of the satisfying assignments in it (if any) were already found. At any given moment,
the current partial assignment defines the subspace which is now being investigated.

We now present our All-SAT algorithm. A proof of its correctness is given in [25].

3.2 The All-SAT Algorithm

Our algorithm walks the search tree of the important variables. We call this tree the im-
portant space. Each leaf of this tree represents an assignment to the important variables
which does not conflict with the formula. When reaching such a leaf, the algorithm tries
to extend the assignment over the non-important variables. Hence, it looks for a solu-
tion within the subspace defined by the important variables. Note that the walk over the
important space should be exhaustive, while only one solution for the non-important
variables should be found. This search is illustrated in Figure 2(a).

We incorporate these two behaviors into one procedure by modifying the decision
and backtracking procedures of a conflict driven backtrack search, and the representa-
tion of the implication graph.

Important First Decision Procedure: We create a new decision procedure which looks
for an unassigned variable from within the important variables. If no such variable is
found, the usual decision procedure is used to choose a variable from the non-important
set. This way, at any given time, the decision variables are a sequence of important
variables, followed by a sequence of non important variables. At any given time, the
important decision level is the maximal level in which an important variable is a deci-
sion. An example is given in Figure 2(a).

Exhaustive Walk of the Important Space: An exhaustive walk of the important space
is performed by extending the original DPLL algorithm with the following procedures:
Chronological backtracking after a leaf of the important space is handled; Learning a
conflict clause and chronological backtracking upon an occurrence of a conflict; Non-
chronological backtracking when a subspace of the problem is proved to be exhausted.

Chronological backtracking, as in DPLL, is done by flipping the highest important
decision variable not yet flipped. This means that under the previous decisions, the
last decision variable must assume the reverse assignment. Hence, its new value is an
implication of the previous decisions. Therefore, in order to perform a chronological
backtrack, we flip the highest decision and assign it with the level below. This way,
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Fig. 2. (a) Important First Decision. variables are important and are non-importnat. (b) An
implication graph in the presence of flipped decisions. 6 and 4 define new sub-levels.

the highest decision is always the highest decision not yet flipped. Higher decisions
which were already flipped are regarded as its implications. Note, though, that there is
no clause implying the values of the flipped decisions. Therefore, a new definition for
the implication graph is required.

We change the definition of the implication graph as follows: Root vertices in
the graph still represent the decisions, but also decisions flipped because of previous
chronological backtracking. Thus, for conflict analysis purposes, a flipped decision is
considered as defining a new decision sub-level. The result is a graph in which the nodes
represent actual assignments to the variables, and the edges represent real clauses, mak-
ing it a valid implication graph. This graph describes the current assignment, though not
the current decisions. An example for such a graph is given in Figure 2(b).

Given the modified graph, the regular conflict analysis is performed, and leads to
a UIP in the newly defined sub-level. The generated conflict clause is added to the
formula to prune the search tree, as for solving the SAT problem. Modifying the impli-
cation graph and introducing the new sub-levels may cause the conflict clause not to be
asserting. However, since we do not use conflict driven backtracking in the important
space, our solver does not require that the conflict clauses will be asserting.

We now consider the case in which a conflict clause is asserting. In this case, we
extend the current assignment according to it. Let be a conflict clause, and lit its
implication. Adding lit to the current assignment may cause a second conflict, for which
lit is the reason. Therefore, we are able to perform conflict analysis again, using lit as
a UIP. The result is a second conflict clause, which implies ¬lit. It is obvious now
that neither of the assignments to lit will resolve the current conflict. The conclusion is
that the reason for this situation lies in a lower decision level, and that a larger subspace
is exhausted. We calculate [9] and resolve the conflict by
backtracking to the decision level preceding the highest level of a variable in which is
the level below the highest decision level of a variable in or Note that backtracking
to any level higher than that would not resolve the conflict as both and would imply
lit and ¬lit respectively. Therefore, by this non-chronological backtracking, we skip a
large exhausted subspace.
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Assigning Non-important Variables: After reaching a leaf in the important space,
we have to extend the assignment to the non important variables. At this point, all the
important variables are assigned with some value. Note, that since we only need one
extension, we actually have to solve the SAT problem for the given formula with the
current partial assignment. This is done by allowing the normal work of the optimized
SAT algorithm, including decisions, conflict clause learning, and conflict driven back-
tracking. However, we allow backtracking down to the important decision level but not
below it, in order not to change the assignment to the important variables. If no solution
is found, the current assignment to the important variables can not be extended to a
solution for the formula, and should be discarded. On the other hand, if a solution to the
formula is found, its projection over the important variables is a valid output. In both
cases, we backtrack to the important decision level and continue the exhaustive walk of
the important space.

4 Implementation

We implemented our All-SAT engine using zChaff [19] as a base code. This SAT solver
uses the VSIDS decision heuristic [19], an efficient bcp( ) procedure, conflict clause
learning, and conflict driven backtracking. We modified the decision procedure to match
our important-first decision procedure, and added a mechanism for chronological back-
tracking. We implemented the exhaustive walk over the important space using chrono-
logical backtracking, and by allowing non-chronological backtracking when subspaces
without solutions are detected. We used the original optimized SAT solving procedures
above the important decision level, where it had to solve a SAT problem. Next, we
describe the modifications imposed on the solver in the important space.

The original SAT engine represents the current implication graph by means of an
assignment stack, hereafter referred to as stack. The stack consists of levels of assign-
ments. The first assignment in each level is the decision, and the rest of the assignments
in the level are its implications. Each implication is in the lowest level where it is im-
plied. Thus, an implication is implied by some of the assignments prior to it, out of
which at least one is of the same level. For each assigned variable, the stack holds its
value and its antecedent, where the antecedent of a decision variable is NULL.

In the following discussion, backtrack to level refers to the following procedure:
a) Fipping the decision in level             b) Invalidation of all the assignments in levels

and above, by popping them out of the stack. c) Pushing the flipped decision at the
end of level    with NULL antecedent. d) Executing bcp( ) to calculate the implications
of the flipped decision.

We perform chronological backtracking from level within the important space by
backtracking to level This way, the flipped decisions appear as implications of
prior ones, and the highest decision not yet flipped is always the highest in the stack.
The assignments with NULL antecedents, which represent exhausted subspaces, remain
in the stack until a whole subspace which includes them is exhausted. An example for
this procedure is given in Figure 3(a,b).

Our stack now includes decision variables, implications, and flipped decisions,
which appear as implications but with no antecedents. Using this stack we can con-
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Fig.3. Important Space Resolve Conflict (a) Reaching a leaf of the important space. ‘–10’
has NULL antecedent (b) Chronological backtrack which causes a conflict. ‘16’ has NULL
antecedent, clause is generated. (c) Chronological backtrack. (d) ‘–14’,
the implication of clause is pushed into the stack, and leads to a conflict. Clause

is generated. (e) Backtracking
to the highest level in

struct the implication graph according to the new definition given in section 3.2. Thus
we can derive a conflict clause whenever a conflict occurs.

Decisions about exhausted subspaces are made during the process of resolving a
conflict, as described next. We define a generated clauses stack, which is used to tem-
porarily store clauses that are generated during conflict analysis1. In the following ex-
planation, refer to Figure 3(b-e). (b) When a conflict occurs, we analyze it and learn
a new conflict clause according to the 1UIP scheme [27]. This clause is added to the
solver to prune the search tree, and is also pushed into the generated clauses stack to
be used later. (c) We perform a chronological backtrack. A pseudo code for this pro-
cedure is shown in Figure 4(‘chronological backtrack’). If this caused another conflict,
we start the resolving process again. Otherwise, we start calculating the implications of
the clauses in the generated clauses stack.

(d) Let be a clause popped out of the generated clauses stack. If is not as-
serting, we ignore it. If it implies lit, we push lit into the stack and run bcp( ). For
simplicity of presentation, lit is pushed to a new level in the stack. If a new conflict
is found, we follow the procedure described in Section 3.2 to decide about exhausted
subspaces. We create a new conflict clause, with lit as the UIP. and imply lit
and ¬lit respectively. We calculate [9]. (e) We backtrack to
the level preceding the highest level of an assigned variable in Thus, we backtrack
higher, skipping a large exhausted subspace. A pseudo code of this procedure is given
in Figure 4.

5 Reachability and Model Checking Using All Solution Solver

5.1 Reachability

We now present one application of our All-SAT algorithm. Given the set of initial states
of a model, and the transition relation, we would like to find the set of all the states

1 We still refer to the decision stack as stack.
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Fig. 4. Important Space resolve conflict.

reachable from the initial states. We denote by the vector of the model state variables,
and by the set of states at distance from the initial states. The transition relation
is given by where represents the current state, represents the input and

represents the next state. For a given set of states the set of reachable states
from them at distance 1 (i.e., their successors), denoted is

Given the set of initial states, calculating the reachable states is done by iteratively
calculating and adding them to the reachable set until contains no new states.
The rechability algorithm is shown in Figure 5(a).

5.2 Image Computation Using All-SAT

We would like to use our All-SAT algorithm in order to implement line 5 in the reach-
ability algorithm (Figure 5(a)). In order to do that, we have to find all of the solutions
for the following formula:

Each solution to (2) represents a valid transition from one of the states in the set
to a new state which is not in Including in the image compu-

tation was also done in [6, 18].
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We now have to construct a CNF representation for Formula 2. We represent each
state as the conjunction of its literals. Therefore, is in DNF, and is in
CNF. Creating the CNF representation for S is done by introducing auxiliary variables.
The translations of both sets are linear in the size of the sets. Representing T as a CNF
is also possible by introducing auxiliary variables [2].

Each solution is an assignment to all of the variables in the CNF, and its projection
over defines the new state. We avoid repetitive finding of the same by setting
to be the important variables in our All-SAT solver. A state is found once, regardless
of its predecessors, input, or the assignment to the auxiliary variables added during the
CNF construction. Making the decisions from within the model variables proved to be
efficient when solving SAT problems for BMC [23].

5.3 Minimization

Boolean Minimization: A major drawback of the implementation described above is
the growth of between iterations of the algorithm, and of S during the image com-
putation. This poses a problem even when the solutions are held outside the solver.
Representing each state by a conjunction of literals is pricey when their number in-
creases. Therefore we need a way to minimize this representation. We exploit the fact
that a set of states is actually a DNF formula and apply Boolean minimization methods
to find a minimal representation for this formula. For example, the solutions represented
by can be represented by

In our tool, we use Berkeley’s ‘Espresso’[24], which receives as an input a set of
DNF clauses and returns their minimized DNF representation. Our experimental results
show a reduction of up to 3 orders of magnitude in the number of clauses required to
represent the sets of solutions when using this tool.

On-the-Fly Minimization: Finding all the solutions for Formula (2), and then mini-
mizing them, is not feasible for large problems since their number would be too large
to store and for the minimizer to handle. Therefore, during the solving process, when-
ever a preset number of solutions is found, the solver work is suspended, and we use
the minimizer to combine them with the current S and The output, then, is stored
again in S and respectively, to be processed with the next batch of solutions found
by the All-SAT solver. This way, we keep S and the input to the minimizer small.
Note, also, that each batch of solutions includes new states only, due to the structure
of Formula 2. Employing logical minimization on-the-fly, before finding all the solu-
tions, is possible since previous solutions are not required when searching for the next
ones, and the work of the minimizer is independent of the All-SAT solver. Moreover,
the minimization and the computation of the next batch of solutions can be performed
concurrently. However, this is not implemented in our tool. Note, that this minimization
does not effect the performance of the All-SAT solver.

We now have a slightly modified reachability algorithm as shown in Figure 5(b).

6 Experimental Results

As the code base for our work, we use the zChaff SAT solver [19] which is one of
the fastest available state of the art solvers. zChaff implements conflict analysis with
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Fig. 5. Reachability Algorithms. (a) Regular reachability algorithm. (b) Reachability using out
All-SAT solver. Lines 5-11 are the implementation of the on-the-fly minimization.

conflict driven backtrack, and uses efficient data structures. Since zChaff is open source,
we were able to modify the code according to our method.

For comparison, we used the same code base to implement the blocking clauses
method. In order to avoid repetition of the same assignments to the important variables,
we constructed the blocking clauses from the important variables only. We improved
the blocking clauses by using the decision method described in Section 3.2. This way,
the blocking clauses can be constructed from only the subset of the important variables
which are decision variables, since the rest of the assignments are implied by them.
This improvement reduced space requirements as well as solution times of the blocking
clauses method substantially.

All experiments use dedicated computers with 1.7Ghz Intel Xeon cpu and 1GB
RAM, running Linux. The problem instances are from the ISCAS’89 benchmark.

6.1 All-SAT Solver

Figure 6 shows the performance of our new All-SAT solver. The problems are CNF
representations of the transition relations of the models in the benchmark. In cases
where a model name is followed by the instance consists of multiple transitions
and initial conditions of a model. The important variables were arbitrarily chosen.

The table clearly shows a significant speedup for all problems that the blocking
clauses method could solve. Smaller number of clauses shortens the time of the bcp( )
procedure, and also allows more work to be performed in higher levels of the memory
hierarchy (main memory and cache). The speedup increases with the hardness of the
problem and the computation time.

Our solver is capable of solving larger instances, for which the blocking clauses
method runs out of memory. The number of solutions for these instances is simply
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Fig. 6. All-SAT solving time. Vars: The number of variables in the problem. About half the vari-
ables are important. Sol: The number of solutions found. T1: The time required for our new
All-SAT solver, T2: The time required for the blocking clauses-based algorithm. M.O.: Memory
Out. S.U.: Speedup - the ratio T2/T1. The timeout was set to 48 hours.

too high to store in main memory as clauses. In contrast, using our new method, the
solutions can be stored on the disk or in the memory of neighboring machines.

The last seven rows in the table show instances for which our solver timed out. In
none of these cases, despite the huge number of solutions found (much larger than the
size of the main memory in the machine employed), did the solver run out of memory.

6.2 Reachability

Figure 7 shows the performance of our reachability analysis tool, calculating reacha-
bility for the benchmark models. Since [6] and [18] are the only reachability analysis
algorithms that, as far as we know, depend solely on SAT procedures, the table shows
a comparison with the performance reported in [6]. Figure 8 shows the instances for
which the reachability analysis did not complete. Here, again, a comparison to [6] is
shown. The tables show significant speedup for the completed problems, and deeper
steps for those not completed.

7 Conclusions

In this work we presented an All-SAT engine which efficiently finds all the assignments
to a subset of the variables, which can be extended to solutions to a given propositional
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Fig.7. Reachability Analysis Performance. #FLOPS is the number of flip-flops in the model.
#states is the total number of reachable states. T1 is the time required for our tool. T2 is the time
as given in [6] using l.5Ghz dual AMD Athlon cpu with 3GB RAM.

Fig. 8. Reachability Analysis Performance. ‘Depth 1’ is the maximal depth reached in [6] with
timeout of 1000 seconds. ‘Time to reach Depth 1’ is the time required for our tool to complete
the same depth. The ‘Max depth’ and the ‘Actual time for max depth’ are the maximal steps
successfully completed by our tool, and the time required for it. The Timeout is generally 3600
seconds (1 hour), with longer timeouts for s1512, s9234 and s15850.

formula. We achieve this goal by incorporating a backtrack search and a conflict driven
search into one complete engine. Our engine’s memory requirements are independent
of the number of solutions. This implies that, during the computation, the number of
solutions already found does not become a parameter of complexity in finding further
solutions. It also implies that the size of the instance being solved fits in smaller and
faster levels of the memory hierarchy. As a result, our method is faster than blocking
clause-based methods, and can solve instances that produce solution sets too large to fit
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in memory. We have demonstrated how to use our All-SAT engine for memory-efficient
reachability computation.
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Abstract. We consider the problem of checking whether an incomplete
design can still be extended to a complete design satisfying a given CTL
formula and whether the property is satisfied for all possible extensions.
Motivated by the fact that well-known model checkers like SMV or VIS
produce incorrect results when handling unknowns by using the pro-
grams’ non-deterministic signals, we present a series of approximate, yet
sound algorithms to process incomplete designs with increasing quality
and computational resources. Finally we give a series of experimental
results demonstrating the effectiveness and feasibility of the presented
methods.

1 Introduction

Deciding the question whether a circuit implementation fulfills its specification
is an essential problem in computer-aided design of VLSI circuits. Growing in-
terest in universities and industry has led to new results and significant advances
concerning topics like property checking, state space traversal and combinational
equivalence checking.

For proving properties of sequential circuits, Clarke, Emerson, and Sistla pre-
sented model checking for the temporal logic CTL [1]. Burch, Clarke, and McMil-
lan et al. improved the technique by using symbolic methods based on binary
decision diagrams [2] for both state set representation and state traversal in [3,4].

In this paper we will consider how to perform model checking of incomplete
circuits, i.e. circuits which contain unknown parts. These unknown parts are
combined into so-called Black Boxes. In doing so, we will approach two poten-
tially interesting questions, whether it is still possible to replace the Black Boxes
by circuit implementations, so that a given model checking property is satisfied
(‘realizability’) and whether the property is satisfied for any possible replacement
(‘validity’).

There are three major benefits symbolic model checking for incomplete cir-
cuits can provide: First, instead of forcing the verification runs to the end of the
design process where the design is completed, it rather allows model checking
in early stages of design, where parts may not yet be finished, so that errors
can be detected earlier. Second, complex parts of a design can be replaced by
Black Boxes, simplifying the design, while many properties of the design still can

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 290–305, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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be proven, yet in shorter time. Third, the location of design errors in circuits
not satisfying a model checking property can be narrowed down by iteratively
masking potentially erroneous parts of the circuit.

Some well-known model checking tools like SMV [4] (resp. NuSMV [5]) and
VIS [6] provide the definition of non-deterministic signals (see [7–9]). At first
sight, signals coming from unknown areas can be handled as non-deterministic
signals, but we will show that modeling by non-deterministic signals is not capa-
ble of answering the questions of realizability (‘is there a replacement of the Black
Boxes so that the overall implementation satisfies a given property?’) or validity
(‘is a given property satisfied for all Black Box replacements?’). This approach
is even not able to provide approximate solutions for realizability or validity.

Whereas an exact solution to the realizability problem for incomplete de-
signs with several Black Boxes (potentially containing an unrestricted amount
of memory) is undecidable in general [10], we will present approximate solutions
to symbolic model checking for incomplete designs. Our algorithms will not give
a definite answer in every case, but they are guaranteed to be sound in the sense
that they will never give an incorrect answer. First experimental results given
in Sect. 5 prove effectiveness and feasibility of these approximate methods.

Our methods are based on symbolic representations of incomplete combina-
tional circuits [11]. Using these representations we provide different methods for
approximating the sets of states satisfying a given property During one run
of symbolic model checking we compute both underapproximations and overap-
proximations of the states satisfying and we will use them to provide approx-
imate answers for realizability and validity.

The work of Huth et al. [12], which introduced Kripke Modal Transition Sys-
tems (KMTSs), comes closest to our approach. Whereas our simplest algorithm
can be modeled by using KMTSs, KMTSs are not able to model the fact that the
Black Box outputs can not take different values at the same time, a constraint
that will be considered in our most advanced algorithm.

Black Boxes in incomplete designs may be seen as Uninterpreted Functions
(UIFs) in some sense. UIFs have been used for the verification of pipelined mi-
croprocessors [13], where a validity problem is solved under the assumption that
both specification and implementation contain the same Uninterpreted Func-
tions. Whereas in [13–16] a dedicated class of problems for pipelined micropro-
cessors is solved (which is basically reduced to a combinational problem using
an inductive argument), we will deal here with arbitrary incomplete sequential
circuits and properties given in the full temporal logic CTL.

The paper is structured as follows: After giving a brief review of symbolic
model checking and of representations for incomplete designs in Sect. 2, we will
discuss the results of the method handling Black Boxes using non-deterministic
signal definitions as provided by SMV and VIS, together with the arising prob-
lems in Sect. 3. In Sect. 4, we will introduce several algorithms capable of perfor-
ming sound and approximate symbolic model checking for incomplete circuits.
Finally we give a series of experimental results demonstrating the effectiveness
and feasibility of the presented methods in Sect. 5 and conclude the paper in
Sect. 6.
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2 Preliminaries

2.1 Symbolic Model Checking for Complete Designs

Before we introduce symbolic model checking for incomplete designs we will give
a brief review of the well-known symbolic model checking for complete designs [3].

Symbolic model checking is applied to Kripke structures which may be de-
rived from sequential circuits on the one hand and to a formula of a temporal
logic (in our case CTL (Computation Tree Logic)) on the other hand.

We assume a (complete) sequential circuit to be given by a Mealy automa-
ton with state set the set of inputs
the set of outputs transition function output func-
tion and initial state In the following we will use

for vectors of input variables, for vectors of output
variables, for current state variables and for next state variables.

The states of the corresponding Kripke structure are defined as a combination
of states and inputs of M. The resulting Kripke structure for M is given by
struct(M) := (S, R, L) with:

As usual we write struct(M), if is a CTL formula that is satisfied in
state of struct(M). If it is clear from the context which Kripke
structure is used, we simply write instead of struct(M), is
defined recursively:

(V = set of atomic propositions)

or

and

and and

or and and

The remaining CTL operations EF, AX, AU, AG and AF can be expressed
by using ¬, EX, EU and EG [4].

In symbolic model checking, sets of states are represented by characteristic
functions, which are in turn represented by BDDs. Let be the set of
states of struct(M) which satisfy formula and let be its characteristic
function, then can be computed recursively based on the characteristic
function of the transition relation R:
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Fig. 1. Fixed point iteration algorithms

with

and can be evaluated by the fixed point iteration algorithms shown in
Fig. 1.

A Mealy automaton satisfies a formula iff is satisfied in all the states of
the corresponding Kripke structure which are derived from the initial state
of M:

2.2 Incomplete Designs

Representing Incomplete Designs: If parts of a circuit are not yet known
or cut off, we have to handle incomplete designs. In this section we briefly review
symbolic representations of incomplete designs which we will need in Sect. 4.

Unknown parts of the design are combined into so-called ‘Black Boxes’ (see
Fig. 2a for a combinational example with one Black Box).

For simulating the circuit wrt. some input vector we can make use of the
ternary (0,1, X )-logic [17,11]: We assign a value X to each output of the Black
Box (since the Black Box outputs are unknown) and we perform a conventional
(0,1, X )-simulation [18] (see Fig. 2b). If the value of some primary output is X,
we do not know the value due to the unknown behavior of the Black Boxes.

For a symbolic representation of the incomplete circuit we model the ad-
ditional value X by a new variable Z as in [19,11]. For each output of the
incomplete design with primary input variables we obtain a BDD rep-
resentation of by using a slightly modified version of symbolic simulation with
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Fig. 2. Incomplete design

This modified version of symbolic simulation is called symbolic (0, 1, X)-simula-
tion, see Fig. 2c for an example.

Since (0, 1, X)-simulation can not distinguish between unknown values at
different Black Box outputs, some information is lost in symbolic (0, 1, X)-
simulation. This problem can be solved at the cost of additional variables: In-
stead of using the same variable Z for all Black Box outputs, we introduce a new
variable for each Black Box output and perform a (conventional) symbolic
simulation. This approach was called symbolic in [11]. Fig. 2d
shows an example for symbolic (Note that the first output can
now be shown to be constant 0.)

In Sect. 4 we will use symbolic (0,1, X)-simulation and symbolic
to approximate transition functions and output functions of incomplete

sequential circuits.
Please note that in contrast to [11], we will consider Black Boxes that can

be replaced not only by combinational, but also by sequential circuits, so that
for two states in a computation path that generate the same Black Box input,
the Black Box may answer with different outputs.

Realizability and Validity: In Sect. 4 we will present methods realizing ap-
proximate symbolic model checking for incomplete designs. We will consider two
types of questions:

1.

2.

Is there a replacement of the Black Boxes in the incomplete design, so that
the resulting circuit satisfies a given CTL formula If this is true, then the
property is called realizable for the incomplete design. The corresponding
decision problem is called realizability problem.
Is a CTL formula satisfied for all possible replacements of the Black Boxes?
If this is the case, then is valid for the incomplete design; the corresponding
decision problem is denoted as validity problem.
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Fig. 3. Pipelined ALU Fig. 4. First Counterexample

3 Model Checking for Incomplete Designs
Using Non-deterministic Signals

Well-known CTL model checkers such as SMV and VIS provide so-called ‘non-
deterministic assignments’ resp. ‘non-deterministic signals’ to model non-deter-
minism [7–9]. At first sight it appears to be advisable using non-deterministic
signals for handling Black Box outputs, since the functionality of Black Boxes
is not known. In this section we motivate our approach by the observation that
non-deterministic signals lead to incorrect results when used for model checking
of incomplete designs. We will show that they even can not be used to obtain
approximate results by analyzing two small examples.

Before doing so, we will report on a larger and more familiar example showing
the same problems. Interestingly, incorrect results of SMV (resp. VIS) due to
non-deterministic signals can be observed for the well-known pipelined ALU
circuit from [3] (see Fig. 3). In [3], Burch et al. showed by symbolic model
checking that (among other CTL formulas) the following formulas are satisfied
for the pipelined ALU1:

Now we assume that the ALU’s adder has not yet been implemented and it is
replaced by a Black Box. The outputs of the Black Box are modeled by non-
deterministic signals. In this situation SMV provides the result that (2) is not
satisfied2. However, it is clear that there is at least one replacement of the Black
Box which satisfies the CTL formula (a replacement by an adder, of course).
Moreover, it is not hard to see, that the formula is even true for all possible
replacements of the Black Box by any (combinational or sequential) circuit, so
one would expect SMV to provide a positive answer both for (1) and (2).

Obviously, the usage of non-deterministic signals leads to non-exact results.
Yet, one might consider that although the results are not exact, they might be

1

2

The formulas essentially say that the content of the register file R two (resp. three)
clock cycles in the future is uniquely determined by the current state of the system.
Using VIS, the verification already fails for (1) – this is due to a slightly different
modeling of automata by Kripke structures in VIS and SMV.
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Fig. 5. Second Counterexample Fig. 6. Mealy automaton with Black Box

approximate in some way. We will disprove this by analyzing two small exemplary
circuits with SMV (similar considerations can be done for VIS as well).

Hypothesis 1: A Negative Result of SMV Means That a Property Is Not Valid.
Figure 4 shows a counterexample for this hypothesis: If we substitute the

Black Box output by a non-deterministic signal, SMV provides the result that
is not satisfied. Now consider two finite primary input

sequences which differ only in the last element. Since the Black Box input does
not depend on the primary input, but only on the state of the flip flop, these
two primary input sequences produce the same input sequence at the Black Box
input. Thus, the primary output (which is the same as the Black Box output)
will be the same for both input sequences. This means that the CTL formula
is satisfied for all possible Black Box substitutions, thus it is valid. So we observe
that a negative result of SMV does not mean that a property is not valid.

Hypothesis 2: A Negative Result of SMV Means That a Property Is Not Realiz-
able.

We consider the circuit shown in Fig. 5 and the CTL formula
We assume that the flip flop is initialized by 0. If we replace the Black

Box output by a non-deterministic signal, SMV provides the result that is
not satisfied. However, it is easy to see that the formula is satisfied if the Black
Box is substituted with the constant 1 function; so the property is realizable.
Thus, a negative result of SMV does not mean that a property is not realizable.

Hypothesis 3: A Positive Result of SMV Means That a Property Is Valid.
Again, we consider the example shown in Fig. 5 and the CTL formula

yet this time we assume that the flip flop is initialized by
1. If we substitute the Black Box output by a non-deterministic signal, SMV
provides the result that is satisfied. Though, it is easy to see that the formula
is not satisfied if the Black Box is substituted with the constant 0 function; so
the property not valid. Thus, a positive result of SMV does not mean that a
property is valid.

Hypothesis 4: A Positive Result of SMV Means That a Property Is Realizable.
Finally, we reconsider the circuit shown in Fig. 4 in combination with

Again, we assume the Black Box out-
put to be a non-deterministic signal and we verify the circuit using SMV, which
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provides the result that is satisfied. However, since property is the nega-
tion of property which has been proven to be valid when considering the first
hypothesis, it is quite obvious that is not realizable. Thus, a positive result
of SMV does not mean that a property is realizable.

Conclusion. Using non-deterministic signals for Black Box outputs is obviously
not capable of performing correct Model Checking for incomplete designs – the
approach is even not able to provide an approximate algorithm for realizability
or validity3.

This motivates our work presented in the next section: we will define approx-
imate methods for proving validity and for falsifying realizability of Black Box
implementations. The results are not complete, but they are sound, i.e. depend-
ing on the formula and the incomplete design they may fail to prove validity or
falsify realizability, but they will never return incorrect results.

4 Symbolic Model Checking for Incomplete Designs

4.1 Basic Principle

Symbolic model checking computes the set of all states satisfying a CTL
formula and then checks whether all initial states are included in this set. If
so, the circuit satisfies

The situation becomes more complex if we consider incomplete circuits, since
for each replacement of the Black Boxes we may have different state sets sat-
isfying In contrast to conventional model checking we will consider two sets
instead of The first set is called and it contains all states, for
which there is at least one Black Box replacement so that is satisfied. To ob-
tain we could conceptually consider all possible replacements R of the
Black Boxes, compute for each such replacement by conventional model
checking and determine as the union of all these sets The
second set is called and it contains all states, for which is satisfied
for all Black Box replacements. Conceptually, could be computed as an
intersection of all sets obtained for all possible replacements R of the
Black Boxes.

Given and it is easy to prove validity and to falsify real-
izability for the incomplete circuit: If all initial states are included in
then all initial states are included in for each replacement R of the
Black Boxes and thus, is satisfied for all replacements of the Black Boxes

is valid”). If there is at least one initial state not belonging to

3 Yet, there are subclasses of CTL, for which VIS and SMV can provide correct re-
sults: Considering ACTL (type A temporal operators only, negation only allowed for
atomic propositions), a positive result of SMV/VIS means that the property is valid.
Considering ECTL (analogously for E operators), a negative result of VIS means
that the property is not realizable; this is not true for SMV due to its universal
abstraction of the primary inputs at the end of the evaluation.
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then this initial state is not included in for all replacements R of the
Black Boxes and thus, there is no replacement of the Black Boxes so that is
satisfied for the resulting complete circuit is not realizable”).

4.2 Approximations

For reasons of efficiency we will not compute exact sets and
Instead we will compute approximations and of these sets.
To be more precise we will compute overapproximations of

and underapproximations of
Because of for arbitrary replacements R of the

Black Boxes we can also guarantee for that is not realizable if some
initial state is not included in Analogously we can guarantee that
is valid if all initial states are included in (since

Approximations of and will be computed based on an ap-
proximate transition relation and on approximate output functions for the cor-
responding Mealy automaton M. In incomplete designs we have Black Boxes in
the functional block defining the transition function and the output function
(see Fig. 6). For this reason there are two types of transitions for the automaton:
We have

transitions which exist independently from the replacement of the Black
Boxes, i.e. for all possible replacements of the Black Boxes (we will call
them ‘fixed transitions’) and
transitions which may or may not exist in a complete version of the design
– depending on the implementation for the Black Boxes (we will call them
‘possible transitions’).
We will work with two types of approximations of the transition relation

An underapproximation will only contain fixed tran-
sitions and an overapproximation will contain at least all possible
transitions (of course, this includes all fixed transitions).

In the same manner we will approximate the sets of states in which
the output value of is true:

an underapproximation contains only states in which is true
independently from the replacements of the Black Boxes and
an overapproximation contains at least all states in which may
be true for some replacement of the Black Boxes.

Based on these approximations and we will compute
the underapproximations and overapproximations mentioned
above for arbitrary CTL formulas

In the following we will present different approximate methods which will
(among other things) differ from the accuracy of approximating transition rela-
tion and output functions. More exact methods will identify more fixed transi-
tions and less possible transitions. We will make use of symbolic (0,1, X )-simu-
lation and symbolic for computing and as described in Sect. 2.
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Symbolic Z-Model Checking: We apply symbolic (0,1, X)-simulation (see
Sect. 2) for computing and Thus, we introduce a new variable Z, which
is assigned to each output of a Black Box and symbolic (0, 1,X)-simulation
provides symbolic representations of functions                 and

Output Functions: If for some state we
know that is 1 in this state independently from the replacement of the Black
Boxes, so we include into and If
then the output may or may not be equal to 1 and thus, we include
into but not into This leads to the following symbolic repre-
sentations:

Transition Functions: An analogous argumentation leads to fixed transitions and
possible transitions of since the outputs of the transition functions may be
definitely 1 or 0 (independently from the Black Boxes) or they may be unknown:
For representing only fixed transitions we obtain

and for representing at least all possible transitions we obtain

Note that defined in this way underapproximates the set of all fixed transi-
tions due to well-known deficiencies of (0,1, X)-simulation [11] and overap-
proximates the set of all possible transitions (the same is true for and

respectively).
In order to compute and recursively for arbitrary CTL for-

mulas we need rules to evaluate operators and EU.

Computing and Given the set of states which
definitely satisfy for all Black Box replacements, we include into
all states with a fixed transition to a state in It is easy to see that these
states definitely satisfy independently from the replacement of the Black
Boxes. Likewise, we include all the states into which have a possible
transition to a state in Fig. 7 illustrates the sets. Thus, we have

and
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Fig. 7. Evaluation of and

Computing and is an overapproximation of all
states in which may be satisfied for some Black Box replacement. Thus, we do
know that for an arbitrary state in there is no Black Box
replacement so that is satisfied in this state or, equivalently, is definitely
satisfied in this state for all Black Box replacements. This means that we can use

as an underapproximation Since an analogous
argument holds for and we define

Evaluating and EU: It is easy to see that
and Moreover, and

can be evaluated by standard fixed point iterations according to
Figures 1a and 1b based on the evaluation of EX defined above (two separate
fixed point iterations for and

Altogether we obtain an algorithm to compute approximations for
and According to the arguments given at the beginning of this sec-
tion we need just to falsify realizability and we need just to
prove validity. However, evaluation of negation shows that it is advisable to com-
pute both and in parallel, since we need to compute

and we need to compute Note that we do not need
to perform two separate model checking runs to compute and
By using an additional encoding variable and defining
we can easily combine the two computations of and into one
computation for More details can be found in [20].

Example: Again, we consider the incomplete circuit shown in Fig. 4. It is quite
obvious that in every state at least one of the two primary outputs and

has to be 0 independently from the Black Box implementation. This is ex-
pressed by the CTL formula By recursively evaluating
the subformulas using the approximate algorithm described above, we obtain

and thus we can prove that the formula is satisfied for
all possible replacements of the Black Box.

Symbolic Checking. We obtain a second and more accurate ap-
proximation algorithm by replacing symbolic (0,1, X)-simulation by symbolic

In symbolic we introduce a new variable for
each output of a Black Box. The output functions and transition
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functions will now depend on a vector of additional variables. As
in the previous section, we include a state into
iff and we include it into iff or

depends on the variables The transition relation is computed
accordingly. The advantage of symbolic lies in the fact that the
cofactors mentioned above may be 1 or 0 whereas the corresponding cofactors of
(0, 1, X)-simulation are equal to Z. In general this leads to smaller overapprox-
imations and larger underapproximations The formulas for a
recursive evaluation of a CTL formula are similar to the previous section (just
replace Z by

An additional improvement of approximations can be obtained by replacing
equation (4) by

Symbolic Output Consistent Checking. In this section we will
further improve the accuracy of the approximations presented in the last sec-
tion. Again, we will use the incomplete circuit in Fig. 4 (with flip flop initial-
ized to 0) to motivate the need for an improvement. Consider the CTL formula

It is easy to see that the algorithm given in the last section is
neither able to prove validity nor falsify realizability for the given incomplete
design and the given formula, since the output will be 0 or 1 depending on
the output of the Black Box. However, it is clear that there will be no time
during the computation when is both true and false. This problem can only
be solved if we change our state space by including the Black Box outputs into
the states of the Kripke structure, i.e. the state space is extended from to

In this way the Black Box output values are constant within each
single state and therefore in our example will have a fixed value for each state.

Detailed information on modifications which have to be made for this version
of the model checking procedure is omitted due to lack of space. It can be found
in [20].

5 Experimental Results

To demonstrate the feasibility and effectiveness of the presented methods we
implemented a prototype model checker called MIND (Model Checker for Incom-
plete Designs) based on the BDD package CUDD 2.3.1 [21]. MIND uses ‘Lazy
Group Sifting’ [22], a reordering technique particularly suited for model checking,
and partitioned transition functions [23].

For a given incomplete circuit and a CTL formula, MIND first tries to gain
information by using symbolic Z-model checking. In the case that no result can
yet be obtained, MIND moves on to symbolic checking and later – if
necessary – to symbolic output consistent checking.

For our experiments we used a class of simple synchronous pipelined ALUs
similar to the ones presented in [3] (see also Sect. 3, Fig. 3). In contrast to
[3], our pipelined ALU contains a combinational multiplier. Since combinational
multipliers show exponential size regarding to their width if represented by BDDs



302 Tobias Nopper and Christoph Scholl

[2], symbolic model checking for the complete design can only be performed up
to a moderate bit width of the ALU.

In the following we compare a series of complete pipelined ALUs with 16
registers in the register file and varying word width to two incomplete pendants:
For the first, the adder and the multiplier are substituted by Black Boxes and
for the second, 12 of the 16 registers in the register file are masked out as well.

All experiments were performed on an Intel Pentium4 2.6GHz with 1GB
RAM and with a limited runtime of 12.000 seconds.

In a first experiment we inserted an error to the implementation of the XOR
operation, so it produced incorrect results. We then checked the CTL formula

which corre-
sponds to formula (1) in [3]. It says that whenever the instruction
is given at the inputs, the values in three clock cycles in the future will
be identical to the exclusive-or of and in the state two clock cycles in
the future and are the respective first, second and third register
in the register file). This property is false for our complete, but faulty design,
independently of how the adder and multiplier function are implemented. Due
to that, is satisfied for no possible Black Box replacement in the incomplete
pipelined ALUs, thus not realizable. Note that the Black Boxes lie inside the
cone of influence for this CTL formula.

In Tab. 1 we give the results for both complete and incomplete pipelined
ALUs with varying word width tested with For each word width and each
pipelined ALU, the table shows the number of BDD variables (‘BDD vars’),
the peak memory usage, the peak number of BDD nodes, the time spent while
reordering the BDD variables (‘RO time’) and the overall time in CPU seconds.

As mentioned above, a multiplier has a large impact on BDD size and thus
on computation time. On account of this, the model checking procedure for
complete pipelined ALUs with multipliers of word width beyond 8 bit exceeds
the time limit. In contrast to that, the incomplete pipelined ALUs without adder
and multiplier can still be verified (using symbolic Z-model checking) and
can be proven to be unrealizable up to a word width of 48 bit.

The results for the incomplete pipelined ALU, in which most of the register
file has been replaced by Black Boxes as well, show a further speedup compared
to the complete pipelined ALU, making it possible to prove the unrealizability
of up to a word width of 64 bit. This is mainly due to the decrease of needed
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BDD variables, caused by the reduction of many and variables to a single Z
variable and the simplification of the transition function, which does no longer
depend on the input functions of the registers that have been masked out.

Thus, we are able to mask out the most complex parts of the pipelined ALU
– the multiplier and the adder – and most of the register file without losing any
significance of the result.

In a second experiment we considered the same CTL formula as above, yet
this time we used a correct implementation of the XOR operation. In this case,

is satisfied for the complete and valid for the incomplete pipelined ALUs.
In Tab. 2 we give the results for both complete and incomplete pipelined

ALUs tested with In this example, symbolic Z-model checking and symbolic
checking were not able to prove the validity of However, in all

cases the formula could be proved by output consistent checking, which
extends the state variables by the variables. So the values given in Tab. 2 are
the overall values for Z-model checking, checking and output consistent

checking, since the implementation considers the methods one after the
other until one is able to provide a definite result. Table 2 clearly shows that our
method outperforms the conventional model checking of the complete version –
for the same reasons as given above.

We also checked from [3], which is true for
the complete design and valid for the incomplete designs, as already mentioned
in Sect. 3. This can be proven by using output consistent checking.
Since the results are similar to the ones given above, detailed information on the
results is omitted due to lack of space and can be found in [20].

Taken together, the results show that by masking out expensive parts of the
pipelined ALU we are still able to provide correct (i.e. sound) and useful results,
yet at shorter time and with fewer memory consumption.

6 Conclusions and Future Work

We introduced three approximate methods to realize symbolic model checking
for incomplete designs. Our methods are able to provide sound results for fal-
sifying realizability and for proving validity of incomplete designs (even if the
Black Boxes lie inside the cone of influence for the considered CTL formula).
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Experimental results using our prototype implementation MIND proved that
the need for computational resources (memory and time) could be substantially
decreased by masking complex parts of a design and by using model checking
for the resulting incomplete design. The increase in efficiency was obtained while
still providing sound and useful results.

At the moment we are working on further improvements concerning the ac-
curacy of our approximate symbolic model checking methods. Starting from a
concept for exact symbolic model checking of incomplete designs (containing sev-
eral Black Boxes with bounded memory) we develop appropriate approximations
trading off accuracy and computational resources.
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Abstract. There has been a growing interest in detecting whether a logic specifi-
cation holds in the system vacuously. For example, a specification “every request
is eventually followed by an acknowledgment” holds vacuously on those sys-
tems that never generate requests. In a recent paper, Armoni et al. have argued
against previous definitions of vacuity, defined as sensitivity with respect to syn-
tactic perturbation. They suggested that vacuity should be robust, i.e., insensitive
to trivial changes in the logic and in the model, and is better described as sensitiv-
ity with respect to semantic perturbation, represented by universal propositional
quantification. In this paper, we extend the above suggestion by giving a formal
definition of robust vacuity that allows us to define and detect vacuous satisfaction
and vacuous failure for arbitrary properties, even with respect to multiple
occurrences of subformulas. We discuss complexity of our approaches and study
the relationship between vacuity and abstraction.

1 Introduction

Model-checking gained wide popularity as an automated technique for effective anal-
ysis of software and hardware systems. Yet a major problem in practical applications
of model-checking is that a successful run of the model-checker does not necessarily
guarantee that the intended requirement is satisfied by the system [3]. For example, the
property “every request must be followed by an acknowledgment” holds vacuously in
a system that is known to never produce a request. Industrial researchers at the IBM
Haifa Research Laboratory observed that vacuity is a serious problem [3] and that “...
typically 20% of specifications pass vacuously during the first formal verification runs
of a new hardware design, and that vacuous passes always point to a real problem in
either the design, or its specification, or the environment” [3]. Further justification is
given by case studies conducted by Purandare and Somenzi [21].

A recent paper by Armoni et al. [1] provides an excellent summary of the work on
vacuity detection. We summarize only a few aspects of this work here. Vacuity detection
research progressed along two separate axes. One [4, 3, 18, 15] aims at increasing the
scope of applicability of vacuity detection algorithms. This research deals with deciding
vacuity for temporal logics, from subsets of CTL and LTL to looking at formulas
with one occurrence or several occurrences [1] of a subformula, looking at vacuous
satisfaction and vacuous failure of formulas, and generating witnesses for non-vacuity.
Most of this work assumes a syntactic definition of vacuity, provided by Beer et al. [4]:

is vacuous in a subformula if can be replaced by any temporal logic formula.

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 306–321, 2004.

© Springer-Verlag Berlin Heidelberg 2004
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An orthogonal line of research, initiated by Armoni et al. [1], is to examine the
meaning of vacuity. The authors specified vacuity via universal quantification, formally
defining it as satisfying the expression With this definition, several
different interpretations of the domain of yield different notions of vacuity. When
ranges over temporal logic formulas, this corresponds to syntactic vacuity of [3], called
formula vacuity in [1]. When checking vacuity of LTL properties, as is the goal of [1],

can also range over the set of computations, resulting in trace vacuity. Alternatively,
can range over boolean functions over the statespace, resulting in structure vacuity.

Armed with these definitions, the authors faced the task of choosing the most de-
sirable one, both in terms of computational tractability, but more importantly, in terms
of its correspondence to the intuitive notion of vacuity. Such a notion should be robust,
i.e., insensitive to changes in the design that do not relate to the formula. For example,
a property “if is true now, it will remain true in the next state” should not be affected
by adding a proposition to the model. Robustness also includes insensitivity to the
specification language: a formula passing vacuously, e.g., in a language with only nega-
tion and conjunction, should not pass nonvacuously once the specification language is
extended, e.g., by adding implication. Armoni at al. exemplify that neither structure nor
formula vacuity are robust. Structure vacuity depends too much on the model, and is
sensitive to trivial modifications that do not correspond to changes in the design. For-
mula vacuity depends on the syntax of the underlying logic. For example, [1] presents
an LTL formula that can be considered both vacuous in the model, and non-vacuous
when past operators are allowed. The authors argue that trace vacuity is robust, but
since robustness is specified only informally, it is not clear whether that argument is
correct. Armoni et al. also prove that the decision procedure for checking vacuous sat-
isfaction for LTL formulas over trace vacuity is tractable, making it the most desirable
definition.

What is the “right” definition of vacuity? Does it change as we transition from
LTL properties to and from vacuous satisfaction (i.e., checking formulas that
are known to hold in the system) to vacuous failure? Is vacuity detection under this
robust definition tractable? We address these questions in this paper. In particular, we
formalize the notion of robust vacuity and use the quantified temporal logic formulation
of Armoni et. al to extend semantic vacuity to branching temporal logics such as
Like [1], our definition is applicable to subformulas of both pure and mixed polarity.
Note that our extension is not trivial when we move from linear-time to branching-time
logic, i.e., from traces to trees. Although quantification over trees has been studied by
Kupferman [17], neither of the interpretations suggested in her paper are robust enough,
and a different interpretation is needed.

We further show that in general, vacuity detection for is expensive, but iden-
tify several important fragments of for which vacuity detection, or at least de-
tecting vacuous satisfaction, is no harder than model-checking. One of such fragments
is checking vacuous satisfaction of which subsumes results of [1].

Verification of even medium-size models is impossible without abstraction. Since
vacuity checking should supplement every verification activity, what happens with
vacuity under abstraction? In this paper, we prove that vacuity is preserved by abstrac-
tion. Further, we show a surprising fact: vacuity detection algorithm is more precise
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than traditional abstract model-checking, that is, it is sometimes possible to determine
that a formula is vacuously satisfied by an abstract model, even if the result of abstract
model-checking is inconclusive!

The rest of paper is organized as follows: after providing the necessary background
in Section 2, we define robust vacuity in Section 3 and study the complexity of vacuity
detection. In Section 4, we discuss how vacuity detection can be reduced to 3-valued
model-checking and how various semantics for 3-valued model-checking [5, 6] corre-
spond to different notions of vacuity. Section 5 studies the relationship between vacuity
and abstraction. Section 6 concludes the paper.

2 Background

In this section, we fix the notation and give the necessary background on model-
checking and quantified temporal logics.

Models. We denote the set of boolean values {true, false} by 2. A model is a Kripke
structure where S is a finite set of states,
is a total transition relation, is a set of initial states, AP is a set of atomic
propositions, and is a labeling function, assigning a value to each
atomic proposition in each state. A path of K is an infinite sequence of
states in which every consecutive pair of states is related by the transition relation. We
denote a path starting at state by and the set of all such paths by

Temporal Logic. Computation Tree Logic is a branching-time temporal logic
constructed from propositional connectives, temporal operators X (next), U (until), F
(future), and G (globally), and path quantifiers A (forall) and E (exists). denotes
the set of all state formulas where is an
atomic proposition, and is a path formula. The
formal semantics of is available in [8]. We write or
to mean that is satisfied by a path of K. For state formulas, denotes the
value of in state of K, and is defined as follows:

holds in K, denoted iff it holds in every initial state:
We write to indicate that the formula may contain an occurrence of in

which case is positive (or of positive polarity) if it occurs under the scope of an even
number of negations, and negative otherwise. A subformula is pure in if all of its
occurrences have the same polarity. We write for a formula obtained from
by replacing by A formula is universal (or in if all of its temporal path
quantifiers are universal, and is existential (or in if they are existential. In both
cases, negation is only allowed at the level of atomic propositions.

The fragment of in which all formulas are of the form where is a
path formula, is called the Linear Temporal Logic (LTL). The fragment in which every
occurrence of a path quantifier is immediately followed by a temporal operator is called
Computation Tree Logic (CTL).

Quantified Temporal Logic. Quantified Temporal Logic is an extension of
with universal and existential quantification over atomic propositions [17]. In
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this paper, we consider a fragment still referring to it
as

The syntax of does not restrict the domain of quantifiers. Thus, there are
several different definitions of semantics with respect to a Kripke structure; we
consider three of these: structure [17], tree [17], and amorphous [9].

Structure Semantics. Under this semantics, each free variable is interpreted as a
boolean function over the statespace, i.e., For example, is true in
K under structure semantics if replacing by an arbitrary boolean function results in a
formula that is true in K. Formally, the semantics of a quantifier is:

Alternatively, structure semantics can be understood as follows. For an atomic proposi-
tion in K, let denote the result of removing from K, i.e.,
We say that is an of K if and K are isomorphic. A formula

is satisfied by K under structure semantics iff holds in all
of K.

Tree Semantics. Tree semantics of is defined on the computation tree T(K)
obtained by unrolling K from its initial state. Formally,

That is, a formula is satisfied by K under tree semantics iff it is satisfied by
every of the computation tree of K.

Amorphous Semantics. We start by revisiting the notions of simulation and bisimula-
tion.

Definition 1. [20] Let K and be Kripke structures with identical sets of atomic
propositions AP. A relation is a simulation relation iff  implies that

and1.
2.

A state simulates a state if A Kripke structure K simulates iff
every initial state of is simulated by an initial state of K. Simulation between K
and preserves for any and are
bisimilar iff there exists a simulation relation between K and such that is a
simulation between and K. The set of all structures bisimilar to K is denoted by

Bisimulation preserves
Let K and be Kripke structures such that the set of atomic propositions of is

Then, K and are iff K and are bisimilar. The set of
all structures to K is denoted by

Amorphous semantics of is defined as follows:

That is, a formula is satisfied by K under amorphous semantics iff is
satisfied by every of K.

For universally quantified formulas, amorphous semantics imply tree semantics, and
tree semantics imply structure semantics; further, the implication is strict [9].
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3 Extended Vacuity

In this section, we construct a “robust” definition of vacuity for temporal logic and study
complexity of vacuity detection.

3.1 Defining Vacuity

As argued by Armoni et al. [1], vacuity is robust if (a) it is independent of the details
of the logic used to formalize the property, e.g., if is deemed to be vacuous as a
propositional formula, it must remain so in logics that subsume propositional logic,
such as CTL; and (b) it is independent of a particular modeling of the system, i.e., the
vacuity cannot be "fixed" by changing the model to an equivalent one.

We start our exploration of vacuity with propositional logic. A model of a proposi-
tional formula is simply a valuation of all atomic propositions of and the value of
each propositional formula is either true or false. Thus, we can check the dependence
of on a subformula by checking whether replacing by true and false affects the
value of
Definition 2. A propositional formula is vacuous in a subformula or simply

in a model K iff replacing by true and false does not affect the value of

Vacuity of a propositional formula in a model K can be expressed as validity of a
quantified boolean formula in K; that is, is iff or

Note that this definition ensures that vacuity of a formula
in a model K does not change if we extend K with new atomic propositions, or allow
for new logical connectives, such as implication.

It may seem that Definition 2 describes robust vacuity for temporal logic as well,
but it is not the case. For example, consider the formula that
formalizes the property changes deterministically”. According to our intuition,
expresses a “reasonable” requirement and is not vacuous in any model. Yet in any model
both and evaluate to true, which
makes vacuous according to Definition 2.

The problem is that the interpretation of a temporal formula in a model is its value
in every state of the model. Therefore, replacing a subformula by true and false is not
sufficient for identifying whether the subformula is important. Following this, we ex-
tend the definition of vacuity to account for all boolean functions over the statespace
of the model, i.e., The resulting definition was introduced in [1] as structure
vacuity.
Definition 3. [1] A temporal logic formula is structure in a model K iff

or

Once again, Definition 3 is not strong enough to capture our intuition, because it makes
vacuity dependent on a particular model of the system. For example, consider the two
models in Figure 1, both describing a system in which holds along every execution.
According to Definition 3, the formula is in the
model in Figure 1(a), but is not in the model in Figure 1(b).

As indicated by the example, it is not sufficient to define vacuity with respect to a
particular model K. Instead, it should also consider any model that is equivalent to K.
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Fig. 1. Two models of a system in which holds along every execution.

For temporal logic, two models are considered to be equivalent iff they are bisimilar,
which leads us to the final definition of vacuity.
Definition 4. A temporal logic formula is in a Kripke structure K iff it is
structure in K and is in any Kripke structure that is bisimilar
to K. That is, or

Here, is the statespace of  Definition 4 closely matches the amorphous semantics
for quantified temporal logic [9]. Thus, checking vacuity can be reduced to checking
validity of a quantified temporal logic formula: is in a Kripke structure K
iff or That is, is either satisfied
or violated in every model that is to K. This definition is independent of
any particular logic. For example, a propositional formula is propositionally vacuous
iff it is vacuous by Definition 4; a CTL formula is vacuous iff it is vacuous as a
formula, etc. Note that Definition 4 is bisimulation-closed, and is therefore insensitive
to different encodings of the model.

We conclude this section by summarizing some of the key properties of vacuity.

Theorem 1. Let be a temporal logic formula, be any non-constant proper subfor-
mula of and K be a Kripke structure. Then,
1. if is valid or unsatisfiable, then is vacuous in any model;
2. if is valid or unsatisfiable, then is in any model;
3. if is in K, and is bisimilar to K, then is in
4. if is in K, and is an arbitrary Kripke structure, then is

in (synchronous parallel composition of K and

3.2 Complexity of Vacuity Detection

In this section, we study the complexity of detecting vacuity for temporal logics CTL
and

In general, detecting vacuity for CTL and is in the same complexity class as
the satisfiability problem for these logics.

Theorem 2. The complexity of detecting whether a formula is is
EXPTIME-complete for CTL, and 2EXPTIME-complete for
The proof of this and most other theorems in this paper is available in the Appendix.

Although vacuity detection for an arbitrary formula is computationally ex-
pensive, we identify several important fragments for which vacuity detection is in the
same complexity class as model-checking.

Syntactically Monotone Formulas. A formula is monotonically increasing in a sub-
formula iff and is monotonically decreasing
if furthermore, is said to be monotone
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in iff it is either monotonically increasing or decreasing. A formula is syntacti-
cally monotone in iff occurs with pure polarity in The complexity of detecting
whether a formula monotone in is also is the same as the complexity
of model-checking

Theorem 3. If a temporal logic formula is monotone in a subformula then the
complexity of detecting whether is in a Kripke structure K is
where is the complexity of model-checking in K.

Unfortunately, deciding whether a formula is monotone in a subformula is as hard
as detecting vacuity.

Theorem 4. The complexity of deciding whether a formula is monotone in a subfor-
mula is EXPTIME-hard for CTL, and 2EXPTIME-hard for

Although deciding whether a formula is monotone is expensive, syntactic mono-
tonicity is easy to establish, and it guarantees monotonicity.

Theorem 5. If  is a formula that is syntactically monotone in then is also
monotone in

Thus, deciding vacuity for a formula in a subformula of pure polarity, and there-
fore syntactically monotone, is of the same complexity as model-checking.

True Formulas and False Formulas. Here, we show that for
formulas that are known to be true in a given model, vacuity detection is as cheap as
model-checking. Dually, the complexity of detecting vacuity of formulas that
are known to be violated by the model is also as cheap as model-checking.

For a given Kripke structure K, we define
where

and is a synchronous parallel composition of K with a
Kripke structure containing a single non-deterministic atomic proposition Note that

is to K, where the bisimulation is given by
Moreover, any that is to K is simulated by

Theorem 6. Let K be a Kripke structure, and be as described above. Then, if
is to K, then it is simulated by

Since simulation preserves vacuity detection for an arbitrary for-
mula is reducible to model-checking over Note that this also proves that our defi-
nition of vacuity for LTL is equivalent to trace vacuity of Armoni et al [1].

Theorem 7. Let be an formula, be a subformula of and K be a Kripke
structure. If is known to be satisfied by K, then complexity of detecting vacuity of
in is

Note that the statespace of is double of K. However, does not impose any
restrictions on the atomic proposition therefore, the symbolic representation of the
transition relation of is identical to that of K!

Reducing Formulas. For a fixed model K, any temporal formula is logi-
cally equivalent to a propositional formula over the atomic propositions of K, denoted

If is a state subformula of then replacing by its propositional
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equivalent does not affect the value of in K, and any model bisimilar to
K. That is,

For example, if is true in a state iff the propositional formula is true in then
and every occurrence of can be replaced by

Propositional substitution preserves vacuity, in the sense that a formula is
iff a formula obtained by replacing all subformulas that do not contain

with their propositional equivalents, is

Theorem 8. Let be an formula, with a subformula and a state subfor-
mula and K be a Kripke structure. Then, is iff
is

This theorem can be used to reduce some formulas to thus reducing the
complexity of vacuity detection for them. In particular, if a subformula of occurs
in the scope of only universal path quantifiers, replacing all other state subformulas of

reduces to an formula.

Theorem 9. Let be a formula, be a subformula of that occurs in the
scope of only universal path quantifiers. Then, if a Kripke structure K satisfies the
complexity of detecting vacuity of  in is

4 Vacuity Detection via 3-Valued Model Checking

In this section, we show that 3-valued model-checking provides a uniform framework
for studying vacuity detection.

4.1 3-Valued Model-Checking

A 3-valued Kleene logic 3 [16] is an extension of a classical two-valued logic of true
and false, with an additional value maybe, representing uncertainty. Propositional oper-
ators in this logic, called Kleene operators, are defined via the truth ordering where

Intuitively, indicates that is less true than Conjunc-
tion and disjunction are given by meet (minimum) and join (maximum) operators of the
truth ordering, respectively. Negation is defined as: ¬true = false, ¬false = true, and
¬maybe = maybe. Kleene logic preserves most of the laws of classical logic, such as
De Morgan laws and an involution of negation but
not the laws of excluded middle and non-contradiction
The values of Kleene logic can also be ordered according to the information ordering

where and That is, maybe contains the least amount
of information, whereas true and false are incomparable.

Model-checking is extended to the 3-valued logic by allowing models with uncer-
tain information, represented by atomic propositions with value maybe. Formally, a
model is a 3-valued Kripke structure where and R
are classical, and I is a function Any classical Kripke structure is simply
a 3-valued Kripke structure that does not make use of maybe values. Adding 3-valued
transitions to 3-valued Kripke structures does not increase their expressive power [12].
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The semantics of is extended to 3-valued models by reinterpreting preposi-
tional operators. For example, where and are
Kleene. In classical models, the 3-valued and two-valued semantics of coincide.
In what follows, we refer to this semantics as compositional.

The information ordering is extended to 3-valued Kripke structures providing
a completeness preorder that connects classical and 3-valued Kripke structures. Intu-
itively, a 3-valued Kripke structure K is more complete than written
if the information contained in is less certain than that in K. In this case, K is a
refinement of

Definition 5. [5] A relation is a refinement between 3-valued Kripke struc-
tures K and iff implies

1.
2.
3.

A state is refined by a state if there exists a refinement containing
A Kripke structures K is refined by if there exists a refinement relating
their initial states: and
Intuitively, K refines if K is bisimilar to provided we ignore the uncertain
(maybe) atomic propositions of In particular, bisimulation and refinement coincide
on classical structures.

Theorem 10. [5] For 3-valued Kripke structures K and and a formula
implies i.e., refinement preserves 3-valued

The refinement relation relates 3-valued and classical models. For a 3-valued Kripke
structure K, let denote the set of completions of K – the set of all classical
Kripke structures that refine K. For any completion the structure K can
be seen as less precise than in the sense that any formula that evaluates to
a definite value (either true or false) in K, evaluates to the same value in That is,
for any and any formula
and The converse, however, does not hold is in
general. For example, the formula is true in any classical model, yet its value
is maybe in any state of a 3-valued model that assigns maybe to (i.e.,

To address this imprecision of compositional semantics, Bruns and Godefroid [6]
have introduced an alternative semantics, calling it thorough.

Definition 6. [6] Let K be a 3-valued Kripke structure, and a formula. The
value of in K under thorough semantics is: true iff holds in every completion
of K, false if it is false in every completion, and maybe otherwise.

Thorough semantics always produces more exact answers than compositional, i.e.,
for any 3-valued Kripke structure K and a formula This
additional precision comes at a price of complexity: model-checking a given branching
temporal logic formula under compositional semantics is in the same complexity class
as classical model-checking; however, its model-checking complexity under thorough
semantics is as hard as satisfiability [6].
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4.2 Vacuity Detection via 3-Valued Model-Checking

In this section, we show that vacuity detection is closely related to 3-valued model-
checking under thorough semantics.

Let K be a Kripke structure, and let be a 3-valued Kripke structure obtained
from K by: (a) adding to K a new atomic proposition and (b) setting the value of
to maybe in every state. The set of completions of is equivalent to the set of
Kripke structures which are to K.
Theorem 11. Let K be a Kripke structure, and be as described above. Then,

iff is to K.
This theorem suggests the following reduction from vacuity detection to 3-valued mo-
del-checking:

The reduction in the other direction, i.e., from 3-valued model-checking to vacuity de-
tection, is also possible, but is outside the scope of this paper.

As the result of this reduction, any advance in 3-valued model-checking is also
applicable to vacuity detection. For example, the complexity of thorough semantics
model-checking for CTL and is known to be EXPTIME- and 2EXPTIME-comp-
lete [6], respectively, which provides an alternative proof of the first part of Theorem 2.
For another notable example, consider persistence properties [19], i.e., prop-
erties of the form AFGp. These correspond to co-Büchi automata, and the complexity
of model-checking these properties under thorough semantics is linear in the size of the
model [11]. Thus, for such properties, the complexity of vacuity detection is the same
as that of model-checking.

Note that since thorough semantics is more precise than compositional, model-
checking in under compositional semantics yields a sound approxi-
mation to vacuity detection. If is either true or false, then is

otherwise, the result of the model-checking is maybe, which gives no in-
formation about vacuity. Moreover, our previous work [14] showed that if occurs
in with pure polarity, then compositional semantics reduces to checking whether

Thus, by Theorems 3 and 5, compositional
semantics provides a sound and complete algorithm for vacuity detection in subformu-
las of pure polarity.

An additional benefit of the reduction enables the use of 3-valued model-checkers,
which are arguably necessary for combining model-checking and abstraction [11,22],
to solve the vacuity detection problem. Moreover, witnesses and counterexamples, pro-
duced by such model-checkers, can be used to explain why a given formula is deemed to
be (non-)vacuous. To our knowledge, a 3-valued model-checker with thorough seman-
tics has not been implemented. Further, we are not aware of an algorithm for generating
witnesses and counterexamples in this case, but it appears to be equivalent to logic syn-
thesis and thus very expensive. However, compositional 3-valued model-checkers, such
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as [7], have been implemented, and their witnesses and counterexamples have
a natural correspondence to witnesses for non-vacuity [4]. This connection has been
explored in our previous work [15].

Finally, reducing vacuity detection to 3-valued model-checking makes it easier to
explore the combination of vacuity detection with various abstraction techniques, as we
explore in the next section.

5 Vacuity and Abstraction

One of the biggest obstacles in the use of model-checking is the statespace explosion
problem – the size of the model doubles with addition of each new atomic proposition.
Abstraction appears to be the most effective technique to combat this problem. In this
section, we show how vacuity detection can be combined with abstraction techniques
for model-checking.

5.1 Abstraction and 3-Valued Model-Checking

The key idea of abstraction is that instead of model-checking a property on a (con-
crete) model one first constructs an abstraction of for example, by removing
some atomic propositions of and then checks in

An abstraction is sound with respect to a set of properties if a definite value for
any property in an abstract model means that has the same value in the
corresponding concrete model For example, if is true in it is true in An
abstraction is called exact if it is sound with respect to and the result of model-
checking any on the abstract model is always definite. For example, cone of influence
and symmetry reductions are exact [8]. Note that if is an exact abstraction of
then and are bisimilar.

3-valued models provide a natural representation for abstract models. A 3-valued
(or possibly classical) Kripke structure is an abstraction of iff refines
i.e., Model-checking a property in can be done by model-checking
in under compositional semantics. If the value of in is maybe, then nothing is
known about its value in the concrete model. However, by Theorem 10, if evaluates
to either true or false in then it has the same value in This guarantees that the
abstraction is sound with respect to Common abstraction techniques, such as
predicate [13] and Cartesian [2] abstractions, can be cast as 3-valued model-checking
problems [10].

In the next section, we extend our definition of vacuity, as well as algorithms for its
detection, to 3-valued models, which illustrates how vacuity detection can be combined
with most common abstraction techniques.

5.2 Combining Vacuity Detection and Abstraction

Let be a 3-valued Kripke structure. A definition of vacuity in an abstract model
should be sound with respect to the abstraction used. That is, if a formula is vacuous
in then it must be vacuous in all concretizations of Note that the set of con-
cretizations of is the same as the set of its completions. This leads us to the
following definition of abstract vacuity:
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Definition 7. A formula is in an abstract Kripke structure iff it is
in all concretizations of Formally,

or

Vacuity of Abstract Models. An exact abstraction is always representable by a
classical model, and its set of concretizations is identical to the set of
structures bisimilar to Thus, vacuity given by Definition 4 also satisfies the condi-
tions of Definition 7. As a consequence, an exact abstraction does not affect vacuity.

If is not exact, the reduction from vacuity detection to 3-valued model-checking,
as described in Section 4.2, provides us with a vacuity detection algorithm. Recall that

denotes a Kripke structure constructed from K by adding a new proposition and
letting it be maybe in every state of K.

Theorem 12. A formula is in an abstract model iff evalu-
ates to true or false in under thorough semantics.

In general, a non-exact abstraction can affect vacuity. A formula vacuous in a con-
crete Kripke structure can be deemed non-vacuous in its abstraction. Thus, the result
“non-vacuous” on an abstract system must be interpreted as “there is not enough infor-
mation to decide whether the formula is vacuous”.

Precision of Vacuity Detection. Recall that abstract model-checking is based on com-
positional semantics, while vacuity detection algorithm described above is based on
thorough. Therefore, it is possible for vacuity detection to provide a more conclusive
answer than abstract model-checking! A trivial example is a tautology, e.g.,

which is true independently of the model and is vacuously true in However,
in models where is maybe, this formula is maybe under compositional semantics
(used by abstract model-checking) but true under thorough. Thus, an answer that a for-
mula is vacuously true in this case provides more information than results of abstract
model-checking the same formula.

Approximating Vacuity Detection. Compositional semantics can also approximate
vacuity detection in abstract models: if a formula is true or false, then
is Of course, a maybe answer might need to be followed by a more expen-
sive thorough semantics check.

6 Conclusion

In this paper, we give a uniform view of vacuity detection that is applicable to both
branching- and linear-time temporal logics and yet enjoys all of the advantages of trace
vacuity defined for LTL by Armoni et al [1]. This definition is robust, i.e., indepen-
dent of logic embedding, and closed under bisimulation and thus independent of trivial
changes to the model. Unfortunately, general vacuity detection is exponentially more
expensive than model-checking. We show that for many useful fragments of temporal
logic, vacuity detection is no more expensive than model-checking!

Furthermore, we identify a close connection between 3-valued model-checking and
vacuity detection and note that the search for different definitions of vacuity corresponds
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to the search for different semantics for 3-valued model-checking. This connection sug-
gests that there exists a natural relationship between the mature field of abstraction (not
necessarily 3-valued) and the emerging field of vacuity detection. In particular, vacuity
can be thought of as abstracting the formula instead of the model. In this paper, we
started exploring this relationship by identifying what happens with vacuity under ab-
straction. Clearly, a much more thorough exploration is necessary; we leave it for future
work.
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A Proofs of Select Theorems

Theorem 2. The complexity of detecting whether a formula is is
EXPTIME-complete for CTL, and 2EXPTIME-complete for

Proof:
In Section 3.1, we have shown that vacuity detection is reducible to the model-checking
problem for quantified temporal logic with a single quantifier, under amorphous se-
mantics. The membership follows from the fact that model-checking for this logic is
reducible to model-checking it under tree semantics of Kupferman [17]. This yields a
vacuity detection algorithm that is quadratic in the size of the model, and exponential
in the size of the formula for CTL, and double-exponential for

Completeness follows from reducing satisfiability problem for CTL and to
QTL model-checking under amorphous semantics. The reduction is similar to the one
used in the proof of Theorem 4.5 in [17].

Theorem 3. If a temporal logic formula is monotone in its subformula then the
complexity of detecting whether is in a Kripke structure K is
where is the complexity of model-checking in K.

Proof:
We show that if is monotone in it is iff replacing by both true and
false does not affect the value of Since true
and false are simply nullary functions from S to 2, the direction follows trivially.
Note that for any Kripke structure bisimilar to

thus, we only need to show that

which follows by monotonicity of

Theorem 4. The complexity of deciding whether a formula is monotone in a subfor-
mula is EXPTIME-hard for CTL, and 2EXPTIME-hard for

Proof:
We show that the validity problem for CTL is reducible to deciding monotonicity of a
CTL formula. Consider the formula which is not monotone in

Let be an arbitrary CTL formula that does not contain atomic propositions
and Then, the formula is monotone iff is valid. The proof
for is identical.

Theorem 5. If  is a formula that is syntactically monotone in then is also
monotone in
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Proof:
The proof follows from the monotonicity of operators.

Theorem 6. Let K be a Kripke structure, and as described in Section 3.2. Then, if
is to K, then it is simulated by

Proof:
Let be the relation between K and We claim that

is a simulation between and
From the definition of we get thus, it satisfies

the first condition of a simulation. The proof of the second condition is given below.

Finally, if is an initial state of then there exists an such that
holds, which establishes that is a simulation between and

Theorem 7. Let be an formula, be a subformula of and K be a Kripke
structure. If is known to be satisfied by K, then the complexity of detecting vacuity of

in is

Proof:
We show that a formula satisfied by K is iff the formula is
satisfied by Since is to K, the proof of direction is trivial.
For direction, if holds in then by Theorem 6 it holds in
every of K.

Theorem 8. Let be an formula, with a subformula and a state subfor-
mula and let K be a Kripke structure. Then, is iff

is

Proof:
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Theorem 11. Let K be a Kripke structure, and be as described in the beginning of
Section 4.2. Then, iff is to K.

Proof:
The proof follows trivially from the definitions of and refinement.

Theorem 12. A formula is in an abstract model iff does
not evaluate to maybe in under thorough semantics.

Proof:
For an atomic proposition of K, let denote a Kripke structure constructed from
K by removing from K; that is, Note that both K and are defined
over an identical set of states S. Furthermore, under the identity relation

Refinements of are related to refinements of
because is maybe in every state of and the statespaces of and K are identical.
Thus, the set of concretizations of is equivalent to a set obtained by: (a) concretizing
K, (b) adding the atomic proposition and (c) taking the concretization of the result,
i.e.

Finally, we prove the theorem.

The proof of the second case is similar.
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Abstract. In model checking, a specification is vacuously true, if some subfor-
mula can be modified without affecting the truth value of the specification. Intu-
itively, this means that the property expressed in this subformula is satisfied for
a trivial reason, and likely not the intended one. It has been shown by Kupfer-
man and Vardi that vacuity detection can be reduced to model checking of sim-
plified specifications where the subformulas of interest are replaced by constant
truth values.
In this paper, we argue that the common definition describes extreme cases of
vacuity where the subformula indeed collapses to a constant truth value. We
suggest a refined notion of vacuity (weak vacuity) which is parameterized by
a user-defined class of vacuity causes. Under this notion, a specification is vac-
uously true, if a subformula collapses to a vacuity cause. Our analysis exhibits
a close relationship between vacuity detection and temporal logic query solving.
We exploit this relationship to obtain vacuity detection algorithms in symbolic,
automata-theoretic, and multi-valued frameworks.

1 Introduction

When a model checker detects that a specification is violated, it will output a coun-
terexample. If the specification is satisfied however, there is usually no feedback from
the model checker; in particular, the user does not know whether is satisfied vacu-
ously, i.e., due to a trivial reason. One of the simplest examples of vacuous satisfaction is
antecedent failure [2], i.e., the situation when the antecedent of an implication
is not satisfiable in the model, resulting in the vacuous truth of Since experience
shows that vacuous satisfaction often hints at an error either in the model or in the spec-
ification, vacuity detection has gained much interest in the last years from both industry
and academia. To cite Beer et al. from IBM Haifa [3]: “Our experience has shown that
typically 20% of formulas pass vacuously during the first formal verification runs of a
new hardware design, and that vacuous passes always point to a real problem in either
the design or its specification or environment.”
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Intuitively, vacuity means that the truth value of a formula is independent of the
truth value of a subformula, i.e., the subformula can be replaced by any other formula
without changing the truth value of Thus, a naive approach for detecting vacuity
would be to check the truth value of a formula for all possible substitutions of all sub-
formulas. However, this is obviously infeasible in practice. Therefore, Kupferman and
Vardi have shown in their seminal paper [15], that in the case of  vacuity detec-
tion can be reduced to model checking if the subformulas occur with pure polarity (i.e.,
under an even or an odd number of negations, but not mixed). In particular, they have
shown that a formula is vacuously satisfied with respect to a subformula iff the truth
value of remains unchanged when replacing by the constant truth values (true)
resp. (false) depending on the polarity of Thereafter, Beer et al. [4] generalized
this result to any logic with polarity.

Example 1 (Classical vacuity). The specification is trivially satisfied in
every model where the stronger formula holds (since
In this case, the subformula can be replaced by that is
without affecting the truth value. Hence, is vacuously satisfied.

The main motivation for the work in this paper is the observation (already men-
tioned in [4]) that the common notion of vacuity described above does not suffice to
capture the intuitive range of “trivial” satisfaction.

Example 2 (Limits of classical vacuity). The specification is trivially satis-
fied in every model where the stronger formula holds (since

This form of trivial satisfaction however, does not fall under the common
notion of vacuity since neither nor can be replaced by without affecting the
truth value. A similar example due to Pnueli [17] will be described later in more detail.

In this example, the simplicity of in comparison to the specification
makes one wonder whether was indeed satisfied for the right

reasons. The question however, if satisfaction of already can act as a cause for
vacuity, depends heavily on the application and on the application knowledge of the
engineer. It would therefore be useful to let the verification engineer determine which
formulas can be rightfully regarded as vacuity causes – e.g., all propositional formulas,
or all formulas which depend only on immediately adjacent system states. By varying
a set of vacuity causes, we can thus obtain a more fine-grained notion of vacuity
which is parameterized by In this setting, classical vacuity amounts to the special
case where consists of the constant truth values and When is different from

we shall speak of weak vacuity.

Example 3. Let be the set of vacuity causes. Then the subformula
in Example 1 can be replaced by without affecting the truth value. Hence, the
specification is vacuously satisfied in the classical sense. Moreover, in Example 2, the
subformula can be replaced by the stronger formula without affecting the
truth value. Hence, the specification is vacuously satisfied in our weaker sense.

In this paper, we systematically investigate the notion of parameterized vacuity. In
particular, this paper makes the following technical and methodological contributions:
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We define the notion of weak vacuity, and argue that it extends the common notion
of vacuity in a natural and important way.
We establish a close relationship between weak vacuity detection and temporal
logic query solving (reviewed in Sections 2 and 3) which gives rise to a systematic
framework for weak vacuity detection. In particular, the connection to temporal
logic query solving enables us to compute the strongest vacuity causes in
We show how to extend existing query solving algorithms as to work with dif-
ferent sets of vacuity causes Besides the application in vacuity detection, our
observations also extend the range of existing query solving algorithms per se. Not
surprisingly, the vacuity detection capabilities of our approach strongly depend on
the set of vacuity causes.
The notion of vacuity has also been used to compute interesting witnesses and
counterexamples, i.e., witnesses and counterexamples which exhibit the semantical
possibilities inherent in the specification to a possibly large extent. We extend this
work to our notion of weak vacuity.

This paper is organized as follows: In Section 2, we recall some basic definitions
and results on vacuity detection and temporal logic queries. Then we present our gener-
alization of vacuity in Section 3 consisting of three subsections. Section 3.1 shows how
the classical vacuity notion can be embedded into temporal logic queries. The most
important part of this paper is then presented in Section 3.2, where we introduce our
generalization to weak vacuity. Afterwards, in Section 3.3, we show how to construct
vacuity witnesses for weak vacuity. Existing query solving algorithms and modifica-
tions for vacuity detection are presented in Section 4. In Section 5, we give a short
overview of related work. Finally, we conclude in Section 6.

2 Background on Vacuity Detection and Temporal Logic Queries

In this section, we present the background on vacuity detection and temporal logic
queries. Since our results do not depend on the syntax of the underlying logic, we do
not need to restrict our considerations to a particular temporal logic. We say temporal
logic formula to denote formulas of some underlying temporal logic.

2.1 Vacuity Detection

Since most of the definitions and results concerning vacuity use the substitution of
subformulas of a given formula, Kupferman and Vardi [15] introduced the notation

to denote the result of substituting the subformula (i.e., all occurrences
of of by This allows us to formulate the following two definitions which are
adapted from [3].

Definition 1 (Affect). The subformula of affects in iff there is a formula
such that the truth values of and are different in

With this definition at hand, we are able to define what we mean by vacuity.
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Definition 2 (Vacuity). The model satisfies vacuously iff and there is
some subformula of such that does not affect in

Note that according to this definition, all subformulas have to be checked in order
to detect non-vacuity. For practical reasons, this can be easily modified in such a way
that vacuity is checked with respect to user-selected subformulas which are considered
to be relevant. Therefore, a special kind of vacuity was introduced by Beer et al. [4],
namely We slightly adapt their definition in order to preserve a consistent
terminology.

Definition 3 Let be a subformula of formula The model satisfies
iff and does not affect in

It is easy to see that a formula is vacuously satisfied iff it is satisfied for
some subformula Kupferman and Vardi [15] have shown that if there exist multiple
occurrences of in then vacuity detection is much harder because one occurrence
of the subformula may be positive (i.e., under an even number of negations) and an-
other occurrence of the same subformula may be negative (i.e., under an odd number
of negations). Therefore, they required that every subformula occurs only once, which
guarantees that the substituted subformula occurs with pure polarity (i.e., either positive
or negative) which, on the other hand, guarantees some kind of monotonicity. Under this
assumption, they have shown that checking of a satisfied formula can be
reduced to model checking (if occurs positive) respectively (if

occurs negative).

2.2 Temporal Logic Queries

Our aim in this paper is to bring vacuity detection and temporal logic queries together.
Therefore, in the following we summarize some basics of temporal logic queries which
we will need afterwards.

Definition 4 (Query). A temporal logic query is a temporal logic formula where some
subformula is replaced by a special symbol ?, called placeholder.

We say a query is positive iff all occurrences of the placeholder are under an even
number of negations, a query is negative iff all occurrences of the placeholder are under
an odd number of negations, a query is of pure polarity iff it is positive or negative, and
a query is of mixed polarity iff it is neither positive nor negative.

Definition 5 (Solution). Let be a query, be a model, and be a formula. We write
to denote the result of substituting all occurrences of the placeholder in by If

then we say that is a solution to in We denote the set of all solutions
to in by

To obtain the maximum information a query provides, it is necessary to consider
all solutions. However, since the number of solutions is likely to be very large, it is
desirable to have strongest solutions that subsume all other solutions. We assume in
the following that the set of solutions to a query always forms a partially ordered set
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with minimal and maximal elements (with respect to logical implication). Note that
this does not need to be the case in general because there may exist infinite implication
chains such as if holds in a cycle. To
overcome this problem, we can simply restrict the set of potential solutions to a set of
user-selected formulas (e.g., propositional formulas). Then the minimal elements of the
solutions in this set are the strongest solutions we are interested in.

Definition 6 (Minimal solutions). A set of solutions to a query in a model
is the set of minimal solutions iff for all it holds that implies

and for every solution it holds that there exists a such
that If the set of minimal solutions contains only one element, then this element
is called the least solution.

A query can be seen as a function that maps formulas to formulas.
Thus, an important and natural property is monotonicity; in particular, queries for which
the corresponding function is monotonically increasing.

Definition 7 (Monotonic query). A query is monotonic iff implies
for all formulas and

The following lemma presents two special solutions to monotonic queries. Its proof
is a simple generalization of the proof in [7] on CTL queries.

Lemma 1. Let be a monotonic query and be a model.

The query has a solution in iff
Every formula is a solution to in iff

3 From Vacuity to Parameterized Vacuity

In this section, we show that temporal logic queries can be seen as a uniform frame-
work for vacuity detection and how the conventional concept of vacuity can be nicely
generalized by using terms of temporal logic queries. To this aim, consider the query

which we obtain by replacing subformula by the placeholder. Obvi-
ously, it holds that which indicates how to use temporal logic queries
for vacuity detection.

Definition 8 (Annotation). A query annotates a formula iff for some
subformula of

This definition enables us to encode selected occurrences of a subformula in
into a query Then checking if affects can be done by determining the solutions
to Hence, checking vacuity can be reduced to query solving. In order to do this, we
need another definition.

Definition 9 (Equivalence). A query is equivalent to a formula in a model in
symbols iff for all formulas it holds that in
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3.1 Strong Vacuity

Now, we are able to define vacuity by temporal logic queries. We call it strong vacuity
because later we will also define a more general and therefore weaker form of vacuity.

Definition 10 (Strong vacuity). Let be a formula annotated by a query Then the
model satisfies strong iff and

Obviously, a comparison between vacuity and strong vacuity makes only sense
when the set of annotating queries which we take into account for strong vacuity de-
tection contains only those queries where all occurrences of a subformula are simulta-
neously replaced by the placeholder. More formally, the annotating queries are given
by is some subformula of Then it is easy to see that vacuity and
strong vacuity coincide. This is not surprising because so far we have essentially refor-
mulated the notation concerning vacuity in terms of temporal logic queries. However,
as we will see later, temporal logic queries provide us with another point of view of
vacuity which will be crucial to weak vacuity.

Recall that Kupferman and Vardi [15] investigated vacuity of formulas with
respect to subformulas with pure polarity (i.e., either positive or negative). Beer et al. [4]
have shown that this approach can be generalized to any logic with polarity. In terms of
temporal logic queries, this can be further generalized by considering arbitrary mono-
tonic queries. Note that pure polarity implies monotonicity but not vice versa.

The following lemma is our first step towards a generalization. Its proof is similar
to the proof of Theorem 1 in [15]. The main difference is the use of Lemma 1, which is
based on the purely semantical property of monotonicity in contrast to Lemma 1 in [15],
which is based on the syntactic (and therefore more specific) property of pure polarity.
Note that it is sufficient to consider only queries that are monotonically increasing; the
case for queries that are monotonically decreasing is symmetric.

Lemma 2. Let be a formula annotated by a monotonic query Then iff
in

The following theorem can be proven by using Lemma 1 and Lemma 2. In clear
analogy to [15], it allows us to reduce vacuity detection with respect to monotonic
queries to a single model checking call.

Theorem 1. Let be a formula annotated by a monotonic query Then the model
satisfies strong iff

The key observation in this theorem is that checking the formula in can also
be seen as computing the strongest solutions to the query in If there is a single
strongest solution equivalent to then satisfies strong Hence, we
have reduced vacuity detection to query solving. But what can we say if the strongest
solutions to in are not equivalent to We will answer this question by a general-
ization of strong vacuity below.

3.2 Weak Vacuity

Recall that a subformula does not affect the truth value of in iff can be
replaced by any other formula without changing the truth value of the resulting formula
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in However, as mentioned by Beer et al. [4], this definition of vacuity is sometimes
“missing the point”. We demonstrate this by an example proposed by Pnueli:

Example 4 (Pnueli [17]). Consider the formula AG and let be a model such
that Then it trivially holds that Since it cannot be the
case that we know that affects the truth value of AG in
i.e., does not satisfy AG strong where However,
our intuition tells us that satisfies AG vacuously since it holds due to a trivial
reason, namely because the stronger formula holds in In terms of temporal
logic queries, this means that holds vacuously because (i)
(ii) is monotonic, and (iii)

The approach proposed by Beer et al. [4] for solving this problem is to refine the
standard definition of vacuity in such a way that formulas as in the example above are
identified as vacuously satisfied: “Instead of checking whether a subformula can be
replaced by any other subformula, we will check whether it can be replaced by some
‘simpler’ formula.” They did not give a formal definition of the term “simpler” but they
presented some examples: is simpler than is simpler than and

is simpler than
From these examples it is easy to see, especially with the knowledge of temporal

logic queries in mind, that “simpler” means stronger with respect to logical implication,
i.e., and

The intuition to refine vacuity is therefore to define a formula to be vacuously satis-
fied if there is a subformula that can be replaced by a stronger formula without affecting
the truth value. Finding such stronger formulas can be done by solving temporal logic
queries. In fact, we will show that it suffices to compute the minimal solutions to a
query. However, as already mentioned in Section 2.2, such minimal solutions do not
need to exist in general. Moreover, when computing some stronger formulas (not nec-
essarily minimal) they may not be interesting in the sense that they do not justify the
truth value of the original formula by a trivial reason. Therefore, we have to restrict the
set of potential solutions to a set of user-selected formulas which are considered to be
interesting for detecting vacuity – we call the elements of this set vacuity causes.

Definition 11 (Vacuity causes). A set of vacuity causes is a partially ordered set
with respect to logical implication of formulas in a given logic such that every subset
of has a finite number of minimal and maximal elements.

In the following, we will implicitly assume that in order to guarantee
that strong vacuity is a special case of our generalization to weak vacuity. It is now
easy to see that our definition of weak vacuity will be parameterized by a set of vacuity
causes. Important natural examples of vacuity causes are:

Classical vacuity causes which yields strong vacuity.
Propositional vacuity causes (e.g.,
Bounded vacuity causes, i.e., formulas with a maximum nesting depth of temporal
operators. In particular:

Local vacuity causes, where the next operator is the only allowed temporal
operator (e.g.,
Invariants (e.g.,
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The following definition formalizes our generalization by weakening the require-
ment in Theorem 1 accordingly.

Definition 12 (Weak vacuity). Let be a formula annotated by a monotonic query
such that and be a set of vacuity causes. Then the model satisfies
weak with vacuity causes in iff

1.
2.

and or
there exists a formula such that and but

Remark 1. Note that the definition of weak vacuity makes only sense for monotonic
queries. Moreover, note that if (1) holds true, no solution strictly weaker than can
exist, since is true only for

A naive algorithm for detecting weak vacuity according to Definition 12 can be
formulated as follows:

However, in order to detect weak vacuity, it suffices to compute the strongest resp.
minimal solutions to in which is stated in the following theorem. The restriction to
minimal solutions does not only reduce the computation effort but also provides more
compact information on the causes of weak vacuity.

Theorem 2. Let be a formula annotated by a monotonic query and be a set
of vacuity causes. Further, let be the set of minimal solutions to in a model
restricted to elements in Then satisfies weak with vacuity causes
in iff  satisfies weak with vacuity causes in

Corollary 1. Line 6 in Algorithm 1 can be replaced by

Remark 2. It is easy to see that the computation of solutions according to Line 6 in
our algorithm can be optimized in such a way that the computation of solutions by

directly computes the set of minimal solutions in Moreover, note that only
those solutions computed in Line 6 are relevant which meet the requirements of Line 7.
Hence, formula can also be used to reduce the search space during the computation
in Line 6.
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Fig. 1. Weak vacuity example
Fig. 2. Poset of vacuity causes

Example 5. Consider the Kripke structure shown in Figure 1 and the poset of
vacuity causes shown in Figure 2. Further, let be the LTL formula for
which we want to check vacuity with respect to the subformula in Thus,
we define It is easy to see that and that does not hold strong

in since (cf. Theorem 1).
In order to check weak vacuity, let us consider the solutions to in It is easy

to see that which are the elements above
the dotted line in Figure 2. This is also the set computed in Line 6 in Algorithm 1.
According to Theorem 2, however, it suffices to consider the set

Thus, it remains to check the weak vacuity conditions of Line 7 in
Algorithm 1, which are satisfied by both formulas. Hence, the two vacuity causes
and indeed cause weak of in

Finally, it remains to show how to extend the construction of non-vacuity witnesses
concerning weak vacuity.

3.3 Witness Construction

If a formula is not satisfied by the model, the model checker returns a counterexample
that helps the user to correct the error in the model or the specification. On the other
hand, if the formula is satisfied by the model, standard model checkers do not return a
witness, which would also be helpful for the user to verify that the specification holds
in a way as intended. In particular, after the vacuity detection process, where all errors
causing vacuous satisfaction should have been corrected, a witness would prove that
the specification holds indeed non-vacuously. The generation of vacuity witnesses is
discussed in [3,15, 4,11]. Since the generation of witnesses concerning strong vacuity
can be easily reformulated in terms of temporal logic queries, we will concentrate on
the generation of witnesses concerning weak vacuity in the following.

At first we recall the relevant definitions of Beer et al. [4]. One of the main difficul-
ties in witness construction is to construct an interesting witness, i.e., a witness that is
as small as possible. To this aim, a pre-order on models resp. witnesses is necessary.
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Definition 13 (Pre-order on models). Given a logic we define the natural pre-
order of on the set of models: iff for all we have that

Natural pre-orders on models of the temporal logics LTL, CTL, ACTL,
and can be found in [4]. Since it is clear now that such a pre-order on mod-
els depends on the logic under consideration, for simplicity we will omit the subscript
for the logic and simply write in the following.

Now, we are able to define what we understand by an interesting witness. Note that
we consider the more general concept of witnesses with respect to a set of queries and
not with respect to a single query. This is because a witness that proves non-vacuity
with respect to a set of queries simultaneously contains much more information than
the witnesses with respect to each single query in this set. The following definition is a
straight forward adaption of Beer et al. [4].

Definition 14 (Interesting witness1). Let be a formula and be a set of queries
that annotate Further, let be a model and be a set ofvacuity causes. Then the
model is an interesting strong (weak) witness of  in with vacuity
causes in iff is a minimal model with respect to such that for all does
not satisfy strong (weak) with vacuity causes in

Note that there exists an interesting witness of a formula in a model
iff does not hold in [4]. However, note further that a single interesting
witness with respect to a set of queries does not need to exist [4]. Hence, if a single
witness with respect to a set of queries does not exist, we have to split the set and
construct a witness for each subset.

Kupferman and Vardi [15] defined a witness formula in order to generate an inter-
esting witness. It is easy to see that their construction works also for interesting strong
vacuity witnesses based on our approach of temporal logic queries. Now, we define a
generalization of their witness formula in order to generate an interesting vacuity wit-
ness concerning weak vacuity.

Definition 15 (Witness formula). Let be a formula and be a set of monotonic
queries that annotate Further, let be a set of vacuity causes. Then the weak

witness formula of  with vacuity causes in is given by

The witness formula consists of a conjunction of the formula itself, because
must be true on the witness, and of formulas that must not be true on the witness, namely
formulas where the relevant subformulas have been replaced by some stronger vacu-
ity causes. The following theorem is an analogous result to Theorem 7 in [15].

1 A restricted definition of an interesting witness is presented in [15] where only paths are con-
sidered to be simple enough to be interesting. However, there may exist simple witnesses
(cf. tree-like counterexamples [9]) in cases where no path witnesses exist.
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Theorem 3. Let be a formula and be a set of monotonic queries that annotate
Further, let be a set of vacuity causes. Then a minimal (wrt. the pre-order on the
models) counterexample of  in a model is an interesting weak

witness of  in with vacuity causes in

Example 6. Consider the Kripke structure shown in Figure 1 and the poset of
vacuity causes shown in Figure 2. In order to compare strong and weak vacuity wit-
nesses, we need a formula that simultaneously does not hold strong and not weak vac-
uously in with vacuity causes in From Example 5, we know that, e.g.,
does not hold weak (where and therefore not strong

Thus, let be the formula for which we want to construct vacu-
ity witnesses. Since we consider LTL formulas, counterexamples and vacuity witnesses
are paths (cf. Beer et al. [4]). There exist three paths in

and It is easy to see that all
three paths are interesting strong witnesses of in i.e., all three paths
are minimal and for all However, cannot be a weak

witness because i.e., there exists a formula stronger than
in that is a solution to on More formally, does not be a counterexam-
ple to in (cf. Theorem 3), where

On the other hand, it is easy to see that and are interesting weak
witnesses of in with vacuity causes in

The remaining question now is how to compute the set of minimal solutions or
at least one minimal solution that satisfies the conditions of Theorem 2. Finding an
appropriate solution (if it exists) in the set of minimal solutions is much simpler if
there exists only one minimal solution, i.e., the least solution. Monotonic temporal logic
queries that always have a least solution, are investigated in [7,20,21].

Although there exist algorithms in the literature for computing propositional solu-
tions to temporal logic queries, to our knowledge there have been no investigations for
finding arbitrary solutions because this is much harder. Note, however, that there are
two aspects of query solving for vacuity detection which reduces its complexity: First,
the set of solutions is restricted to formulas that are identified as vacuity causes, i.e.,
that are elements of Second, it suffices to find a (minimal) solution that is stronger
than a given formula. This constraints restrict the search space and therefore we believe
that computing solutions for vacuity detection can be done more efficiently.

4 Query Solving Algorithms for Vacuity Detection

There exist several algorithms in the literature for computing propositional solutions to
temporal logic queries. In this section, we review the different approaches and indicate
how to extend them in order to get non-propositional solutions. For simplicity, we will
focus on the case of local solutions, i.e., formulas with bounded nesting depth where the
next operator is the only allowed temporal operator. It is then easy to see how extensions
for arbitrary non-propositional solutions can be obtained. Note that throughout this sec-
tion, we assume that the reader is somewhat familiar with the existing algorithms. For
a detailed account, we refer to the corresponding papers in the literature.
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The common basic principle of the query solving algorithms is to evaluate the
query recursively on its syntactic structure. Thus, for our purposes it is sufficient to
redefine the case for the placeholder. Let us first introduce some notation. Since lo-
cal solutions consist of nested AX and EX operators, we define and

Moreover, for every query and every set of formulas we define
For example, if and

then

Chan [7] investigated queries that always have a least solution, called valid queries2.
He proved that deciding whether a given CTL query is valid is EXPTIME-complete.
Therefore, he presented a syntactic fragment of valid CTL queries and, based on the
properties of these queries, he defined a symbolic mixed forward and backward traversal
algorithm to solve them. The solution computed by this algorithm is a unique set of
states in the model whose characteristic function is the least solution to the query.

Chan’s symbolic algorithm does not lend itself naturally to the case of EX. Local
solutions in his approach are therefore restricted to the operator AX. Chan’s algorithm
solve is modified in such a way that we add the maximum nesting depth of local so-
lutions as third argument. This number remains unchanged for all recursive calls except
the case for the placeholder, which is redefined in the following way:

Bruns and Godefroid [5] have shown how to solve queries of any temporal logic
having a translation to alternating automata. The key idea of their approach is to gener-
alize the transition function of alternating automata in such a way that disjunction and
conjunction are replaced by special meet and join operations of a Boolean lattice of
propositional formulas resp. solutions:

The resulting automata are called extended alternating automata (EAA). To solve a
query in a model the query has to be translated into an EAA and the product
automaton of and has to be built. Each node of an accepting run of the product
automaton is labeled with an element of the underlying lattice (i.e., a set of propositional
formulas). It is shown that the maximum value labeling the root of an accepting run
of the product automaton is the set of minimal solutions to in This maximum
value is computed by simultaneously checking non-emptiness for every value of the
underlying lattice.

For an extension to compute local solutions, the transition function has to be modi-
fied in such a way that we add the maximum nesting depth of local solutions as fourth
argument. Similar to Chan’s algorithm, this number remains unchanged for all recursive
calls except the case for the placeholder, which is redefined in the following way:

2 Note that Chan’s fragment was erroneous and has been corrected in [19, 20].
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Chechik, Devereux, and Gurfinkel [13, 8, 12] investigated CTL query solving by
using their multi-valued model checker Multi-valued CTL model checking
is based on two extensions of standard model checking: (1) The labeling function of
Kripke structures allows a variable not only to be true or false at a particular state but to
have a value of an underlying lattice. (2) The temporal logic CTL is extended to
in order to refer to such values within the formula. In the case of query solving, the lat-
tice underlying the multi-valued model checking framework is based on propositional
formulas. Query solving is then reduced to multi-valued model checking by translating
a given query into a formula such that the value of this formula in the model is
the set of solutions to the query. In addition, this approach also allows to solve queries
with multiple placeholders and mixed polarity.

In order to obtain more general solutions by modifying their algorithm, we need the
set of all characteristic functions over the set of atomic propositions defined by

Now, the semantics of queries has to be
modified in such a way that we add the maximum nesting depth of local solutions as
argument. This number remains unchanged for all recursive definitions of the semantics
except the case of the placeholder, which is redefined in the following way:

Hornus and Schnoebelen [14] dealt with query solving for arbitrary fragments of
They have shown that deciding whether there exists a single minimal solution

in a fixed model and computing this solution can be reduced to a linear number (in the
size of the model) of model checking calls. Moreover, they have shown that a second
minimal solution can be reduced to a quadratic number, a third minimal solution to a
cubic number, etc. of model checking calls. Concerning the number of minimal solu-
tions to CTL queries, they proved that deciding whether there exist at least (in unary)
minimal solutions is NP-complete and counting the number of minimal solutions is
#P-complete.

In short, in order to compute the set of minimal solutions to a query they de-
fine a formula and check whether holds in the model. Then is modified and

is checked again. This procedure is repeated until is identified to be a new min-
imal solution. Although their approach can also be extended in order to compute non-
propositional solutions, we will not describe such an extension due to space restrictions.

5 Related Work

To our best knowledge the first paper in which automatic vacuity detection has been
investigated was Beer et al. [3]. They restricted their considerations to the syntactic
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class w-ACTL of witnessable ACTL formulas. In addition to vacuity detection, they
have shown how to generate non-vacuity witnesses for w-ACTL.

Kupferman and Vardi [15] noticed that every occurrence of a subformula of a
formula occurs either positive (i.e., under an even number of negations) or negative
(i.e., under an odd number of negations) in Together with their restriction to detect
vacuity with respect to occurrences of subformulas, this allowed them to reduce vacuity
detection to model checking. They have also shown how to generate non-vacuity wit-
nesses if the formula is linear witnessable. Beer et al. [4] generalized this approach to
vacuity detection in any logic with polarity (i.e., every subformula occurs either positive
or negative) and to witness construction in any logic with a pre-order on the models.
Several kinds of vacuity semantics (formula semantics, structure semantics, trace se-
mantics) have been investigated by Armoni et al. [1]. It is shown that these semantics
are equivalent for vacuity with respect to subformulas of pure (i.e., either positive or
negative) polarity. Gurfinkel and Chechik [11] dealt with four-valued vacuity (vacu-
ously true, non-vacuously true, non-vacuously false, vacuously false) and with mutual
influence of subformulas when checking vacuity with respect several subformulas si-
multaneously (“mutual vacuity”). Moreover, in [10] they studied generalizations of the
vacuity semantics of Armoni et al. [1]. Recently, Bustan et al. [6] investigated acuity
detection in the logic RELTL, an extension of LTL by a regular layer. They defined
a formula to be regularly vacuous if there exists a regular subexpression such that
the resulting formula after replacing by a universal quantified second order interval
variable remains true. Analogous to [15], if the subexpression has pure polarity, then
regular vacuity detection can be reduced to regular model checking.

6 Conclusion

In this paper we have introduced the notion of weak vacuity which is parameterized by a
class of vacuity causes. Based on a close connection to temporal logic queries, we have
shown how existing query solving algorithms can be extended and applied for vacuity
detection. The extended algorithms are of course not only applicable in the context of
vacuity detection. As the current work has focused on methodological and algorithmic
questions involving vacuity, this work is naturally continued by practical experiments.
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Abstract. Extending linear temporal logic by adding regular expres-
sions increases its expressiveness. However, as for example, problems in
recent versions of Accellera’s Property Specification Language (PSL) as
well as in OpenVera’s ForSpec and other property languages show, it is
a non-trivial task to give a formal denotational semantics with desirable
properties to the resulting logic. In this paper, we argue that specifying
an operational semantics may be helpful in guiding this work, and as a
bonus leads to an implementation of the logic for free. We give a concrete
operational semantics for Weak PSL, which is the safety property subset
of PSL. We also propose a denotational semantics which we show to be
equivalent to the operational one. This semantics is inspired by a new
denotational semantics proposed in recent related work.

1 Introduction

Accellera and PSL. Accellera [1] is an organization supported by major ac-
tors in the electronic design industry with the objective to promote the use of
standards in this industry. In spring 2003, a standard property specification lan-
guage for hardware designs was agreed upon, PSL 1.0 [2]. The standard defines
the syntax and semantics of PSL formally. A new version of the language, PSL
1.1 [3] was finalized in spring 2004.

The logical core of PSL consists of standard Linear Temporal Logic (LTL)
constructs augmented with regular expressions and aborts. Thus, PSL contains
the notion of formula, which is an entity of extended LTL that can be satisfied by
an infinite sequence of letters, and the notion of expression, which is a regular
expression that can only be satisfied by a finite sequence of letters. A letter
simply defines the values of all variables at one point in time.

Expressions can be converted into formulas, by using, for example, the weak
embedding of an expression written in PSL 1.1 syntax. In both PSL 1.0
and 1.1, a sequence of letters makes true, if there is a finite prefix of that
satisfies or all finite prefixes of can be extended to satisfy However, the
nature of this extension is different in the two PSL versions, which accounts for
differences mentioned below.

Further, the semantics of PSL has to cope with the fact that properties
are supposed to be used both in static verification – checking that a property

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 337–351, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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holds solely by analyzing the design – and in dynamic verification – checking
that a property holds for a concrete and finite trace of the design. To deal with
dynamic verification, satisfiability is extended to finite (truncated) sequences
even for formulas [7,8].
Anomalies. The semantics of both PSL 1.0 and 1.1 are given by means of
denotational semantics. One problem with this approach is that for some con-
structs it may be far from obvious what definition should be chosen. Making a
seemingly intuitively correct decision can lead to undesirable properties of the
resulting logic.

For example in PSL 1.0 the formula1 which is the weak embedding
of an expression that is satisfied by any sequence ending with the atom is
satisfied by any sequence that makes always false. However, the formula
(where we have simply replaced by the false constant F) is not satisfied by
any sequence. Thus, is not satisfied even if it is aborted at the first time
instance. This issue is discussed in for example [7,4].

In response to this, Accellera has developed a different semantical paradigm
that is used in the current iteration, PSL 1.1. In this semantics, the notion of
model is changed by introducing a new semantical concept; a special letter
that can satisfy any one-letter expression, regardless if it is contradictory or not.
Unfortunately, PSL 1.1 suffers from a similar anomaly: F and (a
so-called structural contradiction) are equivalent in an intuitive sense (neither
can be satisfied on actual runs of a system), but are not interchangeable in
formulas. Thus is satisfied if it is aborted at the first time instance
whereas is not. This peculiarity is not specific to PSL; it is
for example also present in ForSpec’s reset semantics.

There is work underway within Accellera to deal with this anomaly either by
discouraging the use of particular “degenerate formulas” (e.g. those containing
structural contradictions), thus excluding the ones that are not well-behaved in
this respect, or by extending the model concept further to include models on
which structural contradictions are satisfied.
Operational Semantics. The company Safelogic develops tools for static and
dynamic verification of PSL properties of hardware designs. When implement-
ing our tools, we faced two problems. Firstly, particular simplification rules we
expected to hold in the logic actually did not hold and could thus not be used.
Secondly, in the denotational semantics definitions there is no indication as how
to implement checkers and verifiers for PSL properties.

Our approach was to define a structural operational semantics for the subset
of PSL we considered. This subset is precisely the subset of PSL in which safety
properties can be expressed. The operational semantics is a small-step letter-
by-letter semantics with judgments of the form The intention is that in
order to check if a sequence starting with the letter satisfies we simply
check that the tail of (without satisfies and so on.

1 In PSL 1.0 weak embedding does occur but not in the form of independent formulas.
This difference to PSL 1.1 is irrelevant to the present point, so we ignore it for the
sake of simplicity of presentation.
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There are two advantages of this approach. (1) The operational semantics
can directly be used for implementing dynamic verification of properties, and
also forms the basis of the implementation of our static verification engine. (2)
When specifying a structural operational semantics, there are far less choices to
be made than in a denotational semantics, so there is less room for mistakes.

In a recent related work a new denotational semantics for LTL with regular
expressions on truncated words has been investigated [8]. This semantics can be
extended to a full PSL semantics that fixes the anomalies in the semantics of
PSL 1.0 and 1.1 [10]. We have shown that our operational semantics is sound
and complete on the weak fragment of PSL with respect to such an extension
of this denotational semantics to full PSL. Hopefully, the next iteration of PSL
will adopt a denotational semantics with this property!

This Paper. The rest of this paper is organized as follows. In Section 2, we
specify a safety property subset of PSL. In Section 3, we define a structural
operational semantics for this language. In Section 4, we present a denotational
semantics for our subset of PSL, corresponding to [8,10]. In Section 5, we show
lemmas relating the two semantics, and state soundness and completeness of our
operational semantics. Section 6 concludes.

2 Weak Property Language

In this section, we identify a subset of PSL, called Weak Property Language
(WPL). This subset can only be used to write safety properties. As is done in
the PSL Language Reference Manuals [2,3], we start by assuming a non-empty
set P of atomic propositions, and a set of boolean expressions B over P. We
assume two designated boolean expressions true, false belonging to B.

We start by defining regular expressions, which then provide the base case
in the definition of full WPL.

Definition 1 (RE). If the language of regular expressions (REs) has
the following grammar:

The expression denotes the expression with the empty language, is the
expression that only contains the empty word (see Section 4.4 for an explanation
of why those expressions not present in [2,3] were introduced), stands for
sequential composition between and stands for choice, stands
for intersection, is the Kleene star.

Now we are in a position to define full WPL.

Definition 2 (WPL). If and are REs, and a boolean expression, the
language of WPL formulas and has the following grammar:
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The formula is the weak embedding of the expression is formula
conjunction, is formula disjunction, is the next operator, is
the weak until operator, is suffix implication, and abort is the abort
operator. The logical negation operator ¬ only appears at the boolean level, and
not at the formula level, because that would enable the creation of non-safety
formulas.

Suffix implication is satisfied by a word if whenever accepts a prefix
of the word, the formula holds on the rest of that word. The formula abort
is satisfied by a word if is not made false by that word before holds. A formal
definition of these constructs is given in Section 3 by means of an operational
semantics, and in Section 4 by means of a denotational semantics.

For reasons of simplicity we have omitted the treatment of the overlapping
operators : and The semantic definitions for those operators (See [6,10]) are
very similar to those for ; and

3 A Structural Operational Semantics for WPL

It is customary to give semantics to temporal logics using sequences of states,
where each state contains information about the truth-values of all atoms. In the
PSL formal semantics [2,3], a state is called a letter, written and sequences of
states are called words. The set of all letters is written The details of letters
are not important here. However, we assume that there is a satisfaction relation

between states and boolean expressions B, such that for all letters
true and false.
In this section, we present a structural operational semantics for WPL. Our

operational semantics is inspired by Brzozowski’s derivatives of regular expres-
sions [5]. We use judgments of the form

The intuition behind such a judgment is that in order to check if a word starting
with the letter satisfies one can just as well check that is satisfied by the
word without the first letter. So, for a finite word we can
check if satisfies by finding such that

and check that none of is false. We will be more formal about this later.

3.1 Letters and Words

We define the following preliminaries. A word is a finite or infinite sequence
of letters from We use to denote the empty word. We use juxtaposition
to denote concatenation, i.e. if and then

If is infinite then wv is We observe that
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concatenation is associative, i.e. for all and and is the
identity, i.e. for all We will use both for denoting the letter
and the word consisting of the single letter

Word indexing is defined as follows. If then is the letter of
and is the suffix of starting at If then If

then means If then is
We use and is a prefix of to say that there is a such that

and to say that and

3.2 Operational Rules for RE

We start by giving rules for the basic REs. A boolean expression accepts a
letter only if satisfies In that case, the remaining expression is the empty
word. Falsity and the empty word accept no letters.

For sequential composition we use two rules. If cannot accept the empty
word, will not be touched. However, if can accept the empty word, we need
to consider the case that accepts as well. Thus, we need a function em that
calculates if a given RE can accept the empty word or not.

Definition 3. We define (inductively) for REs:

The rules for sequential composition then look as follows.
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The rules for choice and intersection simply apply the rules to both of the
operands.

And finally, for a Kleene star to accept a letter, the expression must be able
to accept the letter.

3.3 Operational Rules for WPL

Weak embedding of expressions simply parses the through the expression until
what is left of the expression can accept the empty word.

Here, we use the formula since it accepts every word.
Formula disjunction and conjunction are identical to their regular expression

counterparts.

The rule for next simply drops the next operator.

The rule for weak until is directly derived from the fact that weak until is a
solution of the following equation:
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For suffix implication, there are two rules: one that triggers the formula to be
true when accepts the empty word, and one that does not trigger One can
see these rules as dual to the rules for sequential composition.

Finally, an abort checks its formula until the boolean becomes true. So, when
checking abort with respect to we first check whether is already contra-
dicted. If not and is satisfied by then we abort the checking of abort by
accepting. If is not satisfied by or is contradicted already then we do not
abort.

In order to calculate if a regular expression or formula has been contradicted,
we use the function ok, which is to be defined in the next section.

This concludes the operational rules for WPL. As standard, we define to
be the least relation satisfying the above operational rules. However, it is easy
to see that actually is a total function from formulas and letters to formulas.

3.4 Not Yet Contradicted

Here, we define the function ok that calculates whether a given regular expression
or formula has been contradicted yet, w.r.t. the sequence of letters that has
already been visited. An expression or formula is said to be ok when it has
not yet been contradicted in this sense. For basic regular expressions, only
is not ok. For composite expressions and formulas, this information is simply
propagated.

Definition 4. We define (inductively) for REs and WPLs:
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Finally, we make the following observation, which is that any regular expres-
sion accepting the empty string is an ok expression.

Lemma 1 (Empty is OK). For all REs

The function ok is used in the operational rules for abort, but also in the
definition of the operational semantics.

3.5 The Operational Semantics

As we have seen in the informal explanation of the operational rules, we are
interested in the result of applying the rules above iteratively to formulas with
respect to words from the alphabet This is possible to do since the rules
presented above are deterministic; given a formula and a letter there is a
uniqueformula such that Thus, the relation is a total function.

Iteratively applying the operational rules on a formula over the letters of
a word is written

Definition 5 (After a Word). For a RE or WPL and a finite word we
(inductively) define as follows:

Now we are ready to define what it means for a formula to be true according to
the operational semantics, denoted by

Definition 6 (The Operational Semantics). For all WPLs and REs and
all words we define

Intuitively, this means that a word makes a formula true if and only if
iteratively applying the operational semantics on using only produces ok
formulas.

We observe the following useful lemma, which says that if an expression of
formula is not ok, it will stay not ok even after applying it to a word.

Lemma 2 (Conservation of Misery). For all WPLs and REs we have

It immediately follows, that for finite words in order to decide if it
suffices to check the final result

Lemma 3. For all WPLs and REs if is finite
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Since all functions involved in the above are computable, this gives us a sim-
ple procedure for checking if a finite word satisfies a formula according to the
operational semantics.

Note that the operational semantics presented above does not have the
anomaly described in the introduction. For example, we have, for all words
that To see this, observe that, for any

for some Thus, the ok-ness of the
formula is not affected by accepting any finite word.

3.6 Properties of the Operational Semantics

We observe the following interesting properties of the operational semantics and
iterated application of the operational rules. These lemmas are key steps in the
correctness proofs for the completeness and soundness theorems in Sections 5.2
and 5.3. Apart from this, the details of this section are not important for the
remainder of the paper.

We start with some observations related to applying an expression or formula
to a word.

Lemma 4. For all REs and WPLs all letters and all finite words and
we have

The second observation we make is that applying a word preserves disjunc-
tions and conjunctions.

Lemma 5 (Preservation of Disjuncts and Conjuncts). For all finite words
for WPLs and and for REs and

Finally, a direct consequence of the above lemma and Lemma 2 is that dis-
junction and conjunction are compositional w.r.t. the operational semantics.

Lemma 6 (Operational Compositionality). For all finite words for
WPLs and and for REs and
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4 Denotational Semantics

Alternatively, we can define a denotational semantics for WPL. The following
definitions are inspired by a related not yet published work [8]. In Section 4.4
we briefly describe the relation between this semantics and the official PSL 1.1
one.

4.1 Weak and Neutral Words

We have noted that for all finite and all REs It doesn’t matter
whether is satisfiable or not. We want the denotational semantics to mirror
this. So our definition must provide a kind of partial matching where the word

is only required to match “the beginning” of the RE mirroring the way
in which an RE is true according to the operational semantics if it is not yet
contradicted when the word finishes.

To accomplish this we introduce in addition to the usual neutral words also
weak words.

Let N denote the set of finite and infinite words over and
the set of finite words over The elements of N are called neutral words.
Let We assume that W and N are disjunct and that the
mapping is injective. Whenever the notation is used, it is understood
that The elements of W are called weak words. Note in particular that

Let and define concatenation in A as follows. For all
uv is equal to the concatenation in N, and if is finite then
For all if is infinite or then With this definition
concatenation in A is associative and is the unique identity element. Define
the length of an element in N as the number of letters in if is finite and

otherwise, and in A according to for all
Word indexing in A is defined as follows. For We let

We also let for

4.2 Tight Satisfaction

We start by giving a definition of tight satisfaction Tight satisfaction relates
finite words from A to REs. A finite neutral word intuitively tightly satisfies a
regular expression if the word completely matches the expression. A finite weak
word intuitively tightly satisfies a regular expression if the process of matching
the word (from left to right) does not contradict the expression.

Definition 7. Let and denote REs, a boolean, and words
in A. We define inductively:
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either or and
there are such that and and

and
either or
there exists such that
and for all such that

We note the following lemmas.

Lemma 7. For all REs that do not syntactically contain as a subexpression,
we have that

Lemma 8. For all REs and such that we have that

4.3 Formula Satisfaction

We now define formula satisfaction Formula satisfaction relates words from
N to WPLs, and defines when a finite or infinite word satisfies a formula. A
word intuitively satisfies a formula if the process of accepting the word does not
contradict the formula.

Definition 8. Let and denote WPLs, a boolean, an RE, and etc.
words in N. We define inductively:

for all finite there is such that
and
or

if then
for all such that there is such that
for all such that if then
either or
there is such that and

The following lemma follows by structural induction from Lemma 7:

Lemma 9. For all WPLs that do not syntactically contain as a subexpres-
sion, we have that

Note that the denotational semantics presented above does not have the anomaly
described in the introduction. For example, we have, for all words that

To see this, take any finite prefix of Then we have
and It follows that

or
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4.4 Relations to PSL Semantics

An investigation into the relation between the semantics of Section 4 and the
official PSL semantics is outside the scope of this article. We have however
investigated this relation thoroughly. We have provided a refined criterion of de-
generacy and a denotational relation of satisfaction for the entire unclocked PSL
language on weak, neutral and strong words, and showed that ours is equivalent
to the official PSL 1.1 one on formulas that are non-degenerate in this sense. For
details of this see [10].

The semantics in Section 4 is a simplified version of the semantics of [10]. It
is simplified in three ways:

1.
2.
3.

It only covers the weak fragment of PSL.
It omits certain operators like : and as explained in Section 2.
It omits a requirement of non-emptiness present in the case for

This last omission was made for the sake of simplicity of presentation. A
consequence of the PSL 1.1. semantics is that if then It is
perhaps not impossible to define operational rules that mirror this requirement,
but it seems to require more complicated rules than the ones we present.

We also introduced the RE symbols and that are not present in [2,3].
It was necessary to differentiate falsity that is already visited which should
be false on from falsity that is not already visited (false which should be
true on in the operational rules to get Lemma 10. It was also convenient for
defining the operational rules in a succinct way to introduce a symbol that is
only tightly satisfied by empty words.

5 Relations Between the Semantics

In this section we show that the operational semantics and denotational seman-
tics are tightly coupled. The proofs are merely outlines; for more details see
[6].

5.1 The Stepping Lemmas

We can show the following two basic lemmas, which confirms our intuition about
the operational judgments and

Lemma 10 (RE Stepping). For REs and if then for all

Using Lemma 10 we can prove the following.

Lemma 11 (WPL Stepping). For WPLs and if then for all

The above lemmas are key steps in the completeness and soundness proofs.
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5.2 Completeness

In order to show completeness of the operational semantics with respect to the
denotational semantics, we first observe the following. If a words satisfies an RE,
then that RE is ok.

Lemma 12 (Tight True is Ok). For any RE and for

We can lift that observation to the level of WPLs.

Lemma 13 (True is Ok). For any WPL and for

Lemmas 11 and 4 can be be used to show the following generalization of Lemma
11 which shows the tight relationship between the denotational semantics and
applying a formula to a word.

Lemma 14. For any WPL and for

Finally, we use Lemmas 14 and 13 to show completeness.

Theorem 1 (Completeness). For any WPL and for

5.3 Soundness

In order to show soundness of the operational semantics with respect to the
denotational semantics, we use Lemmas 1, 5 to show a tight relationship between
the denotational semantics and applying an expression to a word.

Lemma 15 (Empty is Tight). For any RE and for all finite

Lemmas 5 and 15 can be used to show that the operational semantics is compo-
sitional w.r.t. sequential composition.

Lemma 16 (Seq is Sound). For any two REs and and for all words

either or there are such that and and

We use Lemma 16, 10, 7, 6 to show the following very strong lemma.

Lemma 17 (Tight Soundness). For any RE and for all finite

Finally, we use Lemma 17, 11, 6 to show soundness.

Theorem 2 (Soundness). For any WPL and for
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6 Conclusions and Future Work

We have defined an operational semantics for the weak fragment of PSL, and
proved it sound and complete with respect to a new denotational semantics. This
denotational semantics is a straightforward extension of earlier work [8], but it
is not equivalent to either the official PSL 1.0 or PSL 1.1 semantics. Since our
goal was to fix the anomalies in these semantics, it is not surprising that we end
up with a different semantics.

However, there is work underway within Accellera to introduce the concept
of a “degenerated formula”, which is a formula that contains a structural con-
tradiction (such as The idea is that users of PSL are discouraged
to use these degenerated formulas since they are the cause of the anomalies in
the official semantics. We have created a formal definition of ‘degenerate’, and
shown that (a variant of) our semantics agrees with the PSL 1.1 semantics for
all non-degenerate formulas. The details of this however are beyond the scope
of this paper (but see [10]).

Defining an operational semantics can help in guiding the work of defining a
denotational one, but it also gives a direct way of implementing dynamic prop-
erty checking. We also use the operational semantics as a basis of an algorithm
for static property checking. It is far from clear how the denotational semantics
could guide an implementation.

For space reasons, we have not included all weak PSL operators in our lan-
guage WPL. Some of these operators, such as the clock operators, are actually
expressible in terms of the operators presented here. Others, such as the overlap-
ping versions of sequential composition (written :) and suffix implication (written

are not expressible in terms of our operators. In any case, for reasons of
clarity and efficiency, it is often a good idea to introduce dedicated operational
rules for new operators. The actual operational rules for the overlapping opera-
tors : and are very similar to their non-overlapping counterparts. Dedicated
clock rules require some more work; we believe that annotating the operator
with extra clock information may be the right way to do this.

We are collaborating with Mike Gordon of Cambridge University in encoding
our denotational semantics for full PSL [10] in the HOL higher order logic for-
malism with the purpose of proving relevant properties2. Earlier Gordon encoded
the official PSL 1.0 and 1.1 semantics in HOL but experienced problems relating
to the anomalies when trying to derive observers from those formal specifications
[9]. We hope that these problems will be overcome using our semantics.

Currently, we are also working on extending our operational semantics to
also deal with non-safety properties. The next step would then be to relate that
semantics to the strong satisfiability described in [10].

2 This ongoing work is documented at http://cvs.sourceforge.net/viewcvs.py/hol/
hol98/examples/PSL/experimental-semantics/.
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Edges in Distributed LTL Model-Checking*
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Abstract. We present a new distributed-memory algorithm for enumer-
ative LTL model-checking that is designed to be run on a cluster of work-
stations communicating via MPI. The detection of accepting cycles is
based on computing maximal accepting predecessors and the subsequent
decomposition of the graph into independent predecessor subgraphs in-
duced by maximal accepting predecessors. Several optimizations of the
basic algorithm are presented and the influence of the ordering on the
algorithm performance is discussed. Experimental implementation of the
algorithm shows promising results.

1 Introduction

Model-checking has become a very practical technique for automated verification
of computer systems due to its push-button character and has been applied fairly
successfully for verification of quite a few real-life systems. Its applicability to
a wider class of practical systems has been hampered by the state explosion
problem (i.e. the enormous increase in the size of the state space).

The use of distributed and/or parallel processing to combat the state explo-
sion problem gained interest in recent years (see e.g. [4,5,10–12,15]). For large
industrial models, the state space does not completely fit into the main memory
of a single computer and hence model-checking algorithm becomes very slow as
soon as the memory is exhausted and system starts swapping. A typical approach
to dealing with these practical limitations is to increase the computational power
(especially random-access memory) by building a powerful parallel computer as a
network (cluster) of workstations. Individual workstations communicate through
message-passing-interface such as MPI. From outside a cluster appears as a single
parallel computer with high computing power and huge amount of memory.

In this paper we present a novel approach to distributed explicit-state (enu-
merative) model-checking for linear temporal logic LTL. LTL is a major logic
used in formal verification known for very efficient sequential solution based on
automata [16] and successful implementation within several verification tools.
The basic idea is to associate a Büchi automaton with the verified LTL formula
so that the automaton accepts exactly all the computations of the given model
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satisfying the formula. This makes possible to reduce the model-checking prob-
lem to the emptiness problem for Büchi automaton. A Büchi automaton accepts
a word if and only if there is an accepting state reachable from the initial state
and from itself.

Courcoubetis et al. [9] proposed an elegant way to find accepting states that
are reachable from themselves (to compute accepting cycles) by employing a
nested depth first search. The first search is used to search for reachable accept-
ing states while the second one (nested) tries to detect accepting cycles. Our aim
is to solve the LTL model-checking problem by distribution, i.e. by utilizing sev-
eral interconnected workstations. The standard sequential solution as described
above is based on the depth-first search (DFS), in particular the postorder as
computed by DFS is crucial for cycle detection. However, when exploring the
state space in parallel, the DFS postorder is not generally maintained any more
due to different speeds of involved workstations and communication overhead.

The extremely high effectiveness of the DFS based model-checking procedure
in the sequential case is due to a simple and easily computable criterion charac-
terizing the existence of a cycle in a graph: a graph contains a cycle if and only
if there is a back-edge. A distributed solution requires other appropriate criteria
to be used as the DFS based ones do not have the same power in the distributed
setting. E.g. in [1] the authors proposed to use back-level edges as computed by
breadth first search (BFS) as a necessary condition for a path to form a cycle.
The reason, why such a criterion works well in a distributed environment is that
BFS search can be (unlike DFS) reasonably parallelized. In [7] the used criterion
is that each state on an accepting cycle is reachable from an accepting state.
Every state can be tested for this criterion independently and thus the algo-
rithm is well distributable. Another example of a necessary condition suitable
for distribution and used in [3] employs the fact that the graph to be checked is
a product of two graphs and it can contain a cycle only if one of the component
graphs has a cycle.

The main idea of our new approach to distributed-memory LTL model-
checking has born from a simple observation that all states on a cycle have
exactly the same predecessors. Hence, having the same set of predecessors is a
necessary condition for two states to belong to the same cycle and the mem-
bership in its own set of predecessors is a necessary condition for a state to
belong to a cycle. In particular, in case of accepting cycles we can restrict our-
selves to accepting predecessors only. Even more, it is not necessary to compute
and store the entire set of accepting predecessors for each state, it is sufficient to
choose a suitable representative of the set of all accepting predecessors of a given
state instead. It is crucial that the cycle-check becomes significantly cheaper if
representatives are used. We consider an ordering of states and we choose as a
representative of a set of accepting predecessors the accepting predecessor which
is maximal with respect to this ordering, called maximal accepting predecessor.
A necessary condition for a graph to contain an accepting cycle is that there is
an accepting state with itself as maximal accepting predecessor. However, this is
not a sufficient condition as there can exist an accepting cycle with “its” maxi-



354 Luboš Brim et al.

mal accepting predecessor lying outside of it. For this reason we systematically
re-classify those accepting vertices which do not lie on any cycle as non-accepting
and re-compute the maximal accepting predecessors.

The main technical problem is how to compute maximal accepting prede-
cessors in a distributed environment. Our algorithm repeatedly improves the
maximal accepting predecessor for a state as more states are considered. This
requires propagating a new value to successor states each time the maximum
has changed. In this way the procedure resembles the relaxation procedure as
used in the single source shortest path problem. The main advantage of such an
approach is that relaxations can be performed in an arbitrary order in a BFS
manner, hence in parallel. There is even another source of parallelism in our al-
gorithm. Maximal accepting predecessors define independent subgraphs induced
by vertices with the same maximal accepting predecessor. These subgraphs can
be explored simultaneously and again in an arbitrary order. In both cases a
re-distribution of the graph among the workstations involved in the distributed
computing might be necessary to optimize the performance of the algorithm.

Another distinguished feature of the algorithm is that due to the breadth-first
exploration of the state space the counter-examples produced by the algorithm
tend to be short, which is very important for debugging.

There are several known approaches to distribution and/or parallelization of
the explicit-state LTL model-checking problem and we relate our algorithm to
other work in Section 6.

2 Model-Checking and Accepting Cycles

In the automata-based approach to LTL model-checking [16], one constructs a
Büchi automaton for the negation of the property one wishes to verify
and takes its product with the Büchi automaton modeling the given system
S. The system (more exactly the model) is correct with respect to the given
property if and only if the product automaton recognizes an empty language,
i.e. no computation of S violates The size of the product automaton is linear
with respect to the size of the model and exponential with respect to the size
of

The model-checking problem is thus reduced to the emptiness problem for
automata. It can be reduced even further to a graph problem [8]. Let

be a Büchi automaton where is an input alphabet, S is a
finite set of states, is a transition relation, is an initial state
and is a set of accepting states. The automaton can be identified
with a directed graph called automaton graph, where
is a set of vertices corresponding to all reachable states of the automaton

and for some is a distinguished
initial vertex corresponding to the initial state of and A is a distinguished set
of accepting vertices corresponding to reachable accepting states of

Definition 1. Let be an automaton graph. The reachabil-
ity relation is defined as iff there is a directed path

where and
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A directed path forms a cycle if and the path
contains at least one edge. A cycle is accepting if at least one vertex on the path

belongs to the set of accepting vertices A.

Note that according our definition every cycle in an automaton graph is reachable
from the initial vertex.

Theorem 1. [8] Let be a Büchi automaton and its corresponding au-
tomaton graph. Then recognizes a nonempty language iff contains an
accepting cycle.

In this way the original LTL model-checking problem is reduced to the ac-
cepting cycle detection problem for automaton graphs and we formulate our
model-checking algorithm as a distributed algorithm for accepting cycle detec-
tion problem. The algorithm is based on the notion of predecessors. Intuitively,
an automaton graph contains an accepting cycle iff some accepting vertex is a
predecessor of itself.

To avoid computing of all predecessors for
each vertex we introduce a concept of maximal
accepting predecessor, denoted by map. We pre-
suppose a linear ordering of the set of vertices
given e.g. by their numbering. Other possible or-
derings are discussed in Section 4. From now on
we therefore assume that for any two vertices

we can decide which one is greater. Further-
more, we extend the ordering to the set and put null
for all

Fig. 1. Undiscovered cycle

Definition 2. Let be an automaton graph. A maximal accept-
ing predecessor function of the graph G, is defined
as

Corollary 1. For any two vertices the vertices cannot lie on the same
cycle whenever

The definition of the maximal accepting predecessor function map gives the
sufficient condition characterizing the existence of an accepting cycle in the au-
tomaton graph.

Lemma 1. Let be an automaton graph. If there is a vertex
such that then the graph G contains an accepting cycle.

The opposite implication is not generally true, for a counterexample see the
graph in Figure 1. The accepting cycle is not revealed due to the greater
accepting predecessor 4 outside the cycle. However, as the state 4 the does not
lie on any cycle, it can be safely deleted from the set of accepting states and
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the accepting cycle will still be discovered in the resulting graph. This idea is
formalized in the notion of a deleting transformation. Whenever the deleting
transformation is applied to an automaton graph G with for all

it shrinks the set of accepting vertices by deleting those ones which
evidently do not lie on any cycle.

Definition 3. Let be an automaton graph and its maxi-
mal accepting predecessor function. A deleting transformation, del, is defined as

where

Directly from the definition we have the following result.

Lemma 2. Let G be an automaton graph and an accepting vertex in G such
that Then is an accepting vertex in del(G).

Note that the application of the deleting transformation can result in a dif-
ferent map function. For the graph G given in Figure 1, del(G) has state 2 as its
only accepting state, hence (and the existence of the accepting
cycle is certified by the new function).

The next Lemma states formally the invariance property just exemplified,
namely that the application of the deleting transformation to a graph with an
accepting cycle results in a graph having an accepting cycle as well.

Lemma 3. Let be an automaton graph containing an accepting
cycle and such that for every Then the graph del(G) contains
an accepting cycle.

Proof: Let C be an accepting cycle in G and be an accepting vertex. For
every successor of we have Therefore the vertex is
accepting in del(G). The transformation does not change the set of vertices and
edges and the conclusion follows.

It can happen that even in the
transformed graph del(G) there is no
vertex such that its map value would
certify the existence of an accepting
cycle. This situation is depicted in
Figure 2. However, after a finite num-

Fig. 2. Deleting transformation

ber of applications of the deleting transformation an accepting cycle will be
certified.

Definition 4. Let G be an automaton graph. For a graph is defined
inductively as and The set of accepting vertices of
is denoted

Lemma 4. Let be an automaton graph containing an accepting
cycle. Then there is a natural number and a vertex such that
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Proof: Let C be an accepting cycle in G and be the maximal accepting
vertex on C. For any let be a set of accepting predecessors of in

If then obviously Since
is finite, there is an index for which and In

other words, after at most applications of the deleting transformation
on G the map value of changes to

Putting together Lemma 1 and Lemma 4 we can state the main theorem
justifying the correctness of our algorithm.

Theorem 2. Let be an automaton graph. The graph G contains
an accepting cycle if and only if there is a natural and a vertex such
that

Note that for an automaton graph without accepting cycles the repetitive
application of the deleting transformation results in an automaton graph with
an empty set of accepting states.

3 Distributed Detection of Accepting Cycles

It is now apparent how to make use of the map function and the deleting trans-
formation to build an algorithm which detects accepting cycles. We first present
a straightforward approach with the aim to introduce clearly the essence of
our distributed algorithm (Subsection 3.1). The distributed-memory algorithm
which employs several additional optimizations is presented in Subsection 3.2
and finally, the correctness and complexity of the algorithm is discussed in Sub-
section 3.3. We do not explicitly describe the actual distribution of the algorithm
as this is quite direct and follows the standard technique used e.g. in [1,6].

3.1 The Algorithmic Essence
The code is rather self-explanatory, we add a few additional comments only.
The MAP procedure always starts by initializing the map value of the initial
vertex to null, all the other vertices are assigned the undefined initial map value,
denoted by Every time a vertex receives a new (greater) map value, the
vertex is pushed into a waiting queue and the new map value is propagated to
all its successors. If an accepting vertex is reached for the first time (line 15)
the vertex is inserted into the set shrinkA of vertices to be removed from A by
the deleting transformation. However, if the accepting vertex is reached from a
greater accepting vertex (lines 16 and 17) this value will be propagated to all its
successors and the vertex is removed from the set shrinkA (Lemma 2).
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3.2 Distributed Algorithm

To build up an effective distributed algorithm we consider two optimizations
of the above given basic algorithm. The first one comes out from the fact that
every time the set of accepting states has been shrunk and a new map function
is going to be computed, the algorithm from 3.1 needs to traverse the whole
graph, update the flags for vertices removed from the set of accepting vertices,
and re-initialize the map values to

The second improvement is more important with respect to the distribution
and it is a consequence of Corollary 1. An accepting cycle in G can be formed
from vertices with the same maximal accepting predecessor only. A graph in-
duced by the set of vertices having the same maximal accepting predecessor
will be called predecessor subgraph. It is clear that every strongly connected
component (hence every cycle) in the graph is completely included in one of the
predecessor subgraphs. Therefore, after applying the deleting transformation the
new map function can be computed separately and independently for every pre-
decessor subgraph. This allows for speeding up the computation (values are not
propagated to vertices in different subgraphs) and for an efficient distribution of
the computation.

In the distributed algorithm CycleDetection (see Figure 3) we first compute
in parallel the map function on the given input graph G (line 2). If no accepting
cycle is detected and the set shrinkA of vertices to be removed from the set of
accepting vertices is nonempty, then the vertices from shrinkA define predecessor
subgraphs. Every predecessor subgraph is identified through the accepting vertex
(seed) which is the common maximal accepting predecessor for all vertices in the
subgraph. Seeds are stored in the waitingseed queue and are used as a parameter
when calling the DistributedMAP procedure. After the map function is computed
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Fig. 3. Distributed Cycle Detection Algorithm

for every predecessor subgraph, the vertices that should be deleted from the set
of accepting vertices form a new content of the waitingseed queue.

Vertices from the same predecessor subgraph are identified with the help of
the oldmap value. For every vertex maintains the value of
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from the previous iteration. When a vertex with (line 31)
is reached the value of is set to seed. Accepting predecessors are
propagated only to successors identified to be in the same predecessor subgraph
through the variable oldmap (line 35). Sets waiting and shrinkA are maintained
in the same way as in the basic algorithm presented in Subsection 3.1.

For the distributed computation we assume a network of collaborating work-
stations with no global memory. Communication between workstations is real-
ized by sending messages only. In the distributed computation the input graph
is divided into parts, one part per each workstation.

In the CycleDetection algorithm every workstation has local data structures
waitingseed, waiting and shrinkA and computes the values of the map function
for its part of the graph. Workstations have to be synchronized every time the
computation of the map function is finished and the set of accepting vertices is
to be shrunk.

An important characteristic of the distributed algorithm is that the map
values for different predecessor subgraphs can be computed in parallel, i.e. the
procedure DistributedMAP can be called for different values of seed in parallel.

Another distinguished feature of our distributed algorithm is the possibility
to make use of dynamic re-partitioning, i.e. of a new assignment of vertices to
workstations after each iteration. The map function induces a decomposition of
the graph into predecessor subgraphs. After a new map function is computed the
graph can be re-partitioned so that the new partition function respects prede-
cessor subgraphs as much as possible which can result in significant reduction in
the communication among the workstations as well as in speed-up of the entire
computation.

In the case the given graph contains an accepting cycle an output reporting
such a cycle is required. The proposed algorithm can be simply extended to re-
port an accepting cycle. Let be a vertex certifying the existence of an accepting
cycle Then two distributed searches are initiated. The first one
finds a path from the initial vertex to and the second one a path from to
itself. In the second search the predecessor subgraph of is searched-through
only.

3.3 Correctness and Complexity

Theorem 3. The CycleDetection algorithm terminates and correctly detects an
accepting cycle in an automaton graph.

Proof: Every time a vertex is pushed into the waiting queue in both the MAP
and the DistributedMAP procedure, its map value is strictly increased. Thus a
vertex can be pushed and popped from the waiting queue a finite number of
times only and both procedures terminate. As accepting vertices are pushed to
the waitingseed queue in CycleDetection only and whenever a vertex is pushed
to the waitingseed queue it is deleted from the set of accepting vertices the
algorithm terminates.

For the second half it is sufficient to note that the algorithm reports cycle
whenever a vertex which is its own maximal accepting predecessor is reached
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(line 30). The correctness follows from Lemma 1. The other direction follows
from Lemma 4 and from the observation that in the procedures DistributedMAP
and MAP the map function is correctly computed for all vertices in the actual
predecessor subgraph.

Theorem 4. The time complexity of the CycleDetection algorithm is
where is the number of edges and is the number of accepting vertices in the
input (automaton) graph.

Proof: The cycle in the CycleDetection procedure is repeated at most times.
Every vertex is pushed to the waiting queue in the procedures DistributedMAP
and MAP at most times and all successors of a vertex popped from the waiting
queue are tested. The overall complexity of both MAP and DistributedMAP is

Experiments with model-checking graphs (see Section 5) demonstrate that
the actual complexity is typically significantly lower.

4 Ordering of Vertices

One of the key aspects influencing the overall performance of our distributed
algorithm is the underlying ordering of the vertices used by the algorithm. The
direct way to order the vertices is to use the enumeration order as it is com-
puted in the enumerative on-the-fly model-checking. The first possibility is to
order the vertices by the time they have been reached (sooner visited vertices
receive smaller values). In this case the algorithm tends to return short coun-
terexamples and generally detects the accepting cycles very quickly. Moreover,
since the graph is splitted into “as many” subgraphs “as possible”, less iterations
are performed. On the other hand, the running time of each iteration increases,
because the vertices with small values will be usually updated several times. Al-
ternatively, we can employ the reverse ordering (sooner visited vertices receive
larger values). The behavior of the algorithm is now completely different. Both
the size of subgraphs and the number of iterations increase, while the number
of the subgraphs as well as the running time of each iteration decrease. As a
third possibility we can consider a combination of these two orderings, which
can result in fast computation with small number of iterations.

Another set of heuristics can be based on different graph traversal algo-
rithms (e.g. depth-first search or breadth-first search). Finally, yet another sim-
ple heuristic is to compare the bit-vector representations of vertices.

In the future we plan to implement, compare and systematically evaluate all
the orderings of vertices mentioned above.

In our implementation each vertex is identified by a vector of three numbers
– the workstation identifier, the row number in the hash table, and the column
number in the row. The ordering of vertices is given by the lexicographical or-
dering of these triples. Note that there are six possible lexicographical orderings
and by reversing these orderings one gets another six possibilities. This gives us
a range of twelve possible orderings. We have implemented and compared six of
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them. The results we obtained show that there is no real difference among these
six approaches, which in some sense demonstrate the robustness of an ordering
with respect to the random partitioning of the graph among the workstations.

5 Experiments

We have implemented the distributed algorithm described in Section 3.2. The
implementation has been done in C++ and the experiments have been performed
on a network of thirteen Intel Pentium 4 2.6 GHz workstations with 1 GB of
RAM each interconnected with a fast 100Mbps Ethernet and using tools provided
by our own distributed verification environment – DiVinE.

The vertices have been partitioned among the workstations using random
hash function and no re-partitioning was implemented.

We performed several sets of tests on different instances of the model-checking
problem with the primary aim to evaluate the scalability of our algorithm. Here
we report results for a variant of the Mutual exclusion protocol problem based
on a token ring and parametrized by the number of processes (denoted by

and the Producer-consumer protocol problem parametrized by the num-
ber of messages which can be lost in a row (denoted by For each
parametrized model we report the results for one LTL property. The property
being checked over the TR class was i.e. the process enter its
critical section infinitely many times. The property being checked over the PC
class was i.e. the consumer
will consume some value infinitely many times. Both properties have been sat-
isfied by the respective models.

The results of the experiments are presented in Figure 4 and all the results
are taken as an average of 5 executions of the distributed algorithm. Because of
the size of state graphs (from 500.000 to 1.5 millions vertices and the amount
of memory needed to store a vertex description), we did not get results when
running the algorithm on less than 3 workstations due to memory restrictions.
Therefore, the shown speedups are calculated relative to 3 workstations instead
of one. We found that we gain a linear speedup for reasonably large graphs.

The second set of tests was designed to evaluate the actual performance
of the algorithm. We have implemented an experimental version of the token-
based distributed-memory nested depth-first search algorithm (Nested DFS) and
compared the running time of both algorithms. The comparison of our algorithm
(DACD) and the Nested DFS algorithm (NDFS) is given in Table 1 for various
numbers of workstations (NW) involved in the distributed computation. The
results shown are running times in seconds. It can be seen that our algorithm
outperforms the Nested DFS algorithm even when the number of workstation is
small.

We have compared the sequential version of our algorithm to the sequential
Nested DFS algorithm as well. As expected, the sequential version of our al-
gorithm performs slightly worse. However, the experiments have demonstrated
comparability of both approaches. Our algorithm needs, on average, around 30%
more time and memory than Nested DFS algorithm.
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Fig. 4. Scalability of the distributed algorithm

We have also considered verification problems on models with an error (e.g.
Dining philosophers, various models of an elevator, and some communication
protocols). Since our algorithm is entirely based on the breadth-first search, the
counterexamples were much more shorter than counterexamples provided by the
Nested DFS algorithm. Moreover, in all cases the accepting cycle was detected
very early by our algorithm (within tens of seconds), while the Nested DFS
algorithm was incomparably slower. For the parametrized models where the size
of the state space was larger than the size of the (distributed) memory (e.g.
for forty dining philosophers), our algorithm detected a counterexample, while
the Nested DFS algorithm failed due to memory limitations. These results were
almost independent on the ordering of vertices chosen and on the number of
workstations involved.

In the erroneous version of the general Peterson algorithm for 4 processes,
where the error is very “deep” (according to the breadth-first search level). In this
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case the Nested DFS algorithm detected the counterexample very early, since the
depth-first search tends to follow the erroneous path, while our algorithm failed.
In several other examples with similar characteristics our algorithm was able
to detect the error as well, but later than the Nested DFS algorithm. However,
the “depth of an error” is typically small, hence our distributed algorithm will
outperform the Nested DFS algorithm in most cases.

The last interesting conclusion we would like to point out is that the number
of iterations in all models without an error was up to 20. On the other hand, an
error was already detected during the first iteration in all performed tests. As a
consequence the algorithm is usually able to detect the faulty behavior without
exploring the entire graph (state space).

6 Conclusions

In this paper, we have presented a new distributed-memory algorithm for enu-
merative LTL model-checking.

We plan to implement two improvements of our algorithm. Both use addi-
tional conditions characterizing the existence of an accepting cycle in an automa-
ton graph augmented with the maximal accepting predecessors information.

Suppose that the graph contains an accepting cycle such that the maximal
accepting predecessor of this cycle is outside of it. Then there must exist a vertex
on the cycle with the in-degree at least two. One of the incoming edges comes
from the cycle, a different one comes from the maximal accepting predecessor.
Therefore, we do not need to explore a predecessors subgraph which does not
fulfill this condition.

For the second condition suppose again that the graph contains an accepting
cycle such that the maximal accepting predecessor of this cycle is outside of it.
Then the graph must contain at least one another accepting vertex (besides the
maximal accepting predecessor). It is possible to combine these two methods. An
effective way to check the conditions requires a more sophisticated techniques
for computing the set shrinkA in the distributed environment.

There are several already known approaches to distributed-memory LTL
model-checking. In [14] a distributed implementation of the SPIN model checker,
restricted to perform model-checking of safety properties only is described. In [2],
the authors build on the safety model-checking work of [14] to create a distri-
buted-memory version of SPIN that does full LTL model-checking. The disad-
vantage of this algorithm is that it performs only one nested search at a time.
Recently, in [7] another algorithm for distributed enumerative LTL model check-
ing has been proposed. The algorithm implements the enumerative version of the
symbolic “One-Way-Catch-Them-Young ” algorithm [13]. The algorithm shows
in many situations a linear behavior, however it is not on-the-fly, hence the whole
state space has to be generated. Our algorithm is in some sense similar to [7],
although their original ideas are different. Both algorithms work in iterations
started from a set of accepting vertices. In general, the time complexity of [7]
is better in comparison to but our algorithm has three
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advantages. It is adjustable according to the input problem by setting some spe-
cial ordering of vertices, it can guess the counterexample very quickly before the
whole graph is traversed and it has one instead of two synchronizations during
the iteration cycle. Since the number of iterations is very similar, on the larger
and slower nets this can be a significant factor. Similar arguments are valid if
comparing our algorithm to another recently proposed algorithm [1]. This algo-
rithm uses back-level edges to discover cycles, works on-the-fly and is effective
in finding bugs. All these three algorithms could be meant not to replace but to
complement each other.

In [6], the problem of LTL model checking is reduced to detecting negative cy-
cles in a weighted directed graph. Since the basic method (edge relaxation) is the
same, the behavior of both algorithms will be generally similar. The algorithm
in [6] suffers by clumsy cycle detection, our approach needs costly synchroniza-
tion and many searches are often redundantly called.

For each of the above mentioned distributed-memory algorithm for the enu-
merative LTL model-checking there will most likely exist a set of input problems
on which it is superior to the others. Our future work will be focused on system-
atic, mainly experimental, comparison of these algorithms.

References

J. Barnat, L. Brim, and J. Chaloupka. Parallel Breadth-First Search LTL Model-
Checking. In 18th IEEE International Conference on Automated Software Engi-
neering (ASE’03), pages 106–115. IEEE Computer Society, Oct. 2003.
J. Barnat, L. Brim, and Distributed LTL Model-Checking in SPIN. In
Matthew B. Dwyer, editor, Proceedings of the 8th International SPIN Workshop
on Model Checking of Software (SPIN’01), volume 2057 of LNCS, pages 200–216.
Springer, 2001.
J. Barnat, L. Brim, and Property Driven Distribution of Nested DFS. In
Proceedinfs of the 3rd International Workshop on Verification and Computational
Logic (VCL’02 – held at the PLI 2002 Symposium), pages 1–10. University of
Southampton, UK, Technical Report DSSE-TR-2002-5 in DSSE, 2002.
S. Blom and S. Orzan. Distributed branching bisimulation reduction of state
spaces. In L. Brim and O. Grumberg, editors, Electronic Notes in Theoretical
Computer Science, volume 89.1. Elsevier, 2003.
B. Bollig, M. Leucker, and M. Weber. Local parallel model checking for the
alternation-free mu-calculus. In Proceedings of the 9th International SPIN Work-
shop on Model checking of Software (SPIN’02), volume 2318 of LNCS, pages 128–
147. Springer, 2002.
L. Brim, and R. Pelánek. Distributed LTL model checking
based on negative cycle detection. In Ramesh Hariharan, Madhavan Mukund, and
V. Vinay, editors, Proceedings of Foundations of Software Technology and The-
oretical Computer Science (FST–TCS’01), volume 2245 of LNCS, pages 96–107.
Springer, 2001.

and R. Pelánek. Distributed explicit fair cycle detection. In Thomas Ball
and Sriram K. Rajamani, editors, Model Checking Software, 10th International
SPIN Workshop, volume 2648 of LNCS, pages 49–73. Springer, 2003.

1.

2.

3.

4.

5.

6.

7.



366 Luboš Brim et al.

E. M. Clarke, O. Grumberg, and D. A. Peled. Model Checking. MIT Press, Cam-
bridge, Massachusetts, 1999.
C. Courcoubetis, M. Vardi, P. Wolper, and M. Yannakakis. Memory-Efficient
Algorithms for the Verification of Temporal Properties. Formal Methods in System
Design, 1:275–288, 1992.
H. Garavel, R. Mateescu, and I.M Smarandache. Parallel State Space Construc-
tion for Model-Checking. In Matthew B. Dwyer, editor, Proceedings of the 8th
International SPIN Workshop on Model Checking of Software (SPIN’01), volume
2057 of LNCS, pages 200–216. Springer, 2001.
B. R. Haverkort, A. Bell, and H. C. Bohnenkamp. On the efficient sequential
and distributed generation of very large Markov chains from stochastic Petri nets.
In Proceedings of the 8th International Workshop on Petri Nets and Performance
Models (PNPM’99), pages 12–21. IEEE Computer Society Press, 1999.
T. Heyman, O. Grumberg, and A. Schuster. A work-efficient distributed algorithm
for reachability analysis. In Warren A. Hunt Jr. and Fabio Somenzi, editors, 15th
International Conference (CAV’03), volume 2725 of LNCS, pages 54–66. Springer,
2003.
R. Hojati, H. Touati, R. P. Kurshan, and R. K. Brayton. Efficient omega-regular
language containment. In G. von Bochmann and D. K. Probst, editors, Proc. of
the Fourth International Workshop CAV’92, pages 396–409. Springer, 1993.
F. Lerda and R. Sisto. Distributed-memory model checking with SPIN. In Pro-
ceedings of the 6th International SPIN Workshop on Model Checking of Software
(SPIN’99), volume 1680 of LNCS, pages 22–39, Berlin, 1999. Springer.
R. Palmer and Ganesh Gopalakrishnan. A distributed partial order reduction algo-
rithm. In D. Peled and M. Y. Vardi, editors, Formal Techniques for Networked and
Distributed Systems - FORTE 2002, 22nd IFIP WG 6.1 International Conference
Houston, Texas, USA, November 11-14, 2002, Proceedings, volume 2529 of LNCS,
page 370. Springer, 2002.
M. Y. Vardi and P. Wolper. An automata-theoretic approach to automatic program
verification. In Proc. 1st Symp. on Logic in Computer Science (LICS’86), pages
332–344. Computer Society Press, 1986.

8.

9.

10.

11.

12.

13.

14.

15.

16.



Bloom Filters in Probabilistic Verification

Peter C. Dillinger and Panagiotis Manolios

Georgia Institute of Technology
College of Computing, CERCS

801 Atlantic Drive
Atlanta, GA 30332-0280

{peterd,manolios}@cc.gatech.edu

Abstract. Probabilistic techniques for verification of finite-state transition sys-
tems offer huge memory savings over deterministic techniques. The two leading
probabilistic schemes are hash compaction and the bitstate method, which stores
states in a Bloom filter. Bloom filters have been criticized for being slow, inac-
curate, and memory-inefficient, but in this paper, we show how to obtain Bloom
filters that are simultaneously fast, accurate, memory-efficient, scalable, and flex-
ible. The idea is that we can introduce large dependences among the hash func-
tions of a Bloom filter with almost no observable effect on accuracy, and because
computation of independent hash functions was the dominant computational cost
of accurate Bloom filters and model checkers based on them, our savings are
tremendous. We present a mathematical analysis of Bloom filters in verification
in unprecedented detail, which enables us to give a fresh comparison between
hash compaction and Bloom filters. Finally, we validate our work and analyses
with extensive testing using 3SPIN, a model checker we developed by extending
SPIN.

1 Introduction

Despite its simplicity, explicit-state model checking has proved to be an effective ver-
ification technique and has led to numerous tools, including SPIN [14], [18],
TLC [23], Java PathFinder [20], etc. The state explosion problem is especially acute
in explicit-state model checking because the amount of memory required depends lin-
early on the number of reachable states, which is often too large to enumerate in main
memory. Disk can be utilized intelligently [17, 23], but such algorithms will proba-
bly continue to be outperformed by algorithms that take advantage of the fast random
access time of main memory. Storing states more compactly in memory, therefore, is
very desirable, and because of the huge memory savings available, storing states in a
probabilistic data structure has become a popular approach and the topic of significant
research.

Virtually all of the proposed probabilistic verification approaches utilize one of two
data structures: a Bloom filter [14] or a compacted hash table [18]. The Bloom filter,
dating back to 1970 [1], is the data structure underlying “supertrace” [12], “multihash-
ing” [21], and “bitstate hashing” [13]. Compacted hash tables are utilized by “hashcom-
pact” [21] and the first version of “hash compaction” [18], but the technique was not
perfected until [19].

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 367–381, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Fig. 1. These graphs show the accuracy of three probabilistic verification techniques/
configurations for various state space sizes. In both graphs, lower is better. The data points for
“Hash compaction” and “Bloom filter” are obtained with data structures optimized for a state
space size of using 400MB of memory. The graphs show the accuracy of the data structures
as the size of the state space varies. The left graph shows the probability that even a single omis-
sion occurs, while the right graphs shows the expected percentage of states omitted. The “Bloom
filter” (k = 24) and “Supertrace” (k = 2) accuracies are computed using the analyses in Section 3.
To compute the “Hash compaction” values we need to know the number of expected collisions in
the table for the verifier run represented by each data point [18]. We determine this experimen-
tally by counting the number of collisions in 3SPIN’s ordered, compacted table implementation,
which in this case uses 32 bits per state and has a maximum visitable size of 104857589.

The literature contains explanations on both sides of the Bloom filter vs. hash com-
paction debate as to why each data structure is the best. We have found that neither
is best, but that there are scenarios under which each is the best choice. More specif-
ically, we identify three probabilistic verification techniques (based on the two data
structures), each of which we believe is the best choice for some level of knowledge of
the state space size.

When the state space size is completely unknown, Holzmann’s supertrace method,
which uses a Bloom filter with two hash functions, is the best choice because of its
high expected coverage over a wide range of state space sizes (Figure 1, right graph).
Supertrace is fast but starts omitting states for state spaces much smaller than other
approaches (see Figure 1, left graph). Nevertheless, we can estimate actual state space
sizes rather accurately with supertrace (see Section 3.3).

When we know the size of the state space rather accurately – if we have an estimate
that we are reasonably certain is within about 15 % of the actual size – the best choice is a
compacted hash table configured with slightly more cells than the maximum estimated
state space size. This technique gives exceptionally high accuracy within this narrow
range of state space sizes (Figure 1, left graph), and its speed is similar to supertrace’s.
If, however, the data structure overflows (right graph) or is underpopulated (left graph),
a Bloom filter configured for the same estimate would have been a better choice.

When we have a rough estimate of the state space size, a Bloom filter configured for
that estimate can tolerate much more deviation from the estimate than hash compaction
can, and is likely to be much more accurate than supertrace. Such a configuration re-
mains a respectable choice even if the estimate is off by a factor of five or more.
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This last technique usually calls for a Bloom filter with many more hash functions
than supertrace’s two, but until our improvements to Bloom filters, introduced in [5],
such configurations were unreasonably slow and not considered a good choice: “In a
well-tuned model checker, the run-time requirements of the search depend linearly on
[the number of hash functions]: computing hash functions is the single most expen-
sive operation a model checker must perform” [14]. “[C]omputing 20 hash functions is
quite expensive and will substantially slow down the search. Hash compaction is also
superior in this regard, requiring only one 96-bit signature to be calculated” [22]. Our
improvements, which require only a 2-3 word signature to be computed on the state
descriptor, nullify these claims and make the configured Bloom filter technique a good
choice for the rough estimate case.

If supertrace provides an estimate of state space size sufficient for configuring hash
compaction, when do we have a only a rough estimate of the state space size? One
will have a rough estimate at many times during the development and verification of
a model. First of all, small changes to a model during development can easily modify
the size of a state space by more than 15%. Secondly, most models are parameterized
and the state space sizes of larger instances can only be predicted roughly with respect
to smaller instances. Because of its reasonable handling of a wide range of state space
sizes, the Bloom filter is preferable in these cases.

Version 2.0 of 3SPIN, our modified version of the SPIN model checker, is designed
around the three probabilistic verification modes described above. Whenever 3SPIN
finishes a verification run that revealed no errors in the model, it outputs detailed infor-
mation on the expected accuracy of the run, uses this information to output an estimate
of the actual state space size, and recommends bitstate or hashcompact configurations
for future runs. We used various versions and configurations of 3SPIN for the exper-
imental results in this paper, but 3SPIN always seeds its hash functions based on the
current time, resulting in virtually independent functions among executions. Unless
otherwise specified, timings are taken on a 2.2Ghz non-Xeon Pentium4 (Dell Preci-
sion 340), with 512MB PC800 RDRAM running Red Hat Linux 9 with the 2.4.20
kernel. We used version 3.1.1 of the GNU C compiler with the following arguments:
-O3 -march=pentium3 -mcpu=pentium4.

One category of related work is state space caching and the t-limited scheme of
hash compaction [19]. This approach offers more flexibility to hash-compacted tables
and might be a reasonable choice if memory is so constrained that a hash-compacted
table of the whole state space is too inaccurate, but we don’t see this scheme as a
viable replacement for the Bloom filter. Unlike state space caching, supertrace is able
to explore a huge number of states with no redundant work, allowing it to find errors
quickly. Another problem with state-space caching is that it does not give an indication
of the size of the state space. This is acceptable in cases where state-space caching is
a good choice for the problem size, but trying state-space caching is not a good way to
test whether it is a good solution, because it is difficult to distinguish a process that is
about to finish from one that will do many times more work than a Bloom filter.

Another category of related work is reductions that can play their own role in tack-
ling state explosion. Both symmetry [3,7,6] and partial-order reductions [9,11] are
compatible with the probabilistic techniques discussed. 3SPIN preserves SPIN’S partial-
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order compatibility, but we have disabled it in our tests in order to more accurately
measure accuracy and to work with larger state spaces.

This paper examines Bloom filters for verification in unprecedented detail and gives
analytical and empirical validation of the speed and accuracy of our improved Bloom
filters. Section 2 introduces Bloom filters and reviews basic analyses that, until now,
have not been fully utilized by the verification community. Section 3 extends these anal-
yses by presenting two accuracy metrics for evaluating the performance of Bloom filters
as visited lists. Section 4 details the effects of sacrificing hash function independence.
Section 5 describes replacements for independent hash functions that represent various
tradeoffs in efficiency and accuracy, though all our techniques provide huge speed ben-
efits at virtually unobservable accuracy costs. Section 6 gives the results of many tests
with modified versions of the SPIN model checker. The results validate our analytical
accuracy claims. We end by concisely restating our contributions in Section 7.

2 Bloom Filters

A Bloom filter is used to represent subsets of some universe U. A Bloom filter is imple-
mented as an array of m bits, uses k index functions mapping elements in U to [0..m),
and supports two basic operations: add and query. The index functions are tradition-
ally assumed to be hash functions with the standard assumptions that they are random,
uniform, and independent, though these assumptions can be replaced with universal
hashing arguments. Initially, all bits in the Bloom filter are set to 0. To add to a
Bloom filter, the index functions are used to generate k indices into the array and the
corresponding bits are set to 1. A query is positive iff all k referenced bits are 1. A neg-
ative query clearly indicates that the element is not in the Bloom filter, but a positive
query may be due to a false positive, the case in which the queried element was not
added to the Bloom filter, but all k queried bits are 1 (due to other additions).

We now analyze the probability of a single query of an unadded element returning
a false positive (taken from [2]). Note that if p is the probability that a random bit of
the Bloom filter is 1, then the probability of a false positive is the probability that
all k index functions map to a 1. If we let i be the number of elements that have been
added to the Bloom filter, then as ik bits were randomly selected,
with probability in the process of adding i elements. We use to denote the
probability that the (i + 1)st addition causes a false positive.

This construction of the false positive probability is far more accurate than the anal-
yses of bitstate hashing that appear in verification literature [21, 13, 22]. These analyses
assumed that every addition to the data structure flips k to This assumption is
far from reasonable, e.g., when the data structure contains half 1’s and half 0’s, the ex-
pected number of 0’s that are flipped by an addition is This property is crucial to the
flexibility of Bloom filters and is necessary for accurate analysis.

The false positive probability is obviously an important metric, and with some work
one can show that it is minimized exactly when In [2], the term

is approximated by and the claim is made that, modulo this approximation,
the probability of false positives is minimized when where ln is One
can show that this last formula is an upper approximation.
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3 Bloom Filters in Verification

Although perfect for some applications [16,8], the false positive rate is insufficient as a
metric for evaluating the accuracy of Bloom filters in probabilistic explicit-state model
checking. More appropriate metrics are based on the number of states that are omitted
from the search, which tells us how much uncertainty there is in the model checking
result. The first way to estimate this uncertainty is by computing the expected number of
omissions, which could be used to estimate “coverage” as in [13]. The second metric is
the probability that one or more omissions occur, as done for hash compaction in [18].

3.1 A Simplified Problem

We start with a simplified problem: given n unique states, add each one to a Bloom
filter, but before each addition, query the element against the same Bloom filter to see
if it returns a false positive. Each false positive is due to a filter collision, in which all
bits indexed were set to one by previous additions. We will designate the number of
(Bloom) filter collisions with

To compute the probability of no filter collisions at all, we start by noting that in a
Bloom filter containing i elements, the probability that adding a new element does not
lead to an omission is just 1 minus the probability of a false positive. The probability
of there not being an omission at all is approximately the product of there not being an
omission as i ranges from 0 to The probability

that there are one or more filter collisions,
To compute the expected number of filter collisions when querying and adding n

distinct states, we must compute how much each state is expected to contribute. At run
time, each new state contributes 1 filter collision with probability Adding all n of
these up, we get the expected number of filter collisions:

3.2 The General Problem

We now generalize our simplified problem to address the issues in explicit-state model
checking, and tailor our analyses accordingly. The results apply more generally to any
scenario in which a Bloom filter is used to represent the visited set in a graph search
algorithm.

If we assume that the model checker reaches every state, we can apply the analysis
given for our simplified problem2. This assumption, however, is unsafe because omis-

1

2

To be more precise, one must assume the n additions are non-colliding. For brevity, we present
the very close approximation that ignores this assumption.
In [13], Holzmann points out that SPIN is written so that states are checked for errors each time
they are reached (queried against visited list). Analysis in [19] also assumes this technique is
employed. This might not be a reasonable choice in all cases, so our analysis is conservative
in assuming this technique is not employed.
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sions can cause other states never to be reached, and never to be queried against the
Bloom filter. We distinguish between two types of omissions:

Definition 1 A hash omission is a state omitted from a search because a query of the
visited set resulted in a false positive.

Definition 2 A transitive omission is a reachable state omitted from a search because
none of its predecessors were expanded; thus, the state was never queried against the
visited set.

We use to represent the number of hash omissions in a verifier run. The corre-
spondence with the simplified problem tells us that and

We use to represent the number of transitive omissions in a verifier run, and o
to represent the total omissions: An obvious, but useful, lemma is that
if there are no hash omissions, then there are no transitive omissions. Consequently,

Lemma 1 (Probability of No implies o = 0

In the presence of hash omissions, the number of transitive omissions can vary
wildly – even for the same model and same number of expected hash omissions (see
Section 6). Nevertheless, Holzmann has observed that the number of hash omissions
is a useful approximation of the total number of transitive omissions [13], meaning we
could estimate the total number of omissions as follows (though Holzmann’s formulas
for E(o) and are different):

This estimation is very rough and heavily dependent on the connectivity of the
model being checked, but it is consistent with our results in Figure 2. One curve shows
the computed values for under the experimental configuration. Very close to that
curve is a curve that shows how many filter collisions (false positives) occurred when
querying and adding all reachable states to the Bloom filter, just like the simplified
problem of Section 3.1. This method gives us an empirical estimate of hash omissions.
The last curve shows average total omissions from actual verifier runs.

Another lesson to take from Figure 2 is that getting close to the right k can result in
orders of magnitude fewer omissions than using supertrace (k = 2).

Finally, the expected number of omissions can be used to estimate the percentage
of states covered by a bitstate search, as Holzmann did with less precision in [13]. Our
coverage estimate is just (n – E(o))/n·100% (see Equation 2).

3.3 Maximizing Accuracy

So far our accuracy analyses have been summative; that is, we can evaluate the accuracy
of a search given m, n, and k. However, as discussed in the introduction, we would like

3 To be more precise, n would have to the number of reached states, which would have to account
for transitive omissions, which are virtually impossible to predict precisely.
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Fig. 2. We show the expected and observed omissions out of a 606,211-state instance of PFTP
using 1MB for the Bloom filter, as k is varied. The theoretical optimum value for k is 11. Except
for those that are directly computed, each point represents the average of 100 iterations.

to be able to determine what configuration is the best choice given some rough estimate
of the state space size, n. The m parameter is easy to choose, however, because it should
be as big as possible without the verifier spilling into swap space. Larger Bloom filters
(and compacted hash tables) are always more accurate, and thus, this section focuses
on the more interesting parameter, k.

k is a complicated factor for accuracy because too many or too few index functions
hurt accuracy. In fact, for a given m and n there is one k that is the best choice according
to our expected omission metric – a consequence of the curve always being concave
up with respect to k (see Figure 2). The best k happens to be virtually the same for our
probability of omissions metric, which we partially verified by computing virtually the
same values found in Table 1 for this other metric. For all practical purposes, optimizing
for one of these metrics gives the same result as optimizing for the other.

One approach to minimizing the expected hash omissions is to differentiate Equa-
tion 1 with respect to k and set it equal to 0 to find the global minimum. This method
gives us the non-discrete choice of k that minimizes the expected omissions, but Bloom
filters must use a discrete number of index functions. Rounding to the nearest integer is
a reasonable fix but does not always result in the best discrete k.

The large m and n values we encounter in practice mean that the best choice of k
depends only on the ratio of m to n. Below we show that if k minimizes the expected
omissions for m and n, then k minimizes the expected omissions for cm and cn, because
the expect omission curve is the same except for a constant factor of c. To see this, note
that Using some calculus, we have:

We can now use Equation 1 to calculate, for any given positive integer value of k,
the range of m/n values for which it is the best choice. We do this by picking a large
m and computing a barrier value b such that if m/n < b, then using k hash functions is
better than using k + 1, and if m/n > b, then using k + 1 hash functions is better than
using k. This takes O(m) time. For example, at k = 6 and k = 7 give
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the same expected number of hash omissions. k = 7 remains the best choice for m/n
values up to about 9.13545. We derive a closed-form estimate for this relationship by
generating a formula that approximately fits the computed values:

Table 1 compares some of the computed barriers with those obtained by our closed-form
estimate and illustrates that the difference between the two approaches is not significant.

One of the big advantages of Bloom filters is that they can be used to estimate
the total size of the state space with high accuracy. 3SPIN uses some tricks beyond
the scope of this paper for this purpose, but here is another technique that is just as
valid. Let N be the number of states identified as unique by the Bloom filter during
the verification and let p be the proportion of 0’s in the Bloom filter after verification.
From our analysis in Section 2, where i is the number of distinct states
we attempted to add (note that because of false positives). Solving for i, we have

From equation 2, we have that thus n (the size of the
state space)

Notice one last thing about Bloom filters in verification, if m is several gigabytes or
less and m/n calls for more than about 32 index functions, the accuracy is going to be
so high that there is not much reason to use more than 32 – for the next several years
at least. In response to this, 3SPIN currently limits the user to k = 32. The point of this
observation is that we do not have to worry about the runtime cost of k being on the
order of 64 or 100, because those choices do not really buy us anything over 32.

4 Fingerprinting Bloom Filter

As Section 3.3 demonstrates, getting the highest accuracy for available m and estimated
n can require the use of many index functions. In this section we introduce a strategy
that can greatly reduce the cost of computing many index functions and analyze how to
make its effect on accuracy negligible.

A regular Bloom filter operation applies the state descriptor to each of k indepen-
dent hash functions to compute the bit vector indices associated with that state, yielding
a time complexity of A fingerprinting Bloom filter first applies the state descrip-
tor to a hash function to compute that state’s hash fingerprint, and then applies that
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fingerprint to a set of k functions to get the indices for the state, yielding a complexity
of

Let us consider a concrete example, like that used below in Figure 3. Let k = 24;
let words; and let the state descriptor be words, though a complex sys-
tem could easily require 100 or more words. Thus, using independent hash functions
requires 384 units of time for each Bloom filter operation, whereas using fingerprinting
requires about 80 units. This is a very significant difference, as hash function computa-
tion tends to dominate the time cost of probabilistic model checking [14].

In order to quantify the accuracy impact of fingerprinting, we describe how its op-
eration impacts how Bloom filters can omit states from models.

Definition 3 A fingerprint collision is a state that is falsely presumed as previously
added because a state that hashed to the same fingerprint was added previously.

Definition 4 A filter collision  is a state that is not a fingerprint collision but is falsely
presumed as previously added because all of the bits indexed were set to 1 by previous
additions.

The probability of an addition resulting in a fingerprint collision depends on the size
of the fingerprint. If each fingerprint can take a value from 0 to s – 1, the probability of
the (i + 1)st addition causing a fingerprint collision, clearly, is

The probability of a false positive in a fingerprinting Bloom filter is the probability
of it having a fingerprint collision or having a filter collision, which is:

A simple overestimate for is
We can use this false positive probability for a fingerprinting Bloom filter to

compute expected omissions from a search using a fingerprinting Bloom filter, and that
is as simple as replacing in Equation 1 with For brevity, we have omitted
the analysis for probability of omissions in a fingerprinting Bloom filter, but when much
smaller than 1, the probability of any omissions is virtually the same as the expected
hash omissions, because when

Figure 3 plots the expected hash omissions for a 384MB Bloom filter using 24 index
functions and a 64-bit fingerprint, which is about the size of two indices into the Bloom
filter. The graph also has a curve for the contribution of filter collisions and for the
contribution of fingerprint collisions. The “filter collision” curve shows what we would
expect without using fingerprinting, and the “total” curve shows what we would expect
from the fingerprinting Bloom filter. Note that the Y-axis for each graph uses a loga-
rithmic scale, and once the accuracy of a fingerprinting Bloom filter is worse than some
threshold, fingerprinting has virtually no effect on that accuracy. However, fingerprint-
ing tends to limit how accurate a Bloom filter can get when below that same threshold.
This accuracy threshold is determined mostly by the fingerprint size, accommodating
higher Bloom filter accuracies if the fingerprint is larger.

5 Implementing Index Functions

Fingerprinting is the first key to enhancing the speed of Bloom filters with more than
just a couple index functions, and the second key is to use an effective and efficient
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Fig. 3. This graph shows the expected hash omissions contributed by different types of collisions
over a range of state space sizes 384MBytes are allocated to the Bloom filter

and 24 index functions are used (k = 24), the optimal choice for The
fingerprint size is 64 bits

scheme for computing indices based on the fingerprint. This section describes two tech-
niques introduced in previous work [5], points to some shortcomings in these tech-
niques, and introduces a new technique that overcomes these shortcomings (as validated
by results in Section 6).

5.1 Double and Triple Hashing

It is no coincidence that we analyzed fingerprinting Bloom filters in terms of a fin-
gerprint the size of two indices. Our double and triple hashing techniques for Bloom
filters employ two and three indices (respectively) to derive all k index values [5]. Dou-
ble hashing is a well-known method of collision resolution in open-addressed hash ta-
bles [4,15,10], but we were the first to apply the concept to Bloom filters.

These approaches are easy to understand simply by looking at pseudocode:

Algorithm 1 This algorithm computes index values for a Bloom filter by using double
or triple hashing, by excluding or including (respectively) the lines in boldface. The
indices for the Bloom filter to probe in its bit vector are stored into the array f. The
fingerprint can be thought of as the results of the hash functions a,b, and (optionally)
c, which operate on the state descriptor, and return values from 0 to m–1 (subject
to restrictions in text).

The algorithm describes how the values are computed on a sequential machine, and
shows the simplicity of such computation. We can also define double and triple hashing
mathematically:
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Not present in either description are restrictions that must be placed on b to ensure
all (or almost all) k indices are unique. In the case of double hashing, if is zero,
all indices will be the same, which is very bad for the collision probability. Similarly,
if divides m, the number of indices probed will be the minimum of k and
which could be as small as two. To avoid these cases, should be made non-zero
and relatively prime to m. When m is a power of 2, simply make odd. If m is not a
power of 2, we recommend making m the largest prime not greater than the requested
m, and must merely range from 1 to m – 1.

Triple hashing is less prone to the problems described for double hashing, because
and must collaborate in generating redundant indices. Applying the same

restrictions on as we do for double hashing alleviates any problems. Although this
does not guarantee all indices are unique, neither do independent hash functions, and in
both cases a significant number of redundant indices for a single state is highly unlikely.

As empirical results in our companion SPIN paper show [5], double hashing im-
poses an observable accuracy limitation on a Bloom filter. In fact, a double hashing
Bloom filter behaves much like a fingerprinting Bloom filter using a fingerprint a little
smaller than two indices; that is, the accuracy threshold at which the choice of dou-
ble hashing causes a noticeable loss of accuracy is worse than we would expect for a
two-index fingerprint. In our SPIN implementation we went straight to triple hashing
because our hash function produced enough data after a single run to support triple
hashing.

For the general case, in which computing a three-index fingerprint could be 50%
more costly than computing a two-index fingerprint, great would be a technique that
preserves the theoretical accuracy of a two-index fingerprinting Bloom filter but has a
per-k cost similar to double hashing.

5.2 Enhanced Double Hashing

A scheme we call “enhanced double hashing” comes much closer to the theoretical
accuracy of two-index fingerprinting and has a per-k cost similar to double hashing.
Here is the algorithm:

Algorithm 2 This algorithm computes index values for a Bloom filter using our en-
hanced double hashing scheme. The indices for the Bloom filter to probe in its bit vector
are stored into the array f. The two indices of the fingerprint are the results of the hash
functions a and b, which operate on the state descriptor, and return values from 0 to
m – 1
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We can also define enhanced double hashing mathematically:

The first way this new scheme improves over double hashing is that b is no more
restricted than a; both of them can be arbitrary indices. Double hashing must make
odd if is a power of two, effectively reducing the fingerprint size by one bit, which
approximately doubles the probability of a fingerprint collision.

The second problem with double hashing is more subtle, because the collisions the
problem contributes to are not pure fingerprint collisions. Double hashing suffers from
what we call the “approximate fingerprint collision” problem.

Definition 5 An approximate fingerprint collision is a filter collision whose probability
is exacerbated by two or more indices colliding with those of a single previous addition
with a related fingerprint.

What constitutes a relationship between fingerprints depends on the implementation
of the index functions. The simplest example for double hashing is when
and If has already been added, all but one of the in-
dices for are already set to 1, which does not guarantee a collision (the other index
might still be 0), but greatly increases the probability. Another example for double hash-
ing is when and If has already been added,
every other index for will collide with the first half the indices for

In fact, the set of indices can be exactly the same if
and According to this relationship, any set of in-

dices producible by double hashing can be produced by two pairs of values: one going
“forward” and the other going “backward”. This would not happen if we made sure

did not reach or exceed m/2, effectively reducing the fingerprint size by a bit, but
the overall collision probability stays the same in either case.

Because enhanced double hashing does not suffer the drawbacks of double hashing,
it preserves the theoretically expected accuracy of a two-index fingerprinting Bloom
filter, as our empirical results show in the next section.

6 Empirical Validation

We start this section with results that demonstrate that our implementations and our
techniques generalize to arbitrary models of arbitrary size (Table 2).

Table 3 shows that the various implementations of index functions match almost
exactly the expected accuracies from our analyses. For example, double hashing per-
forms worse than enhanced double even if two bits of information are removed from
the fingerprint in the enhanced double implementation. This is consistent with the short-
comings we described for double hashing.

All of the “theoretical” values in Table 3 are computed from our fingerprinting anal-
ysis (Section 4), which assumes independent hash functions are applied to the finger-
print. In this case, the effect of a two-index fingerprint is (barely) observable and en-
hanced double hashing seems to do as well as we would expect using independent hash
functions on the fingerprint.
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The probability of a fingerprint collision with a three-index fingerprint is so low that
we would need nine significant digits to notice its effects in the “theoretical expecta-
tion” calculations. The empirical results of using triple hashing are consistent with this
expectation.

The left component of Figure 4 reminds us that the various index function algo-
rithms only have observably different accuracies when the accuracy is really high. The
same figure also shows that the various algorithms follow the same curve and, thus, the
best choice for k applies to all of them. In this case, theory says the best choice is k = 14,
which is consistent with the graph. Also notice that the graph has several outliers. These
are not due to flaws in the algorithm, but to the unpredictability of transitive omissions.

The right component of Figure 4 shows execution times for various implementations
of the index functions. The small per-k cost of our techniques make them much more
efficient when many index functions are used. For example, k = 28 for enhanced double
hashing is faster (per state explored) than k = 5 for independent hash functions, and five
times faster than k = 28 for independent hash functions.

Our last test (not graphed) estimates how much of the per-k cost of additional index
functions under enhanced double hashing is due to main memory latency. When the
Bloom filter was sized much larger than the processor cache, k = 27 was 44% slower
than k = 10. However, when the Bloom filter and the code were able to fit in cache,
k = 27 was only 26% slower. For this machine at least (Katmai Pentium III Xeon, 2MB
cache), we can conclude that main memory latency is at least 40% of the per-k cost,
which suggests the per-k overhead of our Bloom filters is about is small as possible.

7 Conclusions

We have shown how to obtain Bloom filters that are simultaneously fast, accurate,
memory-efficient, scalable, and flexible. As a result, Bloom filters tuned for particular
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Fig. 4. The left graph shows the number of omissions for various algorithms and choices of k
using a 2MB Bloom filter (no consistent difference intended; see text). Each point is an average of
1000 iterations. The graph on the right shows the time per state visited for various index function
implementations and choices of k. 8MB was allocated for the Bloom filter, and each data point is
the average time per state over 5 verifier runs. Both experiments used a 914,859-state instance of
PFTP with 192-byte (48-word) descriptors.

state space size estimates run at speeds approaching a supertrace Bloom filter (two hash
functions). When only a rough estimate of the state space size is available, e.g., after a
model has been modified, such properly-tuned Bloom filters have a sizable advantage
over both supertrace and hash compaction. Supertrace does not take into account any
information about estimated state space sizes and, thus, incurs a significant accuracy
cost; at the other extreme, hash compaction can offer the highest accuracy of the ap-
proaches we have considered, but easily becomes a bad choice if our estimate is off by
about 15%. For these reasons, our Bloom filters have an important role to play in the
modern practice of model checking and verification.
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Abstract. We present a simple method for verifying the safety prop-
erties of cache coherence protocols with arbitrarily many nodes. Our
presentation begins with two examples. The first example describes in
intuitive terms how the German protocol with arbitrarily many nodes
can be verified using a combination of Murphi model checking and ap-
parently circular reasoning. The second example outlines a similar proof
of the FLASH protocol. These are followed by a simple theory based
on the classical notion of simulation proofs that justifies the apparently
circular reasoning. We conclude the paper by discussing what remains
to be done and by comparing our method with other approaches to the
parameterized verification of cache coherence protocols, such as com-
positional model checking, machine-assisted theorem proving, predicate
abstraction, invisible invariants, and cut-off theorems.

1 Introduction

The by-now standard method in industry for debugging a cache coherence pro-
tocol is to build a formal model of the protocol at the algorithmic level and then
do an exhaustive reachability analysis of the model for a small configuration size
(typically 3 or 4 nodes) using either explicit-state or symbolic model checking.
While this method does offer a much higher degree of confidence in the correct-
ness of the protocol than informal reasoning and simulation can, and protocol
designers often have intuitions about why 3 or 4 nodes suffice to exercise all
“interesting” scenarios, it is still very desirable to actually have a proof that the
protocol model is correct for any number of nodes.

Proving a protocol correct for any number of nodes (or some other config-
uration parameters) is called parameterized verification. Unfortunately, param-
eterized verification is in general an undecidable problem [1]. While this result
may not be directly applicable to a specific protocol or even a restricted class of
protocols, it does suggest that parameterized verification of real-world protocols
will likely require a certain amount of human intervention. So our goal here is to
figure out how to minimize human intervention and maximize the work done by
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automatic tools (such as model checkers). Most importantly, we would like the
automatic tools to extract the necessary information from the protocol that can
guide the human prover to come up with the crucial lemmas that will enable the
automatic tools to finish the proof unaided.

Inspired by McMillan’s work on compositional model checking [10] and its
application to the FLASH cache coherence protocol [12], we present in this paper
a simple method for the parameterized verification of cache coherence protocols
that meet the above desiderata. Our method has several advantages:

1.

2.

3.

4.

5.

It can be used with any model checker. The freedom to choose model checkers
is important in practice, as experience shows that for cache coherence proto-
cols explicit-state model checkers are more robust and often more powerful
than symbolic model checkers1. In this paper we use Murphi [5,8].
It has a clearly spelled-out and, we hope, easy-to-understand theory justify-
ing the soundness of the apparent circularity in its reasoning. The theory is
based on the classical notion of simulation proofs [15].
The invariants, called noninterference lemmas, that the human prover has
to provide for the proof to go through fall far short of a full-fledged inductive
invariant, which are very hard to construct for any nontrivial protocol. This
is especially true for more complex protocols such as FLASH.
The capability of model checkers to do reachability analysis completely au-
tomates the reasoning about the states of individual nodes and is used to
discover crucial interactions between nodes, which then guide the human
prover to formulate the right noninterference lemmas.
Having applied our method to the German and FLASH cache coherence
protocols successfully, we believe that it is quite applicable to many industrial
cache coherence protocols, though certain automation will make it easier and
more reliable to use.

The rest of this paper is organized as follows. Sections 2 and 3 explain our
method in intuitive terms using as examples the German and FLASH cache co-
herence protocols. In addition to demonstrating the feasibility of our method,
these examples give a flavor of the hardest human task in applying our method:
the formulation of noninterference lemmas using insights gained from counterex-
amples. Once all the counterexamples are removed, the theory developed in Sec-
tion 4 based on the classical notion of simulation proofs can be used to justify the

1 There are several possible reasons for this. First, the speed and space requirement of
explicit executions do not vary a lot with the details of data structures used in the
protocol, while BDD performance can be very sensitive to the precise nature of data
structures (e.g., FIFO queues tend to be bad for BDDs). Second, explicit-state model
checking can take advantage of symmetry reduction [8] in each run, while symmetry
reduction only reduces the number of cases to prove, not the complexity of each
proof, in symbolic model checking [10]. Third, explicit-state model checkers lend
themselves better than symbolic ones to disk-based techniques [4], which can trade
time for capacity. SAT-based symbolic model checkers are not known to outperform
BDD-based ones on cache coherence protocols [13].
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apparently circular reasoning needed in our proofs. Section 5 discusses what re-
mains to be done, in particular how the many tedious tasks performed by hand
in the German and FLASH proofs can and should be mechanized. Section 6
compares our method with other approaches to the parameterized verification
of cache coherence protocols.

2 Parameterized Verification of the German Protocol

The German protocol [7] is a simple cache coherence protocol devised by Steven
German in 2000 as a challenge problem to the formal verification community2.
Since then it has become a common example in papers on parameterized verifi-
cation [2, 6, 9, 17]. The Murphi code of the German protocol we will use is shown
in Figure 1 and should be self-explanatory. It is essentially the same as the one
in [17] except that we have shortened identifier names and added data paths to
make it more interesting. The state variable AuxData is an auxiliary variable for
tracking the latest value of the cache line and does not affect the execution of
the protocol in any way; its sole purpose is to allow us to state the property
(DataProp) about the correct data values in memory and caches.

Now let us try to prove that the invariants CtrlProp and DataProp are true
in the German protocol (abbreviated as GERMAN below) for an arbitrary number
of caching nodes. The basic idea behind our method is as follows. Consider an
instance of GERMAN with a large number of caching nodes. Choose any 2 of
the caching nodes (the reason for the number 2 will become clear later) and
observe the behaviors of them plus the home node (whose data structures are
not indexed by NODE). Note that since all caching nodes are symmetric [8] with
respect to one another, it does not matter which 2 nodes we choose. We will try
to construct an abstract model ABSGERMAN containing the home node plus the
2 chosen nodes with the following properties:

P1. ABSGERMAN permits all possible behaviors that the home node plus the 2
chosen nodes can engage in, including what those nodes that are not chosen
can do to them.

P2. The behaviors of ABSGERMAN are sufficiently constrained that interesting
properties (including CtrlProp and DataProp) can be proved about them.

If we can achieve both P1 and P2, then we can deduce the truth of CtrlProp
and DataProp in GERMAN from their truth in ABSGERMAN. But there is clearly
a tension between P1 and P2 and it is not obvious how to meet them both. Our
strategy is to start with an ABSGERMAN that obviously satisfies P1 but violates
P2 and then refine ABSGERMAN over several steps until P2 is satisfied, while
maintaining P1 all the time.

We begin with a naive abstraction of GERMAN shown in Figure 2 that is
obtained by making the following changes to the model in Figure 1:

2 German’s challenge was to verify the protocol fully automatically, which is not our
goal. But his protocol, being short, is a good medium for presenting our method.
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Fig. 1. The German cache coherence protocol

1.

2.

3.

4.

Set NODE_NUM to 2, which has the effect of changing the type NODE to con-
taining only the 2 nodes chosen for observation.
Add a new type declaration: “ABS_NODE : union {NODE, enum{Other}}”,
which contains the 2 chosen nodes plus a special value Other representing
all those nodes that are not chosen.
If a state variable (including array entries) has type NODE, change it to
ABS_NODE, because in the abstract model a node pointer can still point to a
node that is not being observed (i.e., an Other). In GERMAN, there is only
one variable whose type is so changed: “CurPtr : ABS_NODE”.
But the occurrences of NODE as array index types are not changed, because
we are observing only the nodes in NODE (plus the home node, which is not
indexed) and have discarded the part of the state corresponding to the nodes
represented by Other.
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Fig. 2. Abstract German protocol: First version

5.

6.

There is nothing to be done about abstracting the state initialization rou-
tine Init, since no node pointer is initialized to a specific node (CurPtr is
initialized to undefined).
We now consider how to abstract the state transition rulesets, each of which
has a node parameter i. There are two cases to consider:
(a)

(b)

When i is one of the 2 chosen nodes: This is taken care of by keeping a
copy of the original ruleset, since now the type NODE contains precisely
those 2 nodes. There is one subtlety, though: note that the precondition
of ruleset SendGntE contains a universal quantification over NODE, which
is weakened by the “shrinking” of NODE to only the 2 chosen nodes. But
since the universal quantification occurs positively, this weakening only
makes the rule more permissive, which is what we want (recall P1 above).
When i is an Other: We create an abstract version of each ruleset for
this case, as shown in Figure 2. The goal is to satisfy P1 without making
the abstract rulesets too permissive. Our method is summarized below:

i.
ii.

iii.

All occurrences of i in the original rulesets are replaced by Other.
All references to the part of the state indexed by Other that occur
positively in the preconditions are replaced by true, since the ab-
stract model does not track that part of the state and hence cannot
know the truth values of such references. By substituting true for
such references, the rules are made more permissive (indeed, often
too permissive, which we will fix later).
Similarly, all changes to the part of the state indexed by Other are
discarded, since they have no effects on the part of the state that
the abstract model keeps. As a consequence, the rulesets
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iv.

v.

SendInv,SendInvAck, and are all abstracted by a single
no-op rule ABS_Skip. Furthermore, since the statement part of rule-
set ABS_RecvInvAck now contains only a single “if then end”,
we move the condition into the guard of the ruleset.
If a part of the state indexed by Other is assigned to a state vari-
able in the abstract model, we undefine that variable to represent
the fact that the value being assigned is unknown. This happens to
MemData in ruleset ABS_RecvInvAck.
The argument about the universal quantification in the precondition
of the ruleset ABS_SendGntE is the same as before.

Clearly, the above abstraction steps are conservative in the sense that the ABS-
GERMAN thus obtained permit all possible behaviors of the home node plus any
2 caching nodes in GERMAN. It is, however, too conservative: if we model-check
the abstract model in Figure 2, we will get a counterexample. In the rest of this
section we explain how ABSGERMAN can be “fixed” to remove all counterexam-
ples. But before we do that, let us comment out the property DataProp, because
for cache coherence protocols it is generally a good idea to prove all control logic
properties before working on any data path properties, as the latter depends on
the former but not vice versa.

We now do the model checking, which produces the following counterexample
toCtrlProp: node sends a ReqE to home; home receives the ReqE and sends
a GntE to node node receives the GntE and changes its cache state to E;
node sends a ReqS to home; home receives the ReqS and is about to send
an Inv to node but suddenly home receives a bogus InvAck from Other
(via ABS_RecvInvAck), which causes home to reset ExGntd and send a GntS
to node node receives the GntS and changes its cache state to S, which
violates CtrlProp because node is still in E. The bogus InvAck from Other
is clearly where things start to go wrong: if there is a node in E, home should
not receive InvAck from any other node. We can capture this desired property
as a noninterference lemma:

which says that if home is ready to receive an InvAck from node i (note that
the antecedent is simply the precondition of RecvInvAck plus the condition
ExGntd = true, which is the only case when the InvAck is to have any effect
in ABS_RecvInvAck), then every other node j must not have cache state E or a
GntE in transit to it. (We are looking ahead a bit here: if the part about GntE
is omitted from Lemma_1, the next counterexample will compel us to add it.)
If Lemma_1 is indeed true in GERMAN, then we will be justified to refine the
offending abstract ruleset ABS_RecvInvAck as follows:
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where we have strengthened the precondition by instantiating Lemma_1 with i
= Other. (Note that since Other is distinct from any j in NODE in the abstract
model, there is no need to test for the inequality.) Why is this strengthening jus-
tified? Because Lemma_1 says that when RecvInvAck with i = Other is enabled,
the conjunct we add to the precondition of ABS_RecvInvAck is true anyway, so
adding that conjunct does not make ABS_RecvInvAck any less permissive.

But how do we prove that Lemma_1 is true in GERMAN? The surprising answer
is that we can prove it in the same abstract model where we have used it to refine
one of the abstract ruleset! Is there any circularity in our argument? The answer
is no, and we will develop a theory in Section 4 to justify this claim.

So we can refine ABS_RecvInvAck as shown above and add Lemma_1 as an
additional invariant to prove in the abstract model. But this is not yet sufficient
for removing all counterexamples. More noninterference lemmas and ruleset re-
finements are needed for that and the model checker will guide us to discovering
them via the counterexamples. The final result of this process is shown in Fig-
ure 3, where the step numbers refer to the following sequence of steps:

Step 1: This is the discussion above.
Step 2: A rather long counterexample to Lemma_1 shows the following. Node

acquires an E copy, which is invalidated by a ReqS from Other. But before
the InvAck reaches home, home receives a bogus InvAck from Other, which
makes home think that there is no E copy outstanding and hence sends GntS
to Other. Now node sendsReqE to home, which receives the stale InvAck
from node and sends GntE to node But the Inv that home sends to

on behalf of is still in the network, which now reaches node and
generates a InvAck. So now we have both a InvAck from node and a
GntE to node in the network, which violates Lemma_1 once Other sends a
ReqE to home. The fix to this problem is to outlaw the bogus InvAck from
Other by refining ABS_RecvInvAck using a strengthened Lemma_1 asserting
that there can be at most one InvAck if it is from an E copy. After this step,
CtrlProp is proved3, so we bring DataProp back by uncommenting it.

Step 3: A trivial counterexample to the first clause of DataProp shows Other
doing a store when ExGntd is false. The fix is to refine ABS_Store using a
new noninterference lemma Lemma_2 that outlaws this.

3 The fact that CtrlProp is proved for any number of nodes after only two steps and
four more steps are needed to prove DataProp, suggests that there are interesting
properties about the control logic that are not needed to prove the former but needed
for the latter. Interestingly, none of the research papers on verifying GERMAN [2,6,
9,17] considered adding the data paths.
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Fig. 3. Abstract German protocol: Final version

Step 4: A short counterexample to the first clause of DataProp shows that
Other acquires an E and then messes up MemData by writing back undefined
data. The fix is to refine ABS_RecvInvAck using a strengthened Lemma_l
asserting that the written back data must be AuxData.

Step 5: A short counterexample to the second clause of DataProp shows that a
node acquires an E copy and then suddenly Other does a store that changes
AuxData. The fix is to refine ABS_Store using a strengthened Lemma_2 as-
serting that if any node i is in state E, then any other node j cannot be in
E as well. Looking ahead, j should also be required not to be in S or about
to become E or S, for similar counterexamples can arise without these addi-
tional properties. Again, the model checker will lead us to these additional
requirements even if we have not thought of them.

Step 6: A counterexample toLemma_1 shows the following. Node acquires
an E copy, which is invalidated by a ReqE from Other. But before the InvAck
reaches home, Other does a store that changesAuxData to violate its equality
to the data carried by the InvAck (which is added to Lemma_1 in Step 4).
The fix is to refine ABS_Store using a strengthened Lemma_2 asserting that
if any node has cache state E, then any other node cannot have an InvAck
in transit to home.

After Step 6, all counterexamples disappear. According to the theory developed
in Section 4, this means that CtrlProp and DataProp (plus the noninterference
lemmas) have been proved for GERMAN with arbitrarily many nodes.

Now we come to the question of why the abstract model is set up to have 2
nodes. This is because none of the universally quantified formulas in the desired
properties (CtrlProp and DataProp), the noninterference lemmas (Lemma_1 and
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Lemma_2), and the rulesets has more than 2 nested quantifiers over nodes. So
a 2-node abstract model suffices to give a “maximally diverse” interpretation
to the quantified formulas (i.e., an interpretation in which different quantified
variables are not forced to take on the same values due to the small size of the
universe of the interpretation).

A related question is why, unlikely McMillan in [10,12], we have been able
to dispense with a three-valued logic in the abstraction and reasoning process.
The reason for this is that we have imposed the following syntactic constraints
on our models and properties: (1) a state variable (or array entry) of type NODE
is never compared with another state variable (or array entry) of the same type,
and (2) an array over NODE is never indexed into directly by a state variable
(or array entry). For instance, in the rulesets in Figure 1, instead of
using CurPtr to index into arrays directly (as is done in [17]), we introduce a
bound variable i ranging over NODE, test CurPtr = i in the precondition, and
use i to index into arrays. Under these syntactic constraints, the abstraction
process outlined above becomes feasible4 and every logic formula is either true
or false in the abstract model, where Other is a possible value of a node-valued
state variable (or array entry). Our experience suggests that all practical cache
coherence protocols can be modeled and their properties stated under these
syntactic constraints. Also note that these constraints make it impossible for a
formula to implicitly say that “there are K nodes” (e.g., by stating that K node-
valued state variables are pairwise unequal) without a corresponding number of
quantifiers over nodes5.

3 Parameterized Verification of the FLASH Protocol

The Murphi code of FLASH we use is translated from McMillan’s SMV code
[12], which in turn is translated from Park’s PVS code [16]. To be precise, this
is a model of the “eager mode” of the FLASH protocol6.

FLASH is much more complex and realistic than GERMAN. Their numbers of
reachable states (after symmetry reduction) are an indication of this: GERMAN
has 852, 5235, 28088 states and FLASH has 6336, 1083603, 67540392 states at
2, 3, 4 nodes, respectively. So, with brute-force model checking, FLASH is at
best barely verifiable at 5 nodes and definitely not verifiable at 6 nodes. (SMV
does not perform any better than Murphi on FLASH.) FLASH is a good test
for any proposed method of parameterized verification: if the method works on
FLASH, then there is a good chance that it will also work on many real-world
cache coherence protocols.

4

5

6

Existentially quantified formulas that occur positively in rule preconditions will still
cause problems, but in practice they rarely occur and can always be replaced by
auxiliary variables that supply explicit witnesses.
We are grateful to Steven German for pointing out this issue to us.
In the eager mode of FLASH, the home is allowed to grant an exclusive copy before
all shared copies have been invalidated. In contrast, in the delayed mode of FLASH,
the home must invalidate all shared copies before granting an exclusive copy.
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Fig. 4. Noninterference lemmas for FLASH

We have done a proof of the safety properties of FLASH for any number of
nodes (which is available upon request) using the same method as described in
Section 2. Due to space limitations, we cannot give full details here. Below we
only list the main differences between this proof and the proof of GERMAN:

1.

2.

3.

The number of nodes in the abstract model is 3 (instead of 2). For, in FLASH,
the request processing flow is such that it is convenient to make the home
node data structures also indexed by NODE. This has the effect of making
some noninterference lemmas contain 3 nested quantifers over nodes.
In FLASH there are node-indexed arrays whose entries are node-valued,
which is a type of data structures that GERMAN does not have. In the ab-
stract model those node-valued array entries must be allowed to have the
value Other, just like node-valued state variables.
In FLASH a ruleset may have up to 2 node parameters. A typical example
is a node with the exclusive copy receiving a forwarded request from the
home, in which case sends the copy directly to the requesting node
without going through the home. To abstract such a ruleset, we have to
consider four cases: when and are both in the abstract model, when

is in but is Other, when is in but is Other, and when and
are both Other. So a single ruleset in FLASH may be split into up to four
rulesets in the abstract model.
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Despite these differences and the complexity of FLASH, we find that we
need to introduce only five noninterference lemmas (shown in Figure 4) to get
the proof to work for both control logic and data path properties. As can be seen,
the conjunction of these lemmas fall far short of an inductive invariant. Perhaps
more importantly, the total amount of efforts required for the proof is modest: 1
day to translate the SMV code into Murphi code, 0.5 day to flush out translation
errors using conventional model checking (up to 4 nodes), 0.5 day to manually
abstract the model, and 1 day to iteratively find the noninterference lemmas
from counterexamples and to finish the proof. One interesting observation is
that the abstract FLASH model has 21411411 reachable states (after symmetry
reduction), so its complexity is roughly between 3-node and 4-node FLASH,
which makes perfect sense.

4 A Theory Justifying Apparently Circular Reasoning

When the proof in Section 2 or 3 is completed, a small (2- or 3-node) abstract
model has been constructed and the model checker has proved several invariants
(desired properties and noninterference lemmas) about the abstract model. Why
are we then justified in concluding that the desired properties are in fact true for
the original parameterized model with any number of nodes? We have made some
informal arguments, but they appear alarmingly circular. In particular, why is
it sound to prove the noninterference lemmas in the abstract model which have
been argued to be more permissive than the original model using the very same
lemmas? In this section we first develop a theory based on the classical notion
of simulation proofs [15] that justifies such apparently circular reasoning, and
then shows how it is applied in the GERMAN and FLASH proofs.

4.1 Simulation Proofs

We will use standard set-theoretic notations. For any function and
and the image of C under is

and the inverse image of D under is A
useful fact to know is that
We also generalize to operate on Let V be
a set of indices. If B is the (cartesian) product of an indexed family of sets,

then naturally induces a family of functions, for
such that

We will model protocols and their abstractions as state transition systems.
Formally, a state transition system (STS) M = (S, I, T) consists of a set S
of states, a set of initial states, and a transition relation
An execution of M is a finite or infinite sequence of states of M
such that and for all A state of M is reachable
iff is the last state of a finite execution of M ; the set of reachable states of
M is denoted by For an indexed family of STSs, for

the product STS is Clearly,
we have
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A set of states is an invariant of M  iff A set of states
is inductive in M iff and

Clearly, an inductive set of states of M is always an invariant of M, and the set
of reachable states of M, is the strongest invariant of M and is always
inductive. All safety properties of M can be reduced to invariant properties
provided that a sufficient amount of history information is recorded in the state,
which can always be achieved by adding auxiliary variables.

Milner [15] introduced the notion of simulation. The following definition is not
the most general possible, but rather is tailored to our needs. Let M = (S, I, T)
be a concrete STS and an abstract STS.

Definition 1. A simulation from M to consists of an inductive
invariant and an abstraction function such that:

(1)

(2)

The notion of simulation is useful because it allows one to infer invariant prop-
erties of the concrete system from those of the abstract system.

Theorem 1. If is a simulation from M to then:

(3)

Proof. By induction over the lengths of executions of M.

Formula (3) says that each reachable state of M not only satisfies the inductive
invariant P, but also inherits all invariant properties of via

In practice, the main difficulty in using simulation to infer properties of the
concrete system from those of the abstract system lies in coming up with a
suitable inductive invariant, which is very hard for any nontrivial system. But,
fortunately, the following theorem says that there is at least one invariant that
always works:

Theorem 2. For any function if:

(4)

(5)

then is a simulation from M to and:

(6)

Proof. Let Since is inductive in (4) and (5) imply
(1) and (2), respectively. So is a simulation from M to Furthermore,
(6) and (3) are equivalent in this case.

Theorem 2 is the ultimate source of apparent circularity in our proof method, in
the following sense. On the one hand, (6) says that the invariant property that
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M inherits from is On the other hand, (5) says that
can also be used as an assumption in the inductive step of the simulation proof.

For reasoning about a parameterized concrete system, the abstract system
we will use is a product of many small systems, each of which captures a partial
view of the concrete system. What views are will become clear shortly; here we
just want to point out that a view is not a node in a cache coherence protocol.

Theorem 3. Suppose the abstract system is a product STS,
where for If for each

(7)

(8)

then is a simulation from M to and:

(9)

Proof. Theorem 3 is simply a re-statement of Theorem 2 using the following
facts: and

Theorem 3 enables one to break a simulation proof into small subproofs, one for
each view as represented by the abstract system (see the antecedent of the
theorem). Furthermore, (8) says that the conjunction of all inherited invariants
can be used as an inductive hypothesis in every subproof.

4.2 Applying the Theory

We now show how Theorem 3 is used. Let M be GERMAN or FLASH with a
large number of nodes.

First, note that the states of M are valuations of a finite number of state
variables each of which is in one of the following forms:

A boolean variable, x : B.
A (node) pointer variable, y : N.
An array of booleans, z : array [N] of B.
An array of (node) pointers, w: array [N] ofN.

where N is the set of nodes (or rather, node names) and B is the set of booleans.
(There is no loss of generality in considering only booleans because enumerated
types can be encoded using booleans.)

Second, there is a fixed such that any subset of nodes determines a view
of M. In other words, V is the set of subsets of N.

(For example, for GERMAN and for FLASH7.) For each
the abstraction function retains all boolean and pointer variables, discards all
array entries except those indexed by a node in and sets any pointer-valued
7 There is a slight complication here: in the case of FLASH, one of the 3 nodes in a

view must be the home node.
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variable or array entry to a special value Other N if its value is More
precisely, we define as follows:

where if then else Other.
Third, since all nodes are symmetric with respect to each other in M (i.e.,

the set N is a scalarset [8]), we can take all to be isomorphic copies of the
same abstract system for “representative”). For instance, for GERMAN,
we can take to be the STS corresponding to ABSGERMAN (i.e., Figure 3).
For each is obtained from by renaming the nodes using any 1-1
mapping from to where also denotes the set of (non-Other) nodes in

Now let us see what Theorem 3 says, given the above. Its conclusion (9) says
that the property is an invariant of M. But what does
P say? P is true of a state of M iff for any any invariant of is true
of when projected via onto the view (remember that the set of reachable
states is also the strongest invariant). For example, the property CtrlProp has
been proved (by model checking) to be an invariant of ABSGERMAN and hence
also an invariant of any isomorphic copy of ABSGERMAN. Since CtrlProp
contains 2 node quantifiers and contains 2 nodes, (9) allows us to conclude
that CtrlProp is an invariant of M. The same reasoning applies to all desired
properties and noninterference lemmas in the GERMAN and FLASH proofs. Note
again that the reasoning depends on the fact that there are at least as many
nodes in as there are nested node quantifiers in the invariant.

But, in order to invoke the conclusion (9) of Theorem 3, we must discharge its
antecedents (7) and (8) for each view Since is a renamed copy of
and all nodes are symmetric in M, there is no loss of generality in considering
only the case when We will discuss only (8), since (7) is similar but
simpler. Consider any step of M. Note that the transition relation T can
be decomposed as follows:

where each (respectively, corresponds to an instance of a ruleset with
name and node parameters and So the proof of (8) entails a case
split into which ruleset instance, or the step belongs to. The
former case is split further into subcases or the latter into subcases

and or and or and or and
We will do one subcase for GERMAN as an example of the apparently circular
reasoning; all other cases in the GERMAN and FLASH proofs are similar.

Consider the ruleset RecvInvAck in GERMAN when Suppose it fires.
If we can prove that the state change it effects in M is (via permitted
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by ABS_RecvInvAck or ABS_Skip in then we have discharged (8) for this
subcase. Since RecvInvAck fires, its precondition:

must be true in the current state Now comes the crucial point: (8) allows
us to assume that the aforementioned property is
true at So we can project the noninterference lemma Lemma_1 on i and any
node j in There are two further cases to consider: if ExGntd is true, the pro-
jected Lemma_1 implies that the state change is permitted by ABS_RecvInvAck
(in particular, the precondition of ABS_RecvInvAck is true); otherwise, if ExGntd
is false, RecvInvAck has no effect whatever after (because and hence
is trivially permitted by ABS_Skip. QED.

5 What Remains to Be Done

The first priority is clearly mechanization. We have carried out by hand the
reasoning steps in Section 4.2 (i.e., the discharging of (7) and (8) and the appli-
cation of (9)). Though they are quite simple, it would be much better if they are
checked by a theorem prover. Another task that should be completely automat-
able is the construction of the initial abstract models as described in Sections 2
and 3. Such abstraction is very tedious and may allow errors to creep in when the
protocol description is long. Ideally, we want to formalize not only the reasoning
steps in Section 4.2 but also the theory developed in Section 4.1 in a theorem
prover, so that we can have a completely formal proof.

It is also desirable to be able to reason about liveness, which we cannot do
now. We have put some thoughts into this and believe that it is doable, but of
course the devil will be in the details. Since Theorem 3 is quite general and does
not depend on any intrinsic property of the index set V, it should be possible to
use it to reason about parameterized systems where the parameter sets are not
scalarsets but have additional structures (such as successor and ordering) [14].

6 Comparison with Other Works

This paper owes most of its intellectual debts to McMillan’s work on composi-
tional model checking [10] and its application to FLASH [12]. The abstractions
we used, the reliance on apparently circular reasoning, and the counterexample-
guided discovery of noninterference lemmas are all deeply influenced by McMil-
lan’s work. His framework is also more general than ours by encompassing live-
ness properties [11], though we believe that our framework can be generalized to
handle liveness as well. Relative to his work, we think we make two main con-
tributions. First, we show that practical parameterized verification can be done
using any model checker (not just Cadence SMV) plus some simple reasoning.
The freedom to choose model checkers is important in practice, as experience
shows that for cache coherence protocols explicit-state model checkers are often
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superior to symbolic model checkers. Second, we develop a simple theory based
on the classical notion of simulation proofs to justify the apparently circular
reasoning. We believe this de-mystifies compositional model checking and opens
the way to formalizing the theory and its application in a theorem prover.

Park and Dill [16] proved the safety properties of FLASH using machine-
assisted theorem proving in PVS. Their proof is also based on the notion of
simulation proofs, but uses the formulation of simulation in Definition 1, which
requires an inductive invariant. Not surprisingly, they spent a significant amount
(perhaps most) of their efforts on formulating and proving the inductive invari-
ant. In contrast, the conjunction of the noninterference lemmas in Figure 4 falls
far short of an inductive invariant. Also, it took them roughly two weeks to come
up with the inductive invariant and to do the proof, which is a lot longer than
the one day we spent.

Predicate abstraction has been used to verify GERMAN (without data paths)
by Baukus, Lakhnech, and Stahl [2] and FLASH by Das, Dill, and Park [3]; the
former also handles liveness. There are two main problems to be solved when
applying predicate abstraction to parameterized verification: how to discover a
suitable set of predicates, and how to map a finite set of predicates onto an
unbounded set of state variables. To solve the second problem, the above two
papers use complex predicates containing quantifiers, some of which are almost
as complex as an invariant. This makes the discovery of such predicates non-
obvious and probably as hard as the formulation of noninterference lemmas.
More recently, a conceptual breakthrough was made by Lahiri and Bryant [9],
who developed a theory of and the associated symbolic algorithms for indexed
predicates, where the indices are implicitly universally quantified over. They used
their techniques to verify a version of GERMAN with unbounded FIFO queues.
We believe that there are close connections between their work and this paper,
which we want to explore in the future.

Pnueli, Ruah, and Zuck [17] proposed an automatic (though incomplete)
technique for parameterized verification called invisible invariants, which uses
a small instance with nodes to generate an inductive invariant that works
for instances of any size, where the bound depends on the forms of protocol
and property descriptions. For GERMAN (without data paths), Although
their technique is very attractive for being automatic, there are reasons to believe
that it would not work for FLASH. First, their theory does not seem to allow
the protocol to use node pointer arrays indexed by nodes, which FLASH has.
Second, even if the theory can be made to work, the bound for FLASH is
likely to be much greater than 4. Given the remarks in Section 3, this makes it
very doubtful that FLASH can be verified using their method. We believe that
the large bound results from the automatic nature of their method, which forces
them to use general arguments that depend only on the form of the protocol and
property descriptions. In our framework, human insights about specific protocols
can limit the number of nodes needed by means of noninterference lemmas.

Emerson and Kahlon [6] verified GERMAN (without data paths) by first re-
ducing it to a snoopy bus protocol and then invoking a theorem of theirs asserting
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that if a snoopy bus protocol of a certain form is correct for 7 nodes then it is
correct for any number of nodes. Unfortunately, no such cut-offresults are known
for protocols as complex as FLASH (or, for that matter, for GERMAN directly),
nor is it clear how FLASH can be reduced to protocols for which cut-off results
are known.
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Abstract. The main challenge in BDD-based verification is dealing with
the memory explosion problem during reachability analysis. In this pa-
per we advocate a methodology to handle this problem based on state
space partitioning of functions as well as relations. We investigate the
key questions of how to perform partitioning in reachability based veri-
fication and provide suitable algorithms. We also address the problem of
instability of BDD-based verification by automatically picking the best
configuration from different short traces of the reachability computation.
Our approach drastically decreases verification time, often by orders of
magnitude.

1 Introduction

Verification and synthesis of sequential circuits require efficient techniques to
represent and analyze the state space of the design under consideration [6,13].
It is well known that in sequential circuits the number of reachable states can
be exponential in the number of state elements present in the circuit. A pop-
ular approach to deal with this state explosion problem consists of implicitly
representing and manipulating functions using Reduced Ordered Binary Deci-
sion Diagrams (OBDDs) [2]. Though often efficient, there are cases, where the
OBDD representation is not compact. Unfortunately, some practical applica-
tion areas seem to exhibit this worst case complexity frequently. To overcome
this problem of explosive memory requirements, the use of Partitioned-OBDDs
(POBDDs) has been suggested [9]. By partitioning the state space into disjoint
subspaces, and representing as well as processing all functions in each subspace
independently of other subspaces, efficiency in time and space can be obtained.

The partitioned reachability techniques suggested in [11] do not sufficiently
address the practical issues involved with partitioning, and as a result do not
scale well on many difficult circuits. In [8], dynamically partitioned OBDDs were
introduced as a capable data structure that extend the usefulness of POBDDs
for reachability and model checking. In this paper, we address the various issues
related to partitioning, including but not limited to data structure issues, and
demonstrate techniques that perform better than OBDDs as well as classical
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Partitioned-OBDDs. These techniques use heuristics to improve the existing
approaches.

Since OBDDs form a special case of POBDDs, where the whole function
is represented in a single partition, we focus our attention on analyzing the
deficiencies in the classical approach to partitioning. This will set the stage for
introducing our algorithms and proving their effectiveness.

What Is Missing in the Classical Approach?

Often OBDDs suffice for concise symbolic representation of boolean functions.
Note, such functions are not the subject of this paper as further improving
efficiency in their verification will not address the main bottleneck of the cur-
rent BDD-based verification. In such cases, an OBDD approach can be more
efficient as they avoid the partitioning overhead. However, for many practical
applications, the function representations are too large for efficient monolithic
representation as a single OBDD. If we accept this premise, then partitioning
should show a distinct advantage. In this context, some problems arise naturally,
which have not been addressed effectively in the literature. For example, the key
questions include what functions should be considered as a basis for generating
partitions, how many partitions should be created, when should the partitioning
commence, how should the processing of partitions be prioritized, etc. We posit
that these questions are fundamental to creating any practical technique that
exploits partitions, and hence, are fundamental for any technique to make the
BDD-based verification more practical and accordingly provide efficient algo-
rithms to address the same.

Further, BDD approaches have a high sensitivity to parameter configuration.
We develop a trace-centric approach to address this instability in BDD-based
verification by automatically picking the best configuration from multiple short
previews of the reachability computation.

Our fully automated approach completes all circuits but two in the VIS
Verilog benchmark suite. An impressive gain over previous partitioned techniques
is also seen.

Related Work

Algorithms for POBDD-based reachability were presented in [11]. They do not
however adequately address some of the key questions relating to the actual
application of partitioning, which are addressed here.

In [4] a technique is discussed where the set of reachable states is decom-
posed into two or more sets during the intermediate stages of computation and
reachability is performed on these decompositions separately. However, after a
few steps of reachability, results from these different sets are combined to obtain
a monolithic OBDD representation of the reachable state set.

Recently, a method for distributed model checking was studied by [7]. It
parallelizes the classical model checking algorithm [5] using the window-based
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partitioning first mentioned in [11]. Such distributed techniques can further help
increase the practicality of the approach presented here.

In the remainder of the paper we address the various questions raised above,
present the results, and discuss their significance. We start by presenting relevant
background information in Section 2. The basic rationale and an overall picture
of our approach are in Section 3, followed by algorithmic details. Section 4 has
experimental results that confirm that our approach is indeed more efficient and
stable, in both time and space, then previous POBDD [11] as well as state-of-
the-art OBDD approaches. Section 5 is a summary of the paper.

2 Preliminaries

Partitioned-OBDDs

The idea of partitioning was used to discuss a function representation scheme
called Partitioned-OBDDs in [9], which was further extensively developed in [12].

Definition 1. [12] Given a Boolean function defined over inputs
the partitioned-OBDD (henceforth, POBDD) representation

of is a set of function pairs, where,
and are also defined over and satisfy the following

conditions:
1. and are represented as OBDDs respecting the variable ordering

for
2.
3. for
4. for

The set is denoted by W. Each is called a window function
and represents a partition of the Boolean space over which is defined. Each
partition is represented separately as an OBDD and can have a different variable
order. Most OBDD-based algorithms can be adapted easily for POBDDs.

Partitioned-OBDDs are canonical and various Boolean operations can be ef-
ficiently performed on them just like OBDDs. In addition, they can be exponen-
tially more compact than OBDDs for certain classes of functions. The practical
utility of this representation is also demonstrated by constructing OBDDs for
the outputs of combinational circuits [12]. An excellent comparison of the com-
putational power of various BDD-based representations and partitioned-OBDDs
may be found in [1].

Reachability and Invariant Checking

The standard reachability algorithm is based on a breadth-first traversal of finite-
state machines [6,10,16]. The algorithm takes as inputs the set of initial states,

expressed in terms of the present state variables, and a transition relation,
that relates the next state a system can reach from a state on an
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input The transition relation, is obtained by taking a conjunction
of the transition relations, of the individual state elements, i.e.,

Given a set of states, that the system can
reach, the set of next states, is calculated using the equation

This calculation is also known as image computation. The
set of reached states is computed by adding (obtained by replacing variables

with to and iteratively performing the above image computation step
until a fixed point is reached.

State space partitioning induces a partitioning on transition relations. The
transition relation, comprised of transitions from states in partition to
states in partition can be derived by conjoining T with the respective window
functions expressed appropriately in terms of present and next state variables,
as Each such can have an implicitly
conjoined [3] representation.

Fig. 1. POBDD-based Reachability Algorithm

The flow of the POBDD-based-reachability algorithm is as shown in Fig. 1.
Essentially, the algorithm performs as many steps as possible of image compu-
tation within each partition using This is called a step of least fixed point
within the partition. When no more images can be thus computed, it synchro-
nizes between partitions. This step is termed as communication, and is performed
from partition to each partition using

An invariant is a proposition that is to hold at every reachable state, and
therefore invariants can be checked as newer states are added during the reach-
ability computation.

In the next section, we will present techniques for the efficient construction
of POBDDs. We address the issues of when, where, as well as how partitioning
should be performed.

3 The Partitioning Methodology

The problem of reachability is about representation of sets of states and relations,
as well as operations performed on them. The key operation is successive image
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computation on fragments of the state space until all reachable states have been
explored. Thus, there is a need to develop an approach which can be efficient for
both aspects – creating subspaces so as to represent functions succinctly as well
as doing image computation.

In this context, the following questions naturally arise:
1. Is partitioning required at all?
2. If we must partition, what constitutes the “axis of partitioning”? In other
words, along what lines should the partitioning be performed? e.g., what splitting
variables should be used for creating windows?
3. As computation is performed, is the partitioning effective or is more parti-
tioning required?
4. If the blowup is likely to be temporary (local), can the partitioning be likewise?
5. Once partitions are generated, in what order should they be processed?

These issues give more heuristic challenges on the POBDDs which can lead to
a successful strategy in managing the behavior of BDDs in verification. Further
due to the dynamic nature of partitioning, our approach can reduce the memory
explosion in many circumstances. In contrast, the monolithic approach can exert
no control on the program to prevent it from generating huge data structures
that overflow memory.

We begin by discussing the algorithms for construction and utilization of
partitioned representations, which address the questions raised above. Then, we
detail the essential points of a trace-centric approach in the next section. This
is used to impose some stability on the performance of the OBDDs with respect
to the selection and setting of appropriate parameter values. At the end we
give a complete reachability algorithm based on all the heuristics described in
this paper. We now describe the mechanism for the construction and practical
application of Partitioned OBDDs.

3.1 Whether to Partition: Initial Partitioning

Since reachability needs manipulation of image BDD using transition relation, if
either of them shows signs of blowup then partitioning seems to be the prudent
choice. Figure 2 shows how partitioning is invoked. If the transition relation is
small, then many initial steps of reachability identical to the classical approach
using a single BDD can be performed and partitioning can be delayed. Reach-
ability is performed using OBDDs until such time as a “blowup” in BDD size
is detected. This may be measured either absolutely as a maximum size of the
symbolic representation of the image or in a relative way as the ratio of the
representation of the reached states before and after any image computation.
We adopt the latter approach with a threshold factor chosen a priori. However,
if the transition relation cannot be easily constructed, then it is advantageous
to partition quickly.

3.2 How to Partition: Choice of Partitioning Variable

After a “blowup” is detected, we select splitting variables and the correspond-
ing partitioning windows are created. The choice of the splitting variables is
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Fig. 2. Initial Partitioning Algorithm

critical to the the effectiveness of the partitioning approach. The goal is to create
small and relatively balanced partitions that represent non-compatible functions.
A set of functions is said to be non-compatible if the totality of their individual
representations using different orders is far more compact, than their combined
representation as a whole. The splitting variable is selected by means of a cost
function, for e.g., as described in [11]. For each variable, the cost function takes
into account the relative BDD sizes of the positive and negative co-factors with
respect to the BDD size of the original graph.

Fig. 3. Selecting Partitioning Variable

However, the measurement of graph sizes for determining a blowup and for
recognizing its subsidence can be done with respect to the BDD size of the
transition relation or the image representation or both. We try to get separate
splitting variable choices from each of these three methods. We select that choice
which gives the smallest co-factor graphs after reordering as illustrated in the
Figure 3. Intuitively, this selects a variable that creates two partitions as non-
compatible as possible.
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3.3 Are More Partitions Required: Global Dynamic Repartitioning

Whenever a BDD size blowup is detected during computation in a partition,
dynamic repartitioning [8] is performed, as illustrated in Figure 4. Repartition-
ing is performed by splitting the given partition by co-factoring the entire state
space based on one or more suitable, newly calculated, splitting choices until
the blowup has been ameliorated. Initially, the partitioning is done using one
splitting variable. To prevent excessive overhead in the new splitting variable
selection, they are obtained by recalculating the cost of only the top few choices
provided by the partitioning variable selection method discussed before. At this
point, each new partition is checked to see whether the blowup has subsided.
If not, repartitioning is recursively performed on that partition. A threshold on
maximum number partitions is kept to prohibit the method to produce expo-
nential number of partitions.

Fig. 4. Dynamic Partitioning

It must be noted that the variable selection algorithm ensures that superflu-
ous partitions are not created and that the ones created are somewhat balanced.
In practice this imposes a bound on how many partitions are actually created.

3.4 Partition Only Image: Local Partitioning

During each step of image computation, many steps of alternating composition
and conjunction are performed. Often it is found that the blowup in the BDD
sizes during such a micro-step of image computation is a temporary phenomenon
which eventually subsides by the time the image computation is completed. In
such a case the invocation of dynamic global repartitioning could create a large
number of partitions, whose BDD sizes become eventually very small. Hence, it
is advantageous to create these partitions locally only for that particular image
computation and then recombine them before the end of the image computation.
If local partitioning does not reduce the blowup, then dynamic global reparti-
tioning can be done. To create the local partitions, we cofactor using the ordered
list of splitting variables that was generated earlier. Figure 5 describes how this
is done.
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Fig. 5. Computing Image with Local partitioning

3.5 How to Order Partitions: Scheduling

In this section we describe our technique for state space traversal which schedules
partitions based on their difficulty of traversal. The goal of the scheduling is
to discover error states as early as possible in the state space traversal. The
expectation is that the probability of catching an error is higher as more of
the state space is covered. We characterize partitions in terms of how quickly
it has been possible to cover state space symbolically in that partition. This is
measured in terms of a cost for processing the partitions. The details of how
this cost is computed is described in the following. Once this characterization
of the level of difficulty is available, we schedule the partitions for processing in
ascending order of their costs. Thus, the state space can be explored in a way
that speeds up the rate at which new states are discovered. Notice that in the
“worst” case, this processes all the partitions and thus traverses the entire state
space if the design is correct

Scheduling Cost Metrics. We will now describe two metrics that are used
for assigning a scheduling cost for processing the partitions.

Density Based Scheduling: Similar to [14] we define the density of a partition
as the ratio of the number of reachable states discovered in that partition to the
size of the BDD representing the reachable states. It may be noted that large
function representation sizes, i.e. BDD sizes, are the most important bottleneck
in symbolic verification techniques. Thus, in the interest of greater and faster
state space coverage, it is advisable to first process partitions with a higher
density.

Time Based Scheduling: Note that each partition may require many fixed
point computations. Hence, another useful metric takes into account the time
required for the latest fixed point computation within each partition. The parti-
tion with faster fixed point computation is intuitively more attractive as it may
be more amenable to symbolic manipulation using BDDs. Therefore, it is ad-
vantageous to select partitions which have historically been known to take lesser
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time. In the above calculations the time spent in communicating either to or
from any partition was excluded.

The cost for processing a partition is the ratio of the time taken for the
most recent fixed point computation to the density of that partition. Intuitively,
this prioritizes partitions that are more amenable to symbolic traversal. In our
reachability algorithm (Figure 6), priority queues are used to schedule partitions
in increasing order of their cost.

Fig. 6. Scheduling-based Reachability Algorithm

4 Addressing Instability in BDD-Based Verification

Instability in BDD based verification refers to the sensitivity of performance to
various parameters like the size of the clusters in the implicitly conjoined transi-
tion relation, the selection of variable reordering methods etc. It is observed that
a single choice seldom works uniformly for all cases and therefore, such parame-
ters need to be tweaked manually. The performance of BDD based methods can
vary widely and unexpectedly based on these settings.

In a partitioned scheme, there are an even greater number of specific choices
available for state space traversal. The degrees of freedom include the number of
partitions, when and whether to dynamically decompose partitions further, how
to schedule the image computations involving multiple partitions, etc. Hence, we
propose a trace-centric approach to parameter selection which can dynamically
fine-tune the partitioning choices and balance the various options available to a
BDD based method.

A small set of identical computations are separately executed, each using a
different choice of the various options. Each of these is referred to as a trace. The
length of a trace is how far it proceeded into the entire computation. A large
number of traces may lead to a high cost in overhead. Therefore, we elect to look
at just a few traces with orthogonal settings. These traces are only observed until
the size of the OBDDs exceeds a pre-determined threshold.

The traces are compared with one another on various factors, for e.g., the
blowup of OBDDs when performing the image operation, the number of image
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operations completed, number of states traversed, etc. The configuration for the
full run is adopted from that of the most efficient trace. Needless to say that if a
trace completes the reachability in the allowed space and time, no further com-
putation is required. We have found that even very simple dynamic examinations
can be dramatically effective in stabilizing the performance of BDDs.

Also, we find that the overhead of generating multiple traces is minor when
balanced against the savings. Even if graph size is reduced by a factor of 2 (in the
more efficient configuration), it proves to be important. This is because during
the reachability multiple reorderings are triggered, and even saving one large
reordering of 1 million node graph compensates calculation of 3 different traces
with maximum BDD threshold of 100k BDD nodes.

Fig. 7. Trace-based Reachability Algorithm

5 The Complete Reachability Algorithm

The complete reachability algorithm is shown in Figure 7. The input to the reach-
ability algorithm is a transition relation T and initial states I. The algorithm
first picks a best parameter configuration by running a few short traces with
orthogonal settings. Then it runs the Initial Partitioning procedure described
in section 3.1. After this the algorithm performs POBDD-based state traversal
guided by the scheduling heuristics described in section 3.5. There are two im-
portant steps in the POBDD-based state traversal algorithm. The first one is
computing a fixed point (called LFP) inside a partition and the other one is to
compute image of a function in other partitions (called Communication from
one partition to other partitions). The scheduler selects the partition to process
next for the above operations. The scheduler implements two priority queues,
one for each of the above operations described. Each partition is assigned a cost
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described in section 3.5. The local partitioning described in section 3.4 and the
global dynamic repartitioning described in section 3.3 is enabled during the fixed
point and communication. The SelectPartitioningVars heuristics described in
section 3.2 is called when partitioning is needed.

6 Experiments

Our implementation of the POBDD-data structure and algorithms uses VIS-2.0,
which is a state-of-the-art public domain BDD-based formal verification package.
We have chosen VIS for its Verilog support and its powerful OBDD-package
(i.e. CUDD [15]). As our techniques affect only the BDD-data structures and
algorithms, they can – with moderate effort – be implemented in other packages
as well. These techniques work with any method of image computation; for this
implementation, both OBDDs and POBDDs use the IWLS95 method.

We found that lazy_sift reordering method works better for most cases. All
the experiments use lazy_sift BDD reordering method.

Benchmarks
For experiments on reachability and invariant checking, we chose various public
domain circuits: the VIS-Verilog [17] benchmark suite and ISCAS89 benchmark
suite. We choose only invariant checking properties in VIS-Verilog benchmark
suite. For sake of brevity, results are omitted for the smaller examples and pre-
sented only on those circuits where VIS requires more than 250,000 BDD nodes.

Results
We compare the methodology proposed in this paper with three other ap-
proaches: the non-partitioned approach of VIS, the static partitioning approach
and our own partitioning approach without computation traces. We find that
the computation of small traces outperforms, sometimes significantly, all other
approaches.

Comparison vs. Non-partitioned Approach, Invariant Checking
Table 1 compares the non-partitioned approach of VIS with the proposed method
on the time and space needed to check invariant properties from the VIS-Verilog
benchmark suite. The time includes cpu time for simultaneous check of all prop-
erties of a given circuit. The memory required is measured in terms of the cu-
mulative peak live nodes for all BDDs that are maintained.

The first column shows the memory required when running VIS. The second
column lists the memory for our trace-centric partitioning method, and the next
column shows the corresponding space gain. In the runtime comparison, the
first column shows time taken by VIS in seconds. The second column lists the
effect of our improved partitioning method when combined with a trace-centric
approach. The last column shows the time gain of the trace centric partitioning
over VIS.
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In both time as well as space, the trace-centric partitioning approach provides
dramatic gains. Our approach completes all circuits except two in the VIS Verilog
benchmark suite. Notably, it verified six circuits where the VIS failed to finish.
For some circuits such as palu, am2910, ball, verification was completed
by the very first POBDD trace of 100k nodes. In most cases, there is an order
of magnitude or more improvement in both time as well as in space.

Comparison vs. Non-partitioned Approach, Reachability Analysis
In identical format, Table 2 compares our method with Vis-2.0 on formal reach-
ability analysis for some ISCAS89 benchmark circuits. The proposed POBDD
implementation works better in first three circuits. In s4863, the time required
in computing traces made the method slightly slower than VIS.
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Fig. 8. Comparison of Dynamic trace-centric and Static Partitioning Approaches on
all Large designs (time>1000s) of VIS-benchmarks. The actual runtime in seconds is
shown at the top of each bar

We also found that in s1423 our method covers more states than VIS does
in the same time. Also notice that the partitioned approach covers the same
number of states as VIS in a small fraction of the time required.

Comparison vs. Static Partitioning
Figure 8 compares the run time of our trace-centric POBDD method to the static
POBDD approach of [11]. The initial number of partitions for both methods
were kept identical to have a level playing field. The graph shows the normalized
runtimes by size of the bar. The actual runtime in seconds is shown at the top
of each bar. One can observe that the proposed method noticeably improves on
the static partitioning scheme for most of the circuits, especially when the time
taken is large. In once case that could not be completed by the static partitioning
approach, the current method is able to complete reachability.

Traces vs. No Traces
Table 3 compares proposed POBDD approach with and without traces. The
proposed POBDD with trace finishes one more circuit that the method without
trace. It has noticable improvements on three other circuits, viz., spinner32,
rotate32, vcrc32_8. Table 3 shows that the partitioning methodology is definitely
improved by using short traces.

7 Conclusions

We have discussed an efficient methodology for improving difficult instances of
reachability based verification using the approach of state space partitioning.
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We have investigated relevant problems posed in creating a partitioned data
structure during BDD-based verification, and provided efficient and practical
algorithms for the same.

We have also addressed the issue of instability in BDD-based approaches
where parameters are seldom found to work well uniformly. We developed a
trace-centric approach to selection of such parameters. The resulting method
dramatically improves the space and run time, often from one to three orders
of magnitude, on various public-domain benchmark circuits that are otherwise
known to be difficult.

It is found that methods based on a monolithic representation of the state
sets often encountered space explosion early on in the computation, after which
they could not make much progress due to memory limitations. However, the
trace-centric partitioning method scaled well, and could finish most circuits in
the VIS Verilog benchmark suite.
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Abstract. In invariant checking two directions of state space traversal are possi-
ble: Forward from initial states or backward starting from potential error states.
It is not clear in advance, which direction will be computationally easier or will
terminate in fewer steps. This paper presents a dynamic approach based on OB-
DDs for interleaving forward and backward traversal. The approach increases the
chance for selecting the shorter direction and at the same time limits the overhead
due to redundant computation. Additionally, a second approach using two OB-
DDs with different variable orders is presented, providing improved completion
at the cost of some additional overhead. These approaches result in a dramatic
gain in efficiency over unidirectional traversal. For the first time all benchmarks
of the VIS-Verilog suite have been finished using a BDD-based method.

1 Introduction

Despite other recent developments OBDD-based invariant checking is still a method of
choice for checking assertions in circuit design. Its advantage is that it is a falsifying
as well as a verifying technique (as opposed to e.g. bounded model checking). This
can become important, for example in the case of abstraction refinement, where after a
series of false negatives and subsequent refinements a property finally proves correct.

The dilemma one faces with OBDD-based invariant checking is that two ways of
traversal are possible: Forward from the initial states or backward from possible error
states. Consider the above mentioned abstraction refinement: The design under con-
sideration could be oversimplified s.t. its sequential depth is very shallow. In this case
forward traversal would be preferable. On the other hand the number of states from
which an error state can be reached could be very small, making backward traversal the
preferable choice.

Unfortunately, one cannot decide in advance which direction to choose for a more
efficient computation, although the right choice can be drastically more efficient. One
direction might reach a fixpoint in fewer steps or the computational complexity could
be a lot less than for the other direction.

The drastic differences in runtime for the different directions are shown in the plot
in Figure 1. Here the runtime in seconds for forward and backward invariant check-
ing using our benchmark set is shown (The benchmarks have been ordered to increase
visibility).

For the first 15 benchmarks forward traversal is clearly the better choice as 10
benchmarks time out and 5 more require very large runtime for backward traversal.

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 414–429, 2004.
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The next 20 benchmarks show comparable results for both directions. For the last 16
benchmarks we see an almost symmetrical behavior just that now the backward direc-
tion is preferable because all benchmarks in forward direction time out (Both methods
time out for the very last benchmark).

A dramatic improvement in runtime could be achieved if one would be able to
always choose the better direction, i.e. forward for the first 25 cases and backward for
the remaining 31 cases. As stated earlier this decision can not be made before the actual
computation is performed.

Fig. 1. Plot of forward vs. backward runtime in seconds for 56 VIS-Verilog benchmarks.

The methods we will develop in this paper are heuristic in nature. They will decide
on-the-fly which traversal direction to choose, maximizing the probability for an optimal
choice and minimizing redundant computation. As an alternative method and a solution
to the increased complexity of two state traversals represented in a single OBDD we
present a method using multiple OBDDs with different variable orders. A key algorithm
to enable the use of multiple OBDDs is presented as well.

The overall contribution of these methods is an increased gain in the performance
of OBDD-based invariant checking. The results are exceptionally good and possibly for
the first time all VIS-Verilog invariant benchmarks have been solved by an automatic
OBDD-based method.

Related Work

Mixing forward and backward traversal for verification is not new per se and has been
used by others with different approaches. Iwashita and Kawata [9] use forward and
backward traversal for forward model checking. Cabodi, Camurati and Quer [5] use for-
ward traversal to prune states for exact backward traversal. Govindaraju and Dill [8] use
repeated runs of forward and backward over-approximations for verification. Cabodi,
Nocco and Quer [6] propose a backward verification procedure based on prioritized
traversal.
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In contrast to the methods mentioned above our approach performs forward and
backward traversal simultaneously in one single pass. The other approaches use one
sweep of traversal to approximate or to prune the search space and then another sweep
in the other direction to perform the actual verification or they even iterate this process.
Our approach instead is a direct replacement for a standard forward traversal algorithm.

The remainder of this paper is structured as follows: In the next section we describe
the basic concepts of state space traversal, partitioned transition relations and image
computation. The next two sections present our new techniques for interleaving for-
ward and backward traversal. In Section 5 we give experimental proof of the concepts
developed before. The last section draws conclusions and gives an outlook on future
work.

2 Preliminaries

Symbolic State Space Traversal

The increasing complexity of sequential systems requires efficient techniques to be able
to perform reachability analysis.

Since the set of reachable states can be quite large, an explicit representation of
this set, e.g. in form of a list, cannot be suitable under any circumstances. Coudert,
Berthet and Madre [4] have investigated the characteristic function of state sets which
can be considered as a Boolean function and therefore be represented by an OBDD [1].
They have shown that this symbolic representation form goes well together with the
operations which have to be performed for the computation of the reachable states:
If reachable states are computed according to a breadth-first-traversal then the repre-
sentation via the characteristic function allows to compute all corresponding successor
states within a single computation. For this reason, one also uses the term symbolic
breadth-first traversal. Once more, the complexity of the computation depends on the
OBDD-size of the occurring state sets.

Invariant Checking

Invariant checking is a straightforward formal verification application based on state
space traversal. Properties that should globally hold at all times are checked (e.g. over-
flow=0). If during state space traversal a state is reached that violates the property the
traversal is terminated retuming failed. If the traversal reaches a fixpoint without finding
a property violating state, passed is returned.

Partitioned Transition Relations

The computation of the reachable states is a core task for optimization and verification
of sequential systems. The essential part of OBDD-based traversal techniques is the
transition relation:



Invariant Checking Combining Forward and Backward Traversal 417

which is the conjunction of the transition relations of all latches denotes the transi-
tion function of the ith latch, represent present state, next state and input vari-
ables). This monolithic transition relation is represented as a single OBDD and usually
is much too large to allow computation of the reachable states. Sometimes a monolithic
transition relation is even too large for a representation with OBDDs. Therefore, more
sophisticated reachable states computation methods make use of a partitioned transition
relation [2], i.e. a cluster of OBDDs each of them representing the transition relation of
a group of latches. A transition relation partitioned over sets of latches can
be described as follows:

Image Computation Using AndExist

The reachable states computation consists of repeated image computations Img(TR, R)
of a set of already reached states R:

With the use of a partitioned transition relation the image computation can be iterated
over and the operation can be applied during the product computation (early quan-
tification):

where are those variables in that do not appear in the following

The so called AndExist [2] or AndAbstract operation performs the AND operation
on two functions (here partitions) while simultaneously applying existential quantifica-
tion on a given set of variables, i.e. the variables that are not
in the support of the remaining partitions. Unlike the conventional AND operation the
AndExist operation only has an exponential upper bound for the size of the resulting
OBDD, but for many practical applications it prevents a blow-up of OBDD-size during
the image computation.

The standard method for finding a schedule for conjunction the partitions is the
so called IWLS95-method [10]. It uses a greedy scheme to minimize the number of
variables involved in the AndExist operation. The IWLS95 method also is the standard
method for partitioning used in the VIS-package [3].

3 Interleaved Invariant Checking

As described before forward traversal and backward traversal are both equally appli-
cable to the invariant checking problem. Experience shows that there are often drastic
differences in the complexity of the invariant checking problem depending on the traver-
sal direction. The plot in Figure 1 and the data in Table 4 strongly support the above
statement.
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The difficulty lies in the fact that it is impossible to detect in advance which method
is to be used preferably. Our proposed solution to this dilemma is a heuristic that com-
bines forward and backward traversal by deciding on-the-fly in which direction to pro-
ceed.

Combining Forward and Backward Traversal

Figure 2 shows a schematic for combining forward and backward traversal in BFS
search. The forward search extends the explored reachable state space by adding so-
called onion rings in BFS manner starting from the initial states I. The backward search
extends the state set from which failing states can be reached by repeating pre-image
computations starting with the property violating states P.

In the case of a failing property (Figure 2a) the two searches will eventually inter-
sect. The number of onion-rings determines the depth of the error. Two special cases
may occur:

The reachable state space covers all possible states i.e. states if state bits are
given. Thus, including all states violating the property under consideration.
The failing states set covers all possible states, thus including all initial and
reachable states.

In the case of a passing property (Figure 2b ) the two searches will reach fixpoints
without intersecting. Whenever one search terminates with reaching a fixpoint the prop-
erty is proven to be correct.

Fig. 2. Schematic of a) failing and b) passing property.

Advantages and Challenges in Combined Traversal

Using a combined traversal approach has the following advantages:

Because the cost of computation can differ drastically between the two directions,
one should use the freedom to choose the cheaper one.
One traversal direction might reach a fixpoint in fewer computation steps than the
other one. This direction should be chosen preferably.
In the case of a failing property both traversals will eventually intersect, thus no
computation is redundant; all of it contributes to the solution.

Of course, none of the above is known in advance. On the other hand certain challenges
when doing combined traversal must be dealt with:
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In the case of a passing property one direction will reach a fixpoint before the other
one. The computations done in the direction that did not complete do not contribute
to the solution and are thus redundant.
The cost of the computation for the two directions might be so unbalanced that even
trying one direction could turn out to be extremely expensive.
By having two state sets to be represented as an OBDD the overall complexity of
the problem increases.

In the following we will describe our interleaving heuristic that tries to maximize the
advantages of combined traversal, while at the same time dealing with its challenges.

The Interleaving Heuristic

The heuristic determines the traversal direction dynamically by evaluating the cost as-
sociated with computing an image or a pre-image. The cost metric is the largest OBDD-
size during the iteration over the partitioned transition relation in (pre-)image computa-
tion.

In the first step an image is computed in both directions to obtain initial costs. In the
following steps the computation proceeds in the direction, which had the lower cost in
its last execution, i.e. execution is done in one direction until the cost exceeds the cost
of the last image done in the other direction.

Note, that so far no manual parameter setting is required in the decision making,
resulting in a fully dynamic and self-adjusting process. Normally, the costs for forward
and backward traversals differ widely. As a result the heuristic will very likely chose
the better direction. To exploit this unbalancedness even more we introduced a thresh-
old limiting the maximum cost of an image computation. If this threshold is exceeded
during an operation this image computation is aborted and the heuristic disables bidi-
rectional traversal and returns to unidirectional traversal in the direction not aborted.
This threshold is intended to avoid prohibitively expensive computation for one direc-
tions and is set conservatively to a very large value, enabling it only for the case when
one direction exceeds its share of the available memory disproportionately.

We introduced the maxcost threshold to avoid that one traversal direction causes a
memory overflow. The maxcost threshold, when set more aggressively can be used as
a parameter to tune the application. For circuits, where the cost for different traversal
directions is very unbalanced a lower threshold can drastically reduce the time that is
spent for computing an image in the more expensive direction. Also, for circuits that
show a certain systematic behavior a lower threshold improves efficiency.

For a sketch of the main loop of the interleaving algorithm see Figure 3.

Error Trace Generation

The computation of an error trace (or counter example) in case of a failing property
is slightly more complex for interleaving than for plain forward or backward traversal.
For a schematic refer to Figure 4. In the case of a failing property the states computed
forward traversal and the states computed backward traversal overlap (shaded area in
Fig. 4). From this intersection an arbitrary pivot state is chosen. This state is reachable
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Fig. 3. Sketch of the Interleaving Algorithm.

Fig. 4. Schematic of the error trace computation.

from the initial state as well as a state violating the property can be reached from it. The
error trace will lead from an initial state in I to and from there to a state in P. The
computation of the error-trace requires that for both traversals the onion rings i.e. the
frontier states of each iteration are being stored. The first part of the error trace (from
I to is computed using pre-image computation starting from going backward to I
and restricting the result to the onion rings. For each iteration an arbitrary state from the
particular onion ring is chosen.

The second part of the error trace (from to P) is computed in a similar manner
using image computation starting from going to P.

Both parts are then combined to form a complete error trace.
Storing the onion rings of the computation adds overhead to the computation. It is

hard to predict the amount of overhead as it depends on the depth of the error-trace and
the complexity of the states sets represented in the onion rings. Experiments suggest
that this overhead is smaller for interleaving than for an unidirectional approach. A
reason for this could lie in the fact that the interleaving chooses the cheaper direction
and thus storing the onion rings becomes more efficient as well.
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4 Interleaving Using OBDDs with Different Variable Orders

Limitations of the Previous Approach

The approach described in the previous section has some inherent drawbacks:
First, the presence of two transition relations and two completely different state sets

(reachable and failing states) complicates the whole representation and may lead to a
large overhead in OBDD size.

Secondly, the AndExist operation during image computation tends to dominate the
variable reordering process and thus the resulting variable order. Having two searches
and two AndExist operations with very different requirements to the variable order
taking place in OBDD may hurt performance drastically. Either by resulting in large
OBDDs sizes for one direction or by some back-and-forth reordering triggered by the
two different AndExist operations.

The obvious solution to this problem would be to use two different OBDDs with
differing variable orders: One OBDD for the forward traversal and the other OBDD for
the backward traversal.

Unfortunately, this solution comes with some caveats that have to be taken care of.

Advantages and Challenges when Using Two OBDDs in Interleaving

The main advantage of using two OBDDs lies in the fact that only one traversal is
performed in each OBDD and thus only one major state set has to be represented. As a
result variable reordering will produce better results because it is targeted to only one
AndExist operation.

This advantage will in many cases outweigh the disadvantages that are inherent to
a multi-OBDD approach:

Loss of sharing: Two OBDDs with different variable orders cannot share any nodes.
In a worst case this may lead to a blow-up in the factor of 2. But, in the best case
the representation of two different functions can be exponentially smaller.

Overhead: Initializing and maintaining two OBDDs generates overhead. For smaller
cases this could be significant.

Splitting of memory: The available memory has to be allocated to the two OBDDs.
This could be problematic as it is not obvious how much memory will be required
by each OBDD. Also, various caches and stacks come into play.

The Communication Problem

Despite the challenges mentioned above the main problem here is the communication
between the two OBDDs. Communication between OBDDs is required for the compu-
tation of intersection between the reachable state set and the failing state set. Computing
the intersection is needed to detect a failing property (see Figure 2a). A solution to this
problem is crucial as otherwise all advantages of multiple OBDDs might be lost.

Intersection of two OBDDs with different variable orders is known to be exponential
in the worst case. In the following we present an algorithm that only checks for the
existence of an intersection and thus is able to tunnel the communication from one
OBDD to the other.
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The CrossIntersect Algorithm

Unlike OBDDs with only one variable order, for which all important operations have
polynomial time and space algorithms, OBDDs with different variable orders have no
polynomial algorithms for general operations. Thus, we have to check in each case for
the existence of an efficient algorithm or define a subproblem, whose solution would be
sufficient. Fortune, Hopcroft and Schmidt [7] have shown that equivalence between a
read-once FreeBDD and an OBDD can be done in polynomial time. The algorithm for
checking intersection is based on their algorithm.

The algorithm checks whether the OBDDs F representing and G representing
share an assignment evaluating to 1. In this case the algorithm returns true, if no

such assignment exists the algorithm returns false. For a sketch of the CrossIntersect
algorithm see Figure 5.

The algorithm traverses w.l.o.g F in BFS order, testing symbolically all fulfilling
assignments. Because is represented in G in a different variable order it can not simply
be traversed in parallel. Instead is decomposed by the current branching variable in
the recursion of If at the current recursion point the top node of has
index the following recursion pairs will be: and
The algorithm terminates returning true, whenever a pair (true, true) can be reached.

The runtime for this algorithm can be exponential in the worst case. This happens
e.g. when has an exponential OBDD size in the variable order of OBDD F and is
dense i.e. each variable is tested on every path in F.

Whenever is not dense the computation becomes much simpler and in all our
experiments we never experienced problematic behavior. We expect the CrossIntersect
algorithm to have an average runtime that is comparable to the runtime of the ITE-
operation for OBDDs. For this reason we implemented the computed table of our algo-
rithm analogously to the ITE-operation as a cache, thus limiting the maximal memory
consumption of the computed table.

For the above mentioned applications it is sufficient to know whether the OBDDs
intersect. Computation of the intersection itself is not required. As a side product of the
algorithm, a single satisfying assignment of the intersection can easily be computed.

The 2-OBDD approach utilizes the same heuristics and metrics as the single OBDD
interleaving method.

5 Experimental Results

Benchmarks

For our experiments we chose the public domain VIS-Verilog [13] benchmark suite,
which can be downloaded from the VIS webpage.

Out of all available invariant properties in the VIS-Verilog benchmark suite we
chose the largest 110 properties, leaving those out that require less than 10 seconds
for VIS to finish. Passing and failing properties are equally distributed (53 passing and
57 failing).
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Fig. 5. Sketch of the CrossIntersect Algorithm.

Experimental Setup

Our implementation of the interleaving approach is based on VIS-2.0 [3]. All stan-
dard parameters remained unchanged. In the 2-OBDD approach, both OBDDs share
the same settings.

All experiments were run on 2.2GHz Intel Xeon CPUs running Linux (kernel 2.4.18
SMP). Usage of virtual memory was limited to 500MB and the CPU-time was limited
to 86400secs (= 1 day).

Results

For experimental results on CPU-time see Table 4. All properties, where all methods
require less than 100s are omitted, although shown in the total time. Unfortunately, the
CPU times differ so much that we were not able to compact the table further, without
removing significant entries.

Properties that exceeded the 500MB memory limit are denoted by -m/o- and those
exceeding the CPU limit are denoted by -t/o-. All CPU times are rounded to the full
second. The first two columns describes the circuit and the property in the order they
appear in the invariant file and the number of flip-flops after simplifying the circuit
according to the property. The second and third column show CPU time for plain VIS
(forward) and a modified VIS version running strictly backward. The next two columns
show the CPU time for the interleaved approach using a single OBDD and the improve-
ment over VIS. The last two columns show the CPU time for the interleaved approach
using the two OBDD approach and the improvement over VIS.

For the computation of the improvement a CPU time of 86400s is assumed, if the
property timed out. If a property terminated due to memory exception, the CPU time
spent so far is added to the total time, but no comparison to other methods is made.
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The last two rows show overall computation time and the number of properties not
finished.

The most noteworthy result of Table 4 is that the 2-OBDD interleaving approach
is capable of finishing all benchmarks. None of the benchmarks requires more than
12 hours of CPU time, undercutting the CPU time limit by half. The result is an al-
most 5 times improvement in computation time over standard VIS (3.8 times over VIS-
backward).

The interleaving approach using a single OBDD is performing comparable well. It
outperforms 2-DD-interleave for some of the medium sized benchmarks. This approach
performs less efficient on the larger benchmarks and is not capable of finishing ns3_7
and ns3_8.

An interesting observation can be made when comparing the overall performance
and the best and worst choices. Table 1 compares the overall performance of the four
different method for the 55 largest cases (Those shown in Table 4). It highlights the
dilemma one is facing in forward and backward invariant checking. Table 1 compares
best choices, worst choices and unfinished cases. Here best choice means that the spe-
cific method results in the best runtime or lies within 10% or 5s from the best runtime.
The same applies for worst choice.

While forward is in 33% the best choice, in more than half of the cases (53%) it
is the worst choice. Backward represents equally the best choice (40%) and the worst
choice (42%). Interleaving is in more than half of the cases (51%) the best choice and
only in 7% it is among the worst choices. Interleaving using 2-OBDDs is the best choice
only in 33%, but only very rarely it is the worst choice (4%) and all of the benchmarks
finish.

In Summary: If looking for the highest probability of making the best choice of a
method Interleaving should be the preferred method. But, if overall stability especially
for larger cases is the goal Interleaving with multiple OBDDs is the method of choice.
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Memory Consumption

For a summary of the OBDD peaknode sizes of all benchmarks see Table 2 (Detailed
results for peaknode size can be found in Table 5).

The results clearly show the superiority of the interleaving approaches over the
unidirectional ones. Not only are the interleaving approaches capable of avoiding any
memory exception, they obviously choose the computation of lesser complexity.

Currently, we are not able to record the exact peaknode sizes for the 2-OBDD ap-
proach. The number given is the sum of the maximum peaknode size of each OBDD
separately and thus may be an over-approximation as the peaks may not occur simul-
taneously. However, the overhead of 21% introduced by using two different OBDDs
seems acceptable and does not hurt performance.

Combined Properties

Forward invariant checking can profit from checking several properties simultaneously.
This can be done as long as the properties are based on the same model. For each step
the reachable states are checked against the various properties. The process is termi-
nated when the last property fails or the reachable states computation is completed.
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This technique is not applicable to backward invariant checking because the starting
points for the backward traversal differ.

We implemented a technique in the 2-DD interleaving approach that enables simul-
taneous check of several properties.

A comparison of the experiments can be found in Table 3. Due to the increased
effort needed for reachability computation the clustersize of the transition relation has
been enlarged to 8000 nodes. Results with runtime smaller than 60s are not shown.

The table shows impressive improvements. While forward invariant checking can-
not finish 25% of the circuits, the interleaving approach is capable of finishing all cir-
cuits and it requires 7.5 times less CPU-time than the forward approach, resulting in
an overall runtime of 82480s. At the the same time interleaving requires 2.6 times less
memory than the unidirectional approach. This experiment shows impressive the su-
periority of the interleaving approach, where properties are computed in a cooperative
way.

6 Conclusions and Future Work

This paper presented methods for combining forward and backward traversal for invari-
ant checking.

The interleaving method works fully automatic, adapts dynamically and does not
need any parameter tuning. Additionally, an extension of interleaving using multiple
OBDDs, together with and algorithm for communication between those OBDDs has
been presented.

The overall result is an increased range of applicability for OBDD based invariant
checking, underlined by the fact that all benchmarks of the VIS-Verilog benchmarks
suite could be successfully finished.

Currently we start application of the interleaving methods to real designs from in-
dustry. The results seem very promising suggesting an ever larger improvement because
the circuits are more homogenous than the public benchmarks.

Another area that we will explore is the integration of interleaving into abstraction
refinement methods that require many iterations of invariant checking.

Finally, we are planning to unify the two approaches in the way that an automatic –
possibly dynamic – decision can be made whether to use one or two OBDDs.
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Abstract. Image computation, that is, computing the set of states reach-
able from a given set in one step, is a crucial component in typical tools
for BDD-based symbolic reachability analysis. It has been shown that the
size of the intermediate BDDs during image computation can be dramat-
ically reduced via conjunctive partitioning of the transition relation and
ordering the conjuncts for facilitating early quantification. In this paper,
we propose to enhance the effectiveness of these techniques by reusing
the quantified variables. Given an ordered set of conjuncts, if the last
conjunct that uses a variable appears before the first conjunct that
uses another variable then can be renamed to assuming will be
quantified immediately after its last use. In general, multiple variables
can share the same identifier so the BDD nodes that are inactive but
not garbage collected may be activated. We give a polynomial-time algo-
rithm for generating the optimum number of variables that are required
for image computation and show how to modify the image computation
accounting for variable reuse. The savings for image computation are
demonstrated on ISCAS’89 and Texas’97 benchmark models.

1 Introduction

In model checking, a finite-state model of a design is automatically verified with
respect to temporal requirements to reveal inconsistencies [8, 10, 9]. The key
step in a model checker is to compute the set of reachable states of a model.
The reachable set is usually computed by iterative applications of image com-
putation, where the image Img(S) of a set S of states contains all states that
can be reached from some state in S by executing one step of the model. In the
past decade, a lot of research has centered around improving the image com-
putation [4, 5, 11, 18, 17, 16, 6, 7]. In particular, for BDD-based symbolic model
checkers, conjunctive partitioning and early quantification have significantly en-
hanced the applicability of model checkers. In this paper, we present a new
technique, called variable reuse, that works synergetically with conjunctive par-
titioning and early quantification, leading to further savings in computational
requirements of reachability analysis.

Consider a system M whose state can be described by boolean variables
A set S of states of M, then, can be viewed as a boolean

A.J. Hu and A.K. Martin (Eds.): FMCAD 2004, LNCS 3312, pp. 430–444, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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function of variables in X. If denotes the set of next-state vari-
ables, then the dynamics of M is captured by the transition relation
where is the set of auxiliary variables such as the combinational
variables and the primary inputs. The transition relation T is, thus, a boolean
function over variables. The image computation can be defined as

where denotes the
renaming operation of replacing each next-state variable by the corresponding
current-state variable [4, 15]. A popular representation for the boolean func-
tions for the purpose of symbolic reachability analysis is ordered binary decision
diagrams [3], or its variants. For realistic designs, representing the transition re-
lation T as a monolithic BDD is not possible. Consequently, symbolic analyzers
such as COSPAN [14], SMV [15], and VIS [2], employ a partitioned representation
of T as a set of transition relations such that T is the conjunction

Instead of computing the conjunction T a priori, the conjunction
which constrains T by the current set S, is computed during

each image computation [5, 15].
During image computation, all the variables in are quantified, and

since quantification normally leads to smaller BDDs, early quantification is em-
ployed, that is, variables are quantified as soon as logically possible. Let be
the set variables in such that the conjunct depends on but none
of the subsequent conjuncts depend on Then, the image compu-
tation Img(S) can be rewritten as
Thus, starting with S, at each step we take conjunction with the cluster
while quantifying the variables in This scheme leads to significantly smaller
intermediate BDDs. The effectiveness of this scheme depends on (1) clustering,
that is, determining the clusters from the original description of the
design, and (2) ordering, that is, sequencing the clusters so that as
many variables get quantified out as early as possible. There has been a steady
progress on good heuristics for clustering and ordering (see [11, 18, 17, 16, 6, 7]
for sampling of this research).

Let us suppose that we have committed to a specific clustering as well as
specific ordering of the clusters. Consider a variable in that is to be quan-
tified at step, and a variable that does not appear in S, Then,
the variable can be renamed to In general, we partition the set
of variables so that for every pair of variables within the same partition, the
range of clusters that the two variables belong to are disjoint (we assume that
all variables in X appear in the first cluster, and all variables in appear in the
last cluster). Then, only a single variable identifier is needed per partition, and
the image computation can proceed as before, but after renaming each variable
to the unique identifier for its partition.

After formulating the problem of reducing the number of variables needed for
image computation, we develop an algorithm for partitioning the variables into
minimal number of sets. Our algorithm is quadratic in the number of variables.
Our experiments with ISCAS’89 and Texas’97 benchmarks show a significant
reduction in the number of variables by 40% to 68% . In fact, the number of
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variables is much closer to the number of variables in X than to the number
of variables in Since the reduced number of variables is the

minimum necessary for image computation, we believe that the reduced number
of variables is a better measure of complexity of the design compared to the
number of state variables or the total number of variables.

After reducing the number of variables, image computation needs to be mod-
ified to account for renaming. A priori, it is difficult to estimate whether such
a modification will improve or degrade the performance. On one hand there are
clear advantages. Once a variable has been existentially quantified, the BDD
nodes that are associated with the variable become inactive. However, the nodes
are not garbage collected immediately. With variable reuse, the quantified vari-
able will be reused in a different role. Instead of creating new BDD nodes and
then increasing memory usage, the inactive nodes that are still in memory may
be actived. Variable reuse will also benefit variable reordering algorithms be-
cause there are fewer BDD variables to be considered. Finally, we expect there
is more sharing on BDD nodes because each node may take more than one roles.
On the other hand,there is a potential disadvantage. Performance of BDD rou-
tines is extremely sensitive to the global ordering of variables, and reusing the
same variable identifier in different roles can turn a good ordering into a bad
one. Indeed, in presence of dynamic reordering, the computational requirements
of image computation are very unpredictable.

We modified the image computation routine of VIS 1.4 model checker to ver-
ify the performance on ISCAS’89 and Texas’97 benchmarks. For the algorithm
for generating the minimal number of variables, in many cases we obtained sig-
nificant savings in memory and time, but in some cases, it performs worse than
VIS. Consequently, we implemented a modified version of our strategy for par-
titioning variables which avoids pairing of a current-state variable with a
next-state variable with The intuition for this lies in the fact that vari-
able ordering and dynamic reordering schemes treat the variables and as a
pair, and renaming to can be expensive. The modified partitioning requires
more number of variables compared to the optimal one, but still significantly less
than the number variables used by VIS. Another modification involves ordering
of the clusters so as to reduce the number of variables required. In this greedy
scheme, we pick the next cluster which will minimize the number of partitions
of variables encountered so far, and when there are ties, we resort to the original
VIS algorithm for ordering the clusters. With these modifications, we compared
our reachability computation with time requirements for VIS 1.4. We get im-
provements in 29 out of 37 benchmarks, and in 6 cases, additional iterations of
the image computation are feasible by our strategy (see Table 2 for details).

The remaining paper is organized as follows. Section 2 describes our strategy
intuitively using an illustration. Section 3 formalizes the problem of reducing the
number of variables, shows how to modify the image computation accounting for
variable reuse, and gives algorithms for reducing the number of variables. Sec-
tion 4 reports experimental results, and we conclude in Section 5 with directions
for possible improvements.
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Fig. 1. Image computation: (a)without variable reuse, (b)with variable reuse

2 Variable Reuse Technique

Suppose we have fixed the ordering of clusters and are committed to
early quantification during image computation. The support set of the cluster

is the set of variables that appear in the BDD of The support set of S
is considered to be X. Consider a variable such that does not
appear in the support sets of and thus, can be quantified by step

Consider a variable that is not in the support sets of S, then all
occurrences of in can be replaced by Repeated applications
of such variable replacement causes a variable appear repeatedly in different
roles and get quantified repeatedly. As a result, fewer variables are involved in
BDD computation. Since size of BDD in many cases is exponential in number
of variables, variable reuse can reduce BDD size effectively by taking advantage
of already constructed BDD nodes.

Figure 1 (a) shows a simple example for conventional image computation
procedure. There are four clusters and five variables in which
is the current state variable, is the next state variable and are internal
variables. The following five steps are used to compute the set

(2) (3)
(4) and (5)

However, we observe that after computing is no longer in scope.
Since the variable has not been used until the computation of finishes,

can be renamed to in the cluster By a similar reasoning, all of
and can share the same variable identifier, say and and can have the
same name, say As shown in Figure 1 (b), only two variables are needed in
the following image computation procedure: (1)
(2) (3) and (4)

Observe that, because we rename to in
cluster the last step of replacement of the next state variable by the current
state variable is not needed. Next section discusses algorithms for partitioning
the variable set. It turns out that variable partitioning is a low-cost procedure,
and can easily be added to image computation.

By examining the modified image computation for our example, we can an-
ticipate two potential benefits. First, the same variables, namely and are
involved in all four steps, and consequently, there can be more sharing, and
reuse of existing BDD nodes during the computation. Second, with less vari-
ables involved, dynamic reordering, a key step in large examples, will take less
time. There is a potential drawback, however. A lot of research has been done
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Fig. 2. Minimal gap algorithm

to obtain a good initial variable order and dynamic reordering heuristics. With
renaming, the initial order or dynamic reorder heuristics may be no longer ef-
fective. For example, if structure of requires to be before and structure
of requires to be before then after renaming to there is no good
ordering.

3 Variable Reuse Algorithms

For a variable let if variable appears in the support
set of cluster We consider S(X) as the 0-th cluster as we wish to compute
the conjunction Since prior to the reachability computation, we
don’t know the exact set S(X) at each image computation, we assume that all
the current-state variables appear in S(X). Therefore, for We
also let if because next-state variables cannot be quantified
until the end of image computation. For each variable let

and  We declare the range of to
be the interval Two variables and can be renamed
to each other if and are disjoint.

Our goal is to partition the variables into disjoint sets such
that if two variables and belong to the same partition
set Note that all the variables in a partition set can have the same name,
and the number of partitions is the number of variables needed for reachability
computation. For a set of variables, define

and The problem can
be viewed as an application of constructing a maximal independent set in an
interval graph. While maximal independent sets are hard to compute for general
graphs, the problem is solvable in polynomial time for interval graphs [12].

3.1 The Minimal Gap Algorithm

Figure 2 shows an algorithm to partition the variables into disjoint sets. Let
the A be the set of all the current state, next state and auxiliary variables. We



Variable Reuse for Efficient Image Computation 435

first sort variables by their upper values. The variables with the same upper
value are ordered by their lower values. That is, for all either

or holds.
The remaining code iterates over the sorted variables to find an existing partition
or create a new partition. A variable can be added to an existing partition
if There may exist several partitions that satisfies the
condition. Our strategy is to insert into a set such that and have the
minimal “gap”. As implemented in the function get_mingap_set, can be added
to a set if This is because is the maximal upper
value of a variable in therefore, means the range of is
disjoint from the range of any variable in Although can also be inserted into

if this is not possible because all the variables in appear
before in the array ordered by their high values. If no such disjoint from
exists, get_mingap_set returns the default otherwise it returns for which
the value is the smallest.

Finally the partition P is modified in the function min_gap. If there exists an
appropriate set that can be added to, is inserted in and the value
is updated with (note in this case is guaranteed to be greater than

If cannot be inserted in any existing set, a new set is created for
and its high field is set to (note that the algorithm does not actually need
to keep track of low fields for the partitions).

Theorem 1. Given a set of variables with specified ranges the
algorithm min_gap shown in Figure 2 creates minimal number of sets such that
variables in the same set have pair-wise disjoint ranges.

Proof:  For let be the (partial) partition created by our algorithm
after processing the variables Let us say that is (partially) correct
if can be extended to obtain a partition with optimal number of sets. Let
be the smallest index such that is not correct (if no such exists, the final
partition has optimum number of sets, and we are done). Let Thus,

is extensible to an optimal partition, say but the algorithm makes a
mistake while processing

First, suppose overlaps for every in In this case,
is obtained by adding a new set to Since extends it must extend

also, a contradiction.
Now suppose our algorithm decides to add to an existing set Note that

since the array is sorted, is the smallest among all unprocessed (i.e. not
already in variables. Consequently, the left neighbor of in the optimal
partition is a processed variable (the case that has no left neighbor in is
similar). Suppose the left neighbor of in belongs to the set in Both

and cannot overlap with and The way
the algorithm get_mingap_set chooses the gap between and is less than
(or equal to) the gap between and Consider obtained
by adding to in The only relevant information about a partial partition,
for possible ways of adding the unprocessed variables to it, is the sequence of
high end-points of the sets in the partition. If we compare the high end-points
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of the sets in and they are
for and

for Thus, extends less to the right. It is straightforward to show that
is also extensible, a contradiction.

As far as time complexity of the algorithm is concerned, observe that the
number of partitions is at most where is the total number of variables.
Consequently, get_mingap_set is As a result, the complexity of min_gap
is

3.2 Modifying the Image Computation

Let be the partition sets created by our algorithm. Let be the
leading variable in to which all the other variables appearing in the same set
will be renamed. Let L be a mapping function such that if The
mapping L naturally extends to sets of variables.

A common strategy for partitioning and ordering of the transition rela-
tions proceeds in two steps: obtain clusters of transition relations from the de-
sign description usually by combining the BDDs for fine-grain transition re-
lations for the atomic blocks, and then order clusters with a quantification
schedule to allow for maximum early quantification. Assume after the second
step, we have a sequence of clusters and a sequence of variable sets

for quantification. The standard image computation algorithm fol-
lows: We need to introduce a
renaming step before the image computation step starts.

Let be the support set of We compute a BDD by substituting
the variables appearing in with i.e, Similarly,
for we obtain a new set The revised image
computation is:

Note that the substitution at the end of image computation becomes
instead of where A and B are obtained as discussed below.

Although any variable in a partition set can be a lead variable, picking the
right one leads to more efficient strategy. Following rules are followed in our
implementation while choosing a lead variable.

1.

2.

Choose current state variables first.
If there exists a current state variable in a partition set, we always
choose as the lead variable. Note that two current state variables cannot
be in the same partition because and thus

for Such renaming has the benefit that if the matching
next state variable belongs to the same partition, the substitution

at the end of image computation is not necessary.
Choose next state variable if no current state variable exists.
A next state variable should not be renamed to an internal variable

This is because at the end of image computation we need to convert
next state variables to current state variables by For this reason,
we always rename all the internal variables to the next state variable in
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3.

a partition Note a partition can have at most one next state variable
because for any
Choose any variable if no state variable exists.
If there are no current state or next state variables in a partition, any variable
can be chosen as a lead variable.

The above rules specify how to choose the lead variables in each partition, and
thus, how to fix the renaming map L. Finally, consider the substitution
at the end of image computation. If is renamed to by L, where we
cannot use as it is. We first need to rename to followed by the
standard renaming A better method is to combine the two conversion
steps into one step The two arrays are defined as
follows: for each state variable if with then
and else and It should be noted that BDD
packages perform such renaming in parallel.

3.3 The Least Effort Algorithm

Although Minimal Gap Algorithm creates minimal number of partitions, it re-
quires extra effort to get the substitution arrays of A and B, and the sub-
stitution can be expensive. This section presents a greedy algorithm
least_effort that has additional constraints in renaming. In particular, it treats
the next-state variables specially since variable ordering and dynamic reordering
try to keep the variables and together as a pair. The strategy least_effort
uses more variables than min_gap, but no changes are needed for the substitution
step Therefore, we only need to change variable names in clusters and
quantification arrays before reachability computation starts and no modification
is required in existing image computation code.

Fig. 3. Get disjoint partition with constraints

The algorithm least_effort is the same as min_gap except that the func-
tion call to get_mingap_set is  replaced  by get_constrained_mingap_set shown
in Figure 3. Note that unlike get_mingap_set, get_constrained_mingap_set
treats next state variables differently. For each it first tries to obtain
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Fig. 4. The greedy algorithm to order clusters and partition variables

a set that satisfies two constraints: (1) it contains the matching current state
variable and (2) The first constraint gives priority to a set
such that can be renamed to its matching current state variable. The second
constraint ensures that can be added to the set.

If the second constraint cannot be satisfied (note that the first constraint can
always be met), it tries to find any set that and
The constraint of ensures that will not be in the same set with
a non-matching current state variable. If such a set cannot be found, it returns
empty set, and will be put in a new partition by itself.

For any auxiliary and current state variables, it uses get_mingap_set shown
in Figure 2 to get the appropriate set. Note that the algorithm prevents the
case that a current state variable is added to a set containing a non-matching
next state variable. This is because the variables are sorted by first their high
end-points and then their low values. Since
and we have all current-state variables appearing before all next-
state variables in the sorted order. Therefore, all the current-state variables have
been allocated to some partition sets before any of the next-state variables are
handled.

With the constraint that a next state variable cannot be renamed to a non-
matching current state variable, we don’t need to adjust existing image compu-
tation algorithm. Image computation can use the formula

3.4 The Greedy Algorithm for Ordering Clusters
and Partitioning Variables

The previous algorithms partition variables assuming a given fixed ordering of
clusters. The greedy algorithm presented in this section orders the clusters so as
to favor minimal number of partitions at each step.

The function greedy_partition in Figure 4 shows the algorithm with the set
of clusters C as the input. Initially the sorted cluster array S is empty. The first
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step is to initialize the range values for variables by function call init_var_range.
As explained earlier, current-state variables have a common lower bound 0 and
next-state variables have a common upper bound The lower and upper
bounds of internal variables, as well as the upper bounds of current-state vari-
ables and lower bounds of next-state variables, are UNKNOWN. The initial
partition set P consists of singleton sets each containing a distinct current-
state variable. The iteration of while picks a cluster from C and adds it to the
sorted cluster array S in each step. The partition P is then modified accord-
ingly. The function modify_partition uses the same code as the lines 6 to 10 in
min_gap in Figure 2. To decide which cluster to pick, the loop of foreach goes
through all the remaining clusters and calculate the effect if the variables from a
cluster were added to the existing partitions. The one with the least cost is cho-
sen. Finally the existing partitions are modified by incorporating the variables
from newly selected clusters. Since the position of the selected cluster in sorted
array is known, the ranges of partitions and variables can be updated.

The function compute_cost in Figure 4 shows how to calculate the number
of partitions if variables from cluster were added to partitions. There are
four parameters: S, the sorted cluster array; the cluster under consideration;
C, the clusters not sorted yet; P, the current variable partitions. Initially the
number of new partitions is 0. If is appended to the sorted cluster array, the
index of will be We may set the ranges of the variables based on
the location of The function compute_cost tries to set the lower and upper
bounds for variables in the support set of The lower bound of the variable
is if is UNKNOWN. This is because must be the first occurrence
of in the sorted cluster array. If does not appear in the supports of clusters

would be the last occurrence of in S. Therefore, the upper bound
of should be After a variable has been assigned upper (possibly still
UNKNOWN) and lower bound, the function looks for a partition such that

Note that partitions with open upper bound value UNKNOWN
does not satisfy If such partition exists, the upper bound of
is increased to the upper bound of (may be UNKNOWN) because we consider

is to be added to otherwise, a new partition has to be created. Therefore,
number of partitions is increased by 1. However, we do not need to really allocate
a new partition because we only need to know how many new partitions have to
be created, and no two variables from may reside in the same partition, which
makes the knowledge of upper and lower bounds of new partitions unnecessary.

The functioncompute_cost considers the cost to be the number of new parti-
tions created. In the implementation, we distinguish between open partitions and
close partitions. The partitions with unknown upper bound are close partitions;
otherwise they are open partitions. Since open partitions do not accept any new
variables, we prefer close partitions. In this case, the cost to add a new cluster

becomes cost = num_close_partitions + weight num_close_partitions where
weight > 1. We also consider the number of variables that have been as-
signed to a partition set so far. In such case, the cost becomes num_partitions/
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4 Experimental Results

4.1 Reduction in the Number of Variables

In order to evaluate the effectiveness of our variable renaming algorithms, we ran
experiments on ISCAS’89 and Texas’97 benchmarks. All experiments were done
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on a 800MHz Pentium III processor machine running the Linux operating system
with 512MB of main memory. In all the experiments, we used the default VIS
options (partition threshold=5000, frontier method for building partition BDDs,
and image cluster size=5000).

The performance metric we measured in this section are the number of vari-
ables required for reachability computation. Table 1 shows experimental results
with the first column indicating circuit names. The second column shows the
number of latches in the circuits. Since the current state variables have to be
in distinct partitions, the number of latches is the lower bound on the number
variables for any of the strategies. The third column indicates the number of
clusters. Finally, the last four columns provide the number of variables required
for different algorithms.

Column “VIS” lists the number of variables by using original VIS-1.4 code.
Columns “MG”, “LE” and “GD” report the number of variables by min_gap,
least_effort and greedy algorithms, respectively. The last column shows the
minimal number of variables for one of our renaming algorithms compared with
VIS. We can see that only 40%-74% of VIS variables are actually required for
reachability computation.

4.2 Savings During Reachability Computation
As discussed in the introduction, it is difficult to predict the impact of our strat-
egy on memory and time requirements during image computation, and can be
estimated only by experiments with benchmarks. We integrated our modifica-
tions within VIS. For these experiments, we invoke dynamic variable reordering
in the CUDD package (see http://vlsi.colorado.edu/~fabio/CUDD/ for in-
formation). A time limit of one hour was used for all experiments. The results are
reported in Table 2. It compares VIS 1.4 with the best results obtained from ei-
ther the modification MG with min_gap, the modification LE with least_effort
or the modification GD with greedy. For each algorithm the table lists, the num-
ber of steps of image computation, the number of states (this is only to verify
that actual reachable sets are identical), and time required.

Of the 37 benchmarks tested, variable renaming optimization performs better
than VIS on 29 examples, while VIS does better on 8 examples. The last col-
umn indicates the comparison. If the value is greater than 1, our modification
achieves a speedup of (e.g.,on three_processor_bin, reachability computa-
tion after variable renaming speeds up by 3.61). If the value is in the format of
+ts, variable rename algorithm can do steps further than VIS (e.g., on s1423,
reachability computation after variable renaming can do one more step). On the
other hand, If the value in the last column is less than 1 or in the format of -ts,
VIS without variable rename is better. Given the non-robust nature of compu-
tational requirements of BDD packages, particularly due to dynamic reordering,
we consider these results to be promising.

5 Conclusion
In this paper, we have proposed a technique for reducing the number of auxil-
iary variables required for image computation in symbolic reachability analysis.
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This idea complements the previous research on conjunctive partitioning and
early quantification. Unlike typical optimization problems in design automation,
reducing the number of variables optimally turns out to have a polynomial-time
solution. Our experiments concerning reducing the number of variables indicate
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that the number of auxiliary variables necessary for image computation is quite
small compared to the number of state variables. In terms of savings in time,
our heuristic improves on the state-of-the-art model checker VIS 1.4 on many
benchmarks, sometimes leading to a speed up of 7.61 , and sometimes allowing
extra iterations of image computation. There is little effort needed to compute
the renaming, and our strategy can be incorporated in other model checkers with
minimal effort.

The benefits of the proposed heuristic can potentially be improved in many
ways. First, the techniques for generating clusters and ordering clusters can be
modified to account for variable renaming strategy. In fact, there seems to be no
need to assign variable identifiers for all the variables right from the beginning,
but to combine all of these preprocessing steps. Second, and possibly more im-
portantly, the heuristics for choosing the initial order and dynamic reordering
during image computation need to be examined carefully in light of our strategy.
In particular, the fact that a variable appears in multiple roles can be taken into
account while choosing the ordering, and the pairing of a current-state variable
with next-state variable can be non-essential in our setting. Finally, similar ideas
can be explored in conjunction with recent efforts on bounded model checking
using SAT solvers [1, 13].
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